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£, EHE—EFITERNSSEETTE. MESEER, MEERANENAEFER
ZATHORHE, BITRZPREAVRT, RSB REIRT9, NmiEEIHEE HIERE R AYH

M.

EAmSEERR, JLEMERARR. AEBRSBSIBR T, ST RNAERFSERZAYTH,
XXHFEL LE#, 53R S 2 EMNEETEER.

£ Linux R&H, ERNEIRSERA64E ftrace. perf. eBPF LUK SystemTap %, iR,
BNEARZFIT ftrace BERAGZE. &K, KIIBR—EEEHM/ LG,

perf

perf EERHMNNERR Y. ERIENEAS, HMNSXBRE, KEHNBEFNERZTR
MRS, MTERIMERSIEI. MERIZEAE CPU BREGIF, BIIRERXIEENSER
perf RUSSHCR, MMEENUAIL T AT,



e, FAIRIE(ER perf record/top BY, ERESTXIEHRHITREE, AEBREREE, TES
MREFIBRRER, LFrL, perf MIhEBEALLT I, tban,

perf ATLARESHT CPU cache, CPU i, XN, f5<EHASSME4SM,
perf A LARRSBSBRYS 1 TASIBER.

2l

BTk, HINERLUMZEE do_sys_open, LIRFAFZAIRE] readline A, H—& perf &
SBERRERTIE,

[E ftrace —#¢, {RBAILUET perf list , BTG SIS

B S AR
$ perf list

R, 7 perf IR N FapS RN --event i%I0, IREIBERESGBAIVEM, WNRIXLETIEN Y
EUAHELFREER, (RAFLAUER perf probe SEa&HMN. ME, BRTIBERZEE,
perf X LARSRERERFI P =B ER 2.

BIAREE— perf R, PIZEHEE do sys open BIFIF. (REJLIHIT perf probe &<,
%0 do_sys open &t

B S5
$ perf probe --add do_sys_open
Added new event:
probe:do_sys_open (on do_sys_open)
You can now use it in all perf tools, such as:
perf record -e probe:do_sys _open -aR sleep 1

RENRINBAINGE, SR LAERRB perf Fan$H(ER. than, EdEEHE— perf record A9
M, BATEFHBILAZT 10s AT do_sys open #175RFE:

B S5
$ perf record -e probe:do_sys_open -aR sleep 10
[ perf record: Woken up 1 times to write data ]
[ perf record: Captured and wrote ©.148 MB perf.data (19 samples) ]
TOSREEBIIE, SETLUT perf script , SREBERHART
B S AR

$ perf script
perf 12886 [000] 89565.879875: probe:do_sys_open: (ffffffffa807b290)
sleep 12889 [000] 89565.880362: probe:do_sys_open: (ffffffffa807b290)
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sleep 12889 [000] 89565.880382: probe:do_sys open: (ffffffffag807b290)

sleep 12889 [000] 89565.880635: probe:do_sys_open: (ffffffffa807b290)
sleep 12889 [000] 89565.880669: probe:do_sys_open: (ffffffffa807b290)

itieh, FERBSIH TR do_sys open RYESEMR. #HiE PID LIRIE(TH CPU FHER. &
g, XTF open RETEMANR, RAMECHKARTHAE, HIIFEMENZ, HEZIREITFT
WRLLSZ{4, FRLA, SERRRZARTh, F(IEHREERITRERTNXLRERISEL,

T RRRERR, REATUEEERNZRE, KHERAESH. FIEEEREETTE,
BHRERNFAFSETER. FUTIENGS, (FHALALE do_sys_open HIFTESEL:

SR
$ perf probe -V do_sys_open
Available variables at do_sys_open
@<do_sys_open+0>
char*  filename

int dfd
int flags
struct open_flags op

umode_t mode

WBLFTUE, BAEONLHER, REF— I FRISHEN (BREFHE) , SHER
% filename, MBXABSHITEN, HIBBLFSREIELRE, BA, RALHT FE
#, REBVEREEL:

B 2
# Ubuntu
$ apt-get install linux-image- uname -r’ -dbgsym
# CentOS

$ yum --enablerepo=base-debuginfo install -y kernel-debuginfo-$(uname -r)

HHBHEMRAREE, MELESEINEIRE ST, MERTENELRINIREZRET, AL
EXXRAINRT, FECCIRRE M

B S A
# SEMIERIF RS

perf probe --del probe:do_sys open

# WIS ERE
$ perf probe --add 'do_sys_open filename:string'
Added new event:
probe:do_sys_open (on do_sys_open with filename:string)
You can now use it in all perf tools, such as:
perf record -e probe:do_sys_open -aR sleep 1



WEURENRING, EHHHT record # script Fap<, REFEHEEFICR:

B 2 i A
# HEPRALR

$ perf record -e probe:do_sys open -aR 1s

# OESR
$ perf script
perf 13593 [000] 91846.053622: probe:do_sys open: (ffffffffa807b290) filena
1s 13596 [000] 91846.053995: probe:do_sys_open: (ffffffffa807b290) filena
1s 13596 [000] 91846.054011: probe:do_sys open: (ffffffffa807b290) filena
1s 13596 [0P00] 91846.054066: probe:do_sys_open: (ffffffffa807b290) filena

# 8 H 58 R AN E S D M BRI
$ perf probe --del probe:do_sys_open

WE, (FAILIEZEIEREA open I M Y. AT, XNMERBAREERATR?

HsL, TEFAWER strace (REFHENRFARN, H2ESERIXEMSENS 7. thil, A
strace IRER Is BF, {ReJLASEITHEAVESR

RN

$ strace 1s

access("/etc/1ld.so.nohwcap"”, F_OK) -1 ENOENT (No such file or directory)
access("/etc/1ld.so.preload", R_OK) -1 ENOENT (No such file or directory)
openat(AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3

access("/etc/1ld.so.nohwcap"”, F_OK) = -1 ENOENT (No such file or directory)
openat(AT_FDCWD, "/1ib/x86_64-linux-gnu/libselinux.so.1", O_RDONLY|O_CLOEXEC) = 3

RETHERR, BEPA strace tBREBRIKINER, ABXEZERE, NTAFK(IEER perf Ie?

LRk, REAREBET strace BERZHENFLL, A2 T EXIHEMRSHERANSIN. WRELE
ki, strace BEFRSEM ptrace SEM, 1XFiTHK 7 RN EN,

T ptrace RRFHEA, MBEERSHARSR. SSMHHENRSH, EiTAIIR
RS FIRBIRSSAIMERE;

ptrace FE(EE) SIGSTOP ESiHEBIMHIE. XMESEFIMHAEEE, SHBmHEN
7.

FrLA, TEMBEBUREINIE (FLaNEHREE) F, FHAHEF(RA strace (EHAET ptrace BY
HEETH) EHEMERE.
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7t strace EA T, SEERZFRY utrace HlFH, perf BIRHT— trace 7@, 2BL
strace IENET H, #BXITF ptrace HISkit, perf trace EF MY, BREHIZIRIGHN
HEEFRZ.

perf trace RIERATTIEIN AR, IR strace EHSLR{:

8 S
$ perf trace 1s
? ( ): 1s/14234 ... [continued]: execve()) = ©

0.177 ( ©.013 ms): 1s/14234 brk(

0.224 ( 0.014 ms): 1s/14234 access(filename: ©xad98082

0.248 ( ©0.009 ms): 1s/14234 access(filename: ©xad9add@, mode: R

0.267 ( ©0.012 ms): 1s/14234 openat(dfd: CWD, filename: ©xad98428, flags: CLOEXEC
0.288 ( ©0.009 ms): 1s/14234 fstat(fd: 3</usr/lib/locale/C.UTF-8/LC_NAME>, statbuf:
0.305 ( 0.011 ms): 1s/14234 mmap(len: 45560, prot: READ, flags: PRIVATE, fd: 3

0.324 Dockerfile test.sh
( ©.008 ms): 1s/14234 close(fd: 3</usr/lib/locale/C.UTF-8/LC_NAME>

g, perf trace BFRJLURITRGERNRFARRE: (BMIRERFAEHIE) | 1 strace RBEIRERSS
ERHE,

B2 perf B FRARPTBINERE. L bash ERRVZERE] readline 7951, ERZELIATS
%, AILARREREEERENRIER (EF uprobes) ,

readline B9EF, EMNZRinFEBAFPBAN, HEXLHIEREERA. FrLL, IR open RFEH
BARBKE, FHAIFEXTE readline FEALER.

HAPUTTERISS, BT -x I8 bash TSR, SR LAGISIREREREL. XESCH
RIRER 7 FTEFFTE bash FfTAISmS:

B Kt A
# Jy /bin/bash ¥l readline %l
$ perf probe -x /bin/bash 'readline%return +@($retval):string’

# SKFEILR

$ perf record -e probe_bash:readline__return -aR sleep 5

# BEHR
$ perf script
bash 13348 [000] 93939.142576: probe_bash:readline_ return: (5626ffacl1610 <- 5626ff

# BNERE ARG IR AT

$ perf probe --del probe_bash:readline__return

SR, MREAEERIMSI, BILIBI TERWS, ERfTESIFRENRESH:



# BT IR AL 8 S
$ perf probe -x /bin/bash —funcs

# AR ZH
$ perf probe -x /bin/bash -V readline
Available variables at readline
@<readline+0>
char* prompt

IRAREEEIA, INRIFEEER T BN RRIRESRISE, IBATEN IR SIS
&, AEFEESENER.

eBPF #l1 BCC

ftrace #1 perf NINBEERWRFET, A, BI1E— 1 HERIGRE, BBHMEFERE, KX
f& DTrace BpEHBISHIAB BT R,

M eBPF B2 Linux hizdy DTrace, AILUEE CIESERYT E (XL RS LLVM 79 BPF
FEEE, IMEEIRZPHIT) . TEXKE, HiZFRrT eBPF BEAITIFRE:

BPF for Tracing

User Program Kernel

1. generate

(o] | S

per-
event ol s L _.--""/
.-I maps |

stansncs * read

LISAIG

(Bl A3kE THE NEW STACK)

MEFREILAEES, eBPF BHUTHRE=S:

MRFIRERFERFARY BPF 1563,
INEEIRZFIET,
AR ZEEHER,

ATLA, MER LSRR, eBPF ZLLFAIRIEEZEIRY ftrace #1 perf , EREMNEZ,

SChR b, 7E eBPF $fTI#EH, fWiE. IIEEE maps ERE, WEHIREMERRIGEZER
19, EBXLDFEEE Python Hhigkiesk, thatit4 s BCC (BPF Compiler Collection) .


https://thenewstack.io/long-last-linux-gets-dynamic-tracing/
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BCC {8 eBPF REISFPEEMAR (EbaN kprobe, uprobe. tracepoint &) FIEUHEEE (FRA
Maps) , thEBEEHERK 7 Python #20 (tE3%#F lua) . X, A BCC #HTaIRSEIRRT, RS
BRI ATLLT .

MEER, BAFTERAZPIEIESRRE, EIERONSHMIEEE, KEFEHKIIA C
IESRRS.

ETF BCCREDE, ERFRRIVEFEMF, BMEENET Y. MRRERAELRET,

JLHTTENGSFKEE (ARG RESEXE) !

B S
# Ubuntu
sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys 4052245BD4284CDD
echo "deb https://repo.iovisor.org/apt/$(1lsb_release -cs) $(1lsb_release -cs) main" su

sudo apt-get update
sudo apt-get install bcc-tools libbcc-examples linux-headers-$(uname -r)

# REHL 7.6

yum install bcc-tools

ZEfa, BCC IBATERGI (84 Python # lua) , K&l /usr/share/bcc/examples BRH:

8 S
$ 1s /usr/share/bcc/examples
hello_world.py 1lua networking tracing

BT, &L do_sys_open A, F1—iekEE, WA eBPF #1 BCC SLIMEHAIFNSIR

BR,

BE, FATLUE BCC A, RO ATEXUMEE.

55—, IRFTERY Python BREMERZTIE—H, EERZAI, SSANERZIRIER:

SR N
from bcc import BPF

B, FEEUFHURSESHRE. XTMREEER CIEESKRES, (FREDNRMUNIZS
AR BPF 3R, XA CIEESRENERE, BUFFFHRITINIEE] BPF RS

B 2
# define BPF program (""" is used for multi-line string).
# "#' indicates comments for python, while '//' indicates comments for C.
prog = """


https://time.geekbang.org/column/article/0?cid=140
https://time.geekbang.org/column/article/0?cid=140
https://github.com/iovisor/bcc/blob/master/INSTALL.md
https://github.com/iovisor/bcc/blob/master/INSTALL.md

#include <uapi/linux/ptrace.h>
#include <uapi/linux/limits.h>
#include <linux/sched.h>
// define output data structure in C
struct data_t {
u32 pid;
uéb4 ts;
char comm[ TASK_COMM_LEN];
char fname[NAME_MAX];
¥
BPF_PERF_OUTPUT(events);

// define the handler for do_sys_open.
// ctx is required, while other params depends on traced function.
int hello(struct pt_regs *ctx, int dfd, const char __user *filename, int flags){
struct data_t data = {};
data.pid = bpf_get_current_pid_tgid();
data.ts = bpf_ktime_get_ns();
if (bpf_get_current_comm(&data.comm, sizeof(data.comm)) == 0) {
bpf_probe_read(&data.fname, sizeof(data.fname), (void *)filename);
}
events.perf_submit(ctx, &data, sizeof(data));
return 0;

}

# load BPF program

b = BPF(text=prog)

# attach the kprobe for do_sys_open, and set handler to hello
b.attach_kprobe(event="do_sys_open", fn_name="hello")

F=F, BREN—MEHERE, FCHHRER BPF F44E:

S

# process event
start = 0
def print_event(cpu, data, size):

global start

# event’s type is data_t

event = b["events"].event(data)

if start == 0:

start = event.ts
time_s = (float(event.ts - start)) / 1000000000
print("%-18.9f %-16s %-6d %-16s" % (time_s, event.comm, event.pid, event.fname))

# loop with callback to print_event
b["events"].open_perf_buffer(print_event)

RE—2, MERTEMEIR, FHRiERR do_sys_open AJJEA:

SRR
# print header
print("%-18s %-16s %-6s %-16s" % ("TIME(s)", "COMM", "PID", "FILE”))
# start the event polling loop
while 1:
try:
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b.perf_buffer_poll()

except KeyboardInterrupt:
exit()

BAMBLEENANSBIREE, RIFZEIY trace-open.py F, ZAEFAILAR Python RiE1T7T.,
NR—YNER, (REJLABEIN T :

S RS
$ python trace-open.py
TIME(s) COMM PID FILE
0.000000000 irgbalance 1073  /proc/interrupts
0.000175401 irgbalance 1073 /proc/stat
0.000258802 irgbalance 1073  /proc/irq/9/smp_affinity
0.000290102 irgbalance 1073 /proc/irq/@/smp_affinity

Migitish, {REJLIEZE] irgbalance H12 ((RAPAMRHRIBERSBEEMIE) EEFFFREX
%, M irgbalance fREHXL A PIRIANZ, SHUTHETTREITE.

BILXMEERRYIR, (RBATLULIEL, eBPF 1 BCC AYERE, HSLEY ftrace #1 perf BRI
. %A BCC FAECHINSIREER, EPEAE CIES. Python 155, HIRERSHEIREL
BUHIE (FLANRRERERISEFNIRETE) LAK eBPF IRHHISTEURR(ES X,

Y, EFERRIRIESE, 22 eBPF EERALE—ERI I, AELERIEERABRIRR
). &EXRENNSBERA,

FH, ENRERERITER:



Linux bce/BPF Tracing Tools

filetop opensnoop c* java* node* mysqld _gslower gethostlatency Other:
filelife fileslower Statsnoop  php* python* bashreadline memleak capable
vfscount vfsstat syncsnoop ruby* sslsniff
ucalls uflow syscount
cachestat cachetop ugc uobjnew killsnoop
dcstat dcsnoop ustat uthreads
mountsnoop | execsnoop
N pidpersec
Applications
cpudist
trace N | System Libraries 4 / runqglat runglen
argdist ¥ deadlock_detector
2 \ \_ \ System Call Interface / cpuunclaimed
unccount 4
funcslower VFS Sockets Scheduler | cs ]
funclatency : - offcputime
\ :
stackcount A File Systems TCP/UDP 4 wakeuptime
profile Volume Manager P Virtual offwaketime
Block Device Interface Ethernet Memory softirgs
A4 f 4 Device Drivers ocomkill memleak
mdflush slabratetop
btrfsdist hardirqgs ttysnoop
btrfsslower

extddist extdslower
xfsdist xfsslower
zfsdist zfsslower

biotop biosnocop

tcptop tcplife tcptracer
tcpconnect tcpaccept
tcpconnlat tcpretrans

biolatency bitesize

(BR3kE

XETH,

B, A, B—REEREER,
) . MRFELETBRTRET,

Linux BEvents & BPF Support

llcstat

profile —p

=
CPU

—RREBLAEIRZE R, MERSEMAIZINERHARN, BMBERFHISER
1R% eBPF RUFSIE, EPHELLEHHY
RATRERL R E /9 T RIS .

(0T EIFr

Dynamic Tracepoints PMCs
. syscalls: i
Tracing Linux 4.7 Linux 4.9
extd: 0 ting Svst sock: SCh:C}: cycles
A perafing system / task: 1 instructions
icati signat: branch-*
Applications / / timer: Ll-%
workqueue:
uPrObeS System Librarie/é / kN LLC-*
Linux 4.3
X System Call Interface/ 4 CPU
Int t
VFS Sockets r Scheduler / nterconnec CPU
I File Systems TCP/UDP A 1
kprobes Volume M P , kmem:
Linux 4.1 4 ‘oume Manager Virtual <«—- vmscan: Memory
: Block DeviceAInterface Ethernet 4 Memory A writeback: Bus
Device Drivers
A4 / ; / N DRAM
jbd2: / net: irq:
block: scsi: skb: T
mem-load
mem-store
BPF output | Software Events cpu-clock page-faults
Linux 4.4 Linux 4.9 cs migrations minor-faults
major-faults
BPF stacks J
Linux 4.9
1

(BlR3kE

SystemTap #ll sysdig


http://www.brendangregg.com/ebpf.html#bcc
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md
http://www.brendangregg.com/ebpf.html#bcc
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PR T RIEHRZIRY ftrace. perf. eBPF #1 BCC 4b, SystemTap #0 sysdig tB.2F ARsIEER L
=

==o

SystemTap thE—F e LUBE AR TERYT BISEERRAR. £ eBPF HILZAl,
SystemTap £ Linux &%+, IhaE&EAR DTrace FIEIANBERNE], FTE TR, SystemTap
ERKEELSREREETRZZI (T eBPF BitELIK, —EREERZT) .

AL, MESREME B3R, SystemTap R7E RHEL R, EEMEAFNSZHASHE
KIE.

sysdig NI ZMEESHBRANERMLERN, TERTERNNSER, sysdig L& 7 —&5
BETERME, JURREARZAMK, BIRAXNATRET sysdig AURR: sysdig =
strace + tcpdump + htop + iftop + Isof + docker inspect,

TIERFHNRATR (WA >= 4.14) , sysdig IRRTLUEI eBPF SRE1TH &, ATld, tajld
FSRIB R PRI SR EFNS

TEFEIRT R
BIXE, {RElRENHBLKT, XASHSEBETIR, AL RIRZEAIEER? K250
8

DiE, BARMETENERE, MENRRNITERERATF.

XATIR, HBINIEXEERTENRENERENEL T, (FILUSECRERS—T, AR
ST HEEAM, tean:

EAZERSREHSES, (EF perf XIMRESEMHHTRE, REBERESXGEHEESD
., MERERN—MEE,

s EXN SR REERHTRITDTT (CCIEARANG I/0 5) i, HER
SystemTap & eBPF, @Eid—LEE X AIHIASRHITEIEIE.,

EXE, FELETINERSEERERZR, AESIEF TEGHNIE. (RALUREX
MR, HEECERFAER.



® RSB RAN TR

ERZR HEIR
AZREERER (40 kprobes) ftrace. trace-cmd
CPU 48E 70 M F0 HEd% B2 AT perf. XIGE

REHL shiSERERAILELE N T2 F RS =4 SystemT ap

4.x AL IRERA LB N FRTE = IR 2B 514 ebpf. bce-tools
Docker & 23N AMEED sysdig
INGS

SR, HEEGRFEIT perf, eBPF fl BCC FFMEBIRTE, HRE T ARG FUTIEER
G Elizyspr

7 Linux Zr, BERRSIZNEERGIL, 81 ftrace. perf. eBPF LAK SystemTap &, A%
ke, (A perf BBEXEER— M FENGE. NRXBERS TIRHOEK, FA:

TEFhRAIIZF, eBPF f1 BCC RRRIBMNEIANBIERSX;

TfEIBMRARZF, $53I27E RHEL &5, BT eBPF 37X HR, SystemTap EEEELF
jrin=

ItEsh, ERERHNERRAR, ATEIISITERNFRER, —REERNRANNBEEFAIE
SR, SBEIR LEREXENS (BIEREFSEM) BT, RSS2 R0
S, BB TINREASERITIE.

BE

&fE, FEESR—ERmW, RPEERESEERRA. (FEIRBERAE AT SRR
B? XAZHIMSIBERT L, (R—RESEAEER? (RILEESRIAS, IRE SRS

iL 1 ;E'%\é:él:l%\ )

WMERSXAIHITIE, BRPEXENESZLMFHES. R, Bil—RaEstddiass, £
323

iR,

M

© IRRAREFHRIRIAE, REVFRIAEER
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