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Wi Excel 3Cff “wiresharkxlsx”, SREFERAFIANT ML, AR AT A HBSH
AP ER (L 4):

Excel 3{& No, Souce _ Destination _ Time Protocol Info T —————
= 24 10,32.200.41 10.32.106.50 2014- SMB2 Create Request File: Temp\DCDG528.tmp
25 10.32.106.50 10.32.200.41 2014- SMB2 Create Response, Error: STATUS_OBIECT_NAME_NOT_FOUND

KRR 26 10.32.200.41 10,32,106,50 2014- S¥B2 Create Request £1{le: Tewp\DCDE528.Tmp

27 10.32.106.50 10.32.200.41 2014- SMBZ Create Response File: Temp\DCD6528.tmp

38 10.142,200.41 10.32.106.50 2014- SMBZ W ite Request Len:8184 Off:0 File: Temp\DCDGSZE. Lmp
v 42 10.32.106.50 10.32.200.41 2014- SMB2 Write Response

4
XU AT TR .

24 S5

B “/Temp HFHAFE—1Y DCD652B.tmp S 2 7
25 54

MRS58 “AAFAE”

26 54

&P e “HPREIE /N DCD652B.tmp 30 . ”
27 54

Mgy a: “BIEFT.”

38 Sfu:

& e “IE Excel BMAARE DCDﬁszB.ﬁnp B,”
42 5

Mo5as: “BET.”



MEL_ESEFEAT WL, Excel H-8cA BHEAC A A BA7 3] wireshark.xlsx |, Tl
fEF|—A DCD652B.tmp G SCH LT . #ETREE (WK 5.

No. Source Destination Time Protocol Infa : b [k T

47 10,32.200.41 10.32,106.50 Z014-06-08 13:01:02 SMB2 Create Request File: Temp\GAF(4530.Tmp
48 10.32.106.50 10.32.200.41 2014-06-08 13:01:02 sSMB2 Create Response, Error: STATUS_OBJECT_NAME_NOT_FOUND

[ W M Time Protocol blo
ST 32. 200, 10.32.206. 50 2n4a- SHE? SetInfo Request FILE_THFO/SNOI FILE RENAME INGD File: Tempieireshark, x1o8 Kesnase: Tesp \ JAF0L530. tup
unzz.mc.somazmuzm- snzs-unfol.monse

No. Source Destination Tne Protocol nfo. Excel ¥ ﬁ:
103 32, 300,41 10, 3T 106,50 2014- P82 Serinfo REqUesT FILE_IREO) P2 _FILE_RENAE_INFO File: TEmp\DCDESIE. tof) Newtiane: Temp\wireshark, sisx

10
104 10,32.106.50 10.32.200.41 2018- SM82 Setinfo lnspms'

NIREFERE

15

5
47 5.
& “/Temp H & RAFAE—AN 6AF04530.tmp HI3CAFE? 7
48 S
M55 2%: “ANIFLE.”
97 S
e “IRLF, HEIRKA wireshark.xlsx iy 44 B 6AF04530.tmp. ”
98 544
ARgsa%: “EmfE.”
103 S0:
P s “ FHE—FFARIRANER R SO DCD652B.tmp i 44 f) wiresahrk.xIsx. ”
104 540
RS54k “EafeE.”

MEL EEFE T &, JE KK wireshark.xlsx #% | fir &2 Bk — NG B SC 4, 0
6AF04530.tmp . 1] Z H €1 & 9 A8 4~ s B 3C 4 DCD652B.tmp X i iy 4 Fik
wireshark xIsx. 2L FWEY 5, BAHIE —MEEH NN wireshark xlsx,



it

Excel 34
BB FLFE

16

BB — MG S 6AF04530.tmp (52 JF R AN wireshark xlsx). #EH FH&,
W& B 6AF04530.tmp #EMER T (LI 6).

No.  Source Destination . Time Protocol Info
11510, 32. 200,41 10.32.106.50 2014- SMB2 smnfo Request FILE_INFO/SMB2 FILE_DISPOSITION_INFO File: Temp\GAF04530,tmp
116 10, 32.106. 50 10, sz.zoou 2014- sMB2 setInf

¥ w — S st b R A i . W

| & GuxD handh l:ﬂ - Tew\mmsso tq)

| i SMBR_FILE_DISPOSITION_INFO

| +1-. --.1 = pelete on close: DELETE this file when closed

& 6

AR SRR R, ARRARBIELAN. AL EARN&ITH1E
TEFEBEE 2 e AR, B b — 20 Ak R (R R b b33
P FR4ESE B “...is currently in use. Try again later”, K 22 ¥ i FRO A & SCF48 o5
A A, (B %2 Excel bug Bi#E R B FB . Ti TR RE,
WAV A BAE T ORAFR R AT, A FTRESR A AR

Wireshark [EA2SRAFIXLEA0 T BB LS, (EMTZd R4 5T 78 B A, Bl
#RAT LA Wireshark HEE|. A TXFEFIRS, EF 2D W EEAMEENR?



R—ESERAIEIS

BITE~>] Wireshark AUIfR, PIACRERE, 2 rUgliFF 7. A HAEKR
A ATRERETE Rk EE, AT DU KRB A Ok BMESFEFERSK, ML LRk
FM P CREIERZEE )L, L. FTUREBES T —& B U ANFHRE EEI5H
R, MEREHVIFEEDE RS,

Ll mg

ER ARG, BIAISRBEERAREAD. BOVERE— DKL,
AR EELIENL. WHRLEYIFEE ST 1GB BLEME, fitSdTdHEE 02T,
Fir AR B Rz 2 SR R HIUA B3R 5 . AR Z D5 AT ASE BRI — Rl

1. Rk, —REMBKENE BRA “W1” BAEH, ERE TR
K, APARESLWH a7 AR “hi” M BT MEAKER 1514
FH, JAHT Jumbo Frame (E&W) Z JGA[IA 9000 F5 L kE, K%K
AR BAT R 7 2 1P Sk 8#H TCP kL # 0 #r T . #£ Wireshark £ 7] LUXF¥
PEFSk: B s L Capture-->Options, KRG HME O LE X
“Limit each packet to” HJff. T — AR N WA EF: 80 F4, 2T
M RINET 80 F5. XHE TCP . M4 ZE R 5% 2 s B8 L iE
N (A D.



ik

ey
£

=953

Tt

Wt i
1} Bext file every
[ Rig butfer with |2
[ st copeatn 1
] o atter ::f preke(s) 71 Enable petwork name resolation
[ eatter 1 i; me’ytm}
1 oafter 11 }ﬁ!m«mﬂs} ||| ¥ Enable sranport name resolution

e

o

e — s —

B 1

SR RV R R R, R RAZ N B G K . SRR IR — R

S SRR, AT — DK (e, BB 200 F45, Wik
1514 £ /h 2T .

A_b A A Wireshark HUELET A& . ] topdump iy 2AMELE AT AF “-s” 2
HOEFIMFIRE . bl Fird JIN etho LEAMEKET 80 745, 4L RA7R
/tmp/tcpdump.cap SC1FH .

2. R ERE. R%sa ERMEEERRIER 2, mMBMNAFTELPR—
/N4y . Wireshark [¥) Capture Filter 7] ATEPELIN G JEFEATFE M. LhnfER A
ETHMERES, BATRX 1P 2 10.32.200.131 FELEDGER, HFk AT LAE
Wireshark XA E : Hdis A~ L) Capture-->Options, #RJ57E Capture Filter
HEIN “host 10.32.200.131”7 (LK 2).



!fmmm:@,@ij&zjﬁ e, Ham
I Captire -~

Interface: |Local [ ntel{R) 82579LM Gigabit Network Connection: \Device\NPF_(006 . |
Poddress 103220204

Link layer header type: [Ethemet. [=] ( WislessSeving: |

i
ﬁ A

[ Ring buHlerwith |2 -
[ opsaptuceater|l O
|| Stop Capture . ——
Pl after 12
] oafter 11
B atter |1

B2
WRNEZ filter IAAFIGE, 1ES% http://wiki.wireshark.org/CaptureFilters.

H tepdump AW, tHATLLA “host” ZEUAFIFF R . LA iy
4 HIM5 10.32.200.131 d#lFRA, FFIEL R 72 /tmp/tepdump.cap XA .

E#&: 1% % Capture Filter Z AT 56 =%, ik ieh Ay didi®i, L
REGWBHL O, SRANERELAL BELLLHE, il A —kiesxtF
&9 IP ik 2% filter, R —/ANEARINE]. BB AL filter BN, £ X
IR NAT ( M4 3bnbdbin ) X &dext ey IP Mk 3% 7.

IEIRER T2/, BAFEREN D BRIET EARic. EHME—H TR, o
BiH. HaEAE Windows EH— M= PR S, RESXFEN.

(1) ping<IP>-n1-11
(2) BEP]1

(3) ping<IP>-n1-12

[evd e AL
R—ERE

IREIRIS

19
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R—ESE

AREHI5
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(4) HBfEPIR 2
(5) ping<IP>-n1-13
(6) HAELE3

Wk 3 fr, MARAERFEMTPE 1, WAEE 146~183 ZMIAIEEA . &
EE 146 SHEEKTH “Data (1byte)” 75?2 byte % HFREB/LE, XH
MFALTRRZ GO FhASEEL.

MERBEARS, WA LS — ARG, SIS
Bzl — O TRRIMBMEAE NS 4T, EUCRENS —FHa, DR
TARRMBHET

s

thernet 11 538240 ( um)m - Dell .m? L
Interner Protocol, !'ci 10.32. ‘m'-?zﬂ MJZ-INIIB} bst: Wlﬂu?ﬂ-‘lﬂ Jﬂﬂbmm) [l = "L N
Interpet Control Message Protocdl S

Type: 0 (Echo (ping) reply)

Code: 0

Checksum: Ox9ed4 [correct]

Identifier (BE): 1 (0x0001)

rdentifier (LE): 256 (Ox0100)

sequence number (BE): 42 (0x002a)

Sequence number (LE): 10752 (0x2a00)
@ pata (1 byte)
3
=. iz E

Wireshark [ERIA SCEIEFRASF, (EHAF P B9 A SGEA6EH SIBR& A A
[, B LA I it AR 8 O A7 B0 e B AR 1 25

1. RAHFES RS2 LM HER R, $R30 R A= ] B 6. BT LU
& Wireshark (]I 5] 8 B iR 25 28 — FERIME K. B Wireshark ff] View-->Time
Display Format-->Date and Time of Day, #ta LUSZHLILEE (LK 4).



m .: 1 ¥ Main Toatbar
s ¥ Filter Toolbar
Wireless Toolbar
¥ Statusbar
v Packet List Popular Network Protocol Analyzer
v Packet Details
v Packet Bytes

- Trme Display Format ¥ | o Dateand Time of Day: 1970-01-01 010203123456 Cutediee1 |

& 4

2. RRZERF ML AT LA XFth, b o4 5 5 61 v] fE 24 OSPF %5
W Bk# 55 Spanning Tree Protocol (AR PN AH I 48 4, 1 i 2 IR AR B 65
T SCA R 55 4% 0 45 2 5% U 5.0 FTP. SMB Fil NFS Bl e . BATTAT LUE
View -->Coloring Rules K& EFifh. WMRFEFLET —EFEFESR TIEAER
e 575 %, AT LIt AN Coloring Rules % 1% i, 285 F AFIIRIY Wireshark B (1
B 5). a8 F YAtz iR =2 I 8, SEAE R — IR IR A 65 ] ZEAEA DI [E] .

List is processed in order until matchisfound

g
g i
|
|
§
|

&5

3. B Z B E Al LAY Edit-->Preferences & [ * 8. XN 1 i 8BRS BT
BLIAR|— L S 40715 - bR 5 1 #.di Protocols-->TCP i ] LLE B £ 4> TCP
AL, ARSI E ST EAN 4. BnEH ZEX Sequence Number
iz s, AYiik+ Relative sequence numbers (WP 6), iXFE£L Al Sequence
number & b % HESEFRAMREE .

o

b e A e
IR—E=E

XRH9I5

2
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PESE A

27

138 ! Show TCP summaty in protocoltree [ l
TACACSs | Validate the TCP checksum  possible: [
TAU
TCAD Allow subdissector to reassemble TCP streams: 37
Analyre TCP sequence numbers: 7 [ '

TCPENCAP
7 Relative sequence numbers  [7 [
Teredo Window scaling: [ ‘
i Track number of bytes infightt 77 \
we
NS Calculste conversation timestsmps: (71 \
Token-Ring Tey heusistic sub-dissectors fiest: £
KT
TPNCP g pons &

‘ TE Display SACK ranges in the summary pane: &)
uce |
upr
UDPlite -
ue I'Ej '

|| s e

| UNISTIM Al e N SR
e | oo [t ] | gomen|

6

4. MR RAE A I DX AR g5 #% E3NEL, ARG T 83| B SR Hm BT, Bl

R B X P BRI ) R 45 2% —4F . IXFF, Wireshark 7 [ |) 4 GE T

Be AR 2545 b H AR R e . tetnid, AR4-#800 H & BaR 2/13/2014 13:01:32 H— M

RfE B B ERAT A B S AR X 2 )5, 4 fEE] Wireshark L4 #F 2/13/2014
13:01:32 24 1R, 75 NIk A8 S e S m i)

=. ©iE

REmE, BRAEIERLEZZEE, ERRIXEA. ECENA
AL i) Capture Filter ThAE T . HEEAINTRZIE, @ErTLAE—Hid €,
HX—EidiErhaeEmaa K. B 7 &5r—4 “IP 4 10.32.106.50, H TCP %51
4457 it IERIER.

Filter: ip.addr g 103210650 8k tepporteqs [ epresion. cvar oy
{ Time Pratocol Info

Destination : . :
A8 L0. 320106, 50 2014-0L-27 16:29:14,119752 TCP 49375 > smicrosofi-ds [SYN] Sened wine§192 tersd
$0 1 2. 200. 48 Z20313-~-01-27 16:79:18, 120660 ce BICEOROFT~gs > 29375 [SYN, ACK Seq=0 ACK=l Wins
6: 29119, 120757 TGP 49375 » microsoft-ds [ACK] Seqe] Acke) Wirn=65536
16:28104, 120817 SMB  Negotiate Protorel Reguest

48 10, 32,106, 30 2014 -
0, 32.200.48 10,32,106.50 2014-01-27

&7
ZHOLIEER 589, MEEITE A MIFEHA L. RIEHTR, 43
HfE “dug” HRESHIFEE K.

|



U S E AN AT R A 1 B, AT LA A AR JE—F . LA Windows
Domain [543 BAiF il B0, 0 5 ELANZIR IS0 E B2 Kerberos, A MAE
Filter HE#fI A\ Kerberos {F 4R FitE. B T4DR Kerberos 1, RIEKETE]
Session Setup Z J$4i, 7 Kerberos L (

LI 8).

28 10.32.106.116 10.32.106.103 2012-03-14 15:14:;07,322618 SMB Session Setup AndX Request
B O30.032.106.103 10.32,1066.116 2012-03-14 15:14:307, 323370 SMB  Session Setup AndX Response

8
FAPSGE B8 45 24 2% FR B S IR R gtk . Bt NIFS JESERBR I, ) iU AT
R AR AR EERR N BT () mount M3, B AT RERAFE mount Z Hif 1) portmap . iX
Rl L FRLTR A “portmap || mount” SKIEE T (JLE 9D W FEANEE HpiSLIA]
KRB RUEFGFINE, RAEENBETEAN Y, FRE T ZhiUsE .

&9

IP bk port 52w HMNLUE . BT FLHMA ipaddreq<IP Hihl>
&&tep.porteqiifit 15> HIitEFRIA, Wireshark AL 7 SE PR /7. A
JEOGERIEL, 1%4E Follow TCP/UDP Stream (3%4% TCP i&8J2& UDP ZXIAL A Z W &)
FEATLLE L (R 10D, i HLiZ Stream XS P A AERHLH I 6 O B k.

Mark Packet {togale)
Ignore Packet (toggle)

vi% ls) i 077387 %D 47 088% Trae cameﬂmsx RegHes
201!-10—03 07:34: )0 l71797 SMB. Tree Connect Andx Res 4

Gilysd 1 s A
wszmn

19.32,306.28  2002-30-D% SRE  Trans? Requent, Qu&m PATH Set eference
2013-10-03 B Trans? Response, J Sl e ]
L 20131007 1 SME  Transd Reguest, (}Uf‘m PA; Manually Resolve Address
16 10.32.106. 71 2013-10-03 07134:30. SMB  Trans2 Response,

17 10. 31, 106, 43 2013-30:07 DP34:30.474530  SME  Trans? Reqiest, qumv p.J Apply a Filter k
ma~1n—os 07134z 30 475274 SMB  Trans2 €, QUERY_PA’ Prepare a Fiter 4
13- 3 SME  Transd REgHeST, QUERY. FAf Conversation Filter »
€, Colarze Conversation *
Bgisarr_ SeDy r E i 9

Fallew 0P Streanm
Foliove S50 Stream

: ts), 156 byres ca ;
co_e3 1 530191 :e3:26;80), Dst: 1_68:80;28 cqmmmw 8}
Internet srotocai. Sres 10.32.106.72 (10.32.106,72), m 110, 32,200.43 (10, 32,200.43)

& 10

ZHAH NfEwE b, Wireshark 24444l gH—4 TCP/UDP Stream
1?2 B Pisi IP N port. #iiy Wireshark [ Statistics-->Conversations,



P TCP 2i# UDP #4550 7] LB 2 T A 1) Stream (WL 11).

Address A 4 PortA ¢ AddressB 4 PortB ¢ Packets 4 Bytes ¢ Packets A8 ¢ BytesA—B 4 Packets 4B ¢ s,mA-,e:«g !

103210668 61070 1032106159 51161 2 32 1 65 1

103210677 61070 1032106159 48389 2 132 1 6 1

103230654 61070 1032106152 53897 2 132 1 6 1

103210659 61070 1032106159 40652 2 132 1 6 1

103210656 61070 1032306159 48824 2 132 1 65 1 -
i 7 +

71 Limit to display filter

& 11

3. HRARHEBhLE. AT I A Wireshark M1, FHAZE A 'EhBEA,
MR ARIHMEAE I, e g, ART EAM&MTHERE, HEASA £
A FEHE? BAR http//www.wireshark org/docs/dfref/ $24t T 2%, (AL %A ke
RIS T o Wireshark % [EH| T XATK, AT Wireshark FEGHR P 2%,
SR 5 1 FE Prepare a Filter—>Selected, #t47E Filter HEH B e it pERAK. AHE
AT R HINHE, BRI LAERE And. Or FHETURA: B— ML A B iERIA .

BnAr s sk 2 JE PRI A Prepare a Filter, [fii/Z Apply as Filter-->Selected, ]
itk ER FiE S BET. B 12 B8 T4 SMB 4/ SMB Command:
Read AndX A8, Ffik#% Selected 2 )5, P Read SO pE k.

40 40 [Fopieme s e SR Read Andx Reg
it s #ead andx feg
Expand All sME  Read ApdX Rey
Collapse All Gl pead andl Reg
SM8  Read AndX Res
{ - Applyas Coitann SME  Mead Andx ke
. -
10.32.200.43 ) * Fitler i 7
10.32.200.43 fpwe e hot Sejecred
10, 32, 72 Calorize with Filter L w and Selected
10.32.200.43 Follow TCP Stream < gt Selected
10. 32. 506,72 Félic UDP Shesmy < 3nd not Selected
205 10.32, 200,43 10,32,106.72 Follow S5t Stresen . ot nok Selicted
207 10,32.106,72 10.32.200,43 c
235 10.32,106,72  10.32.200.43 Copy > iswe read andx Res
L83 Export Selected Packet Bytes... s Read amdk Reg

M

. @ Wiki Protocol Page

MLt e e e
@ Transmission cantrol Protocol, sr B P
i [23 Reassembled TCP Segwents (328  |iotecclHelp

Bst port: bista (sid
: 8), #77(1428), #78(

@) NetBIOS session service Protocol Preferences
&) SMB L Block 1 %1 Dec
= SMB Header e As..
Server COmPONENT: SMB ¥ Disable Protacal,.,

Resolve Name.
Gatp Conetponiing Packes

[Time from reguest: 0.0024740_‘
SMB O al - d AndX le

& 12

4. FeATTRT LA IR 15 20 ) 9 28 C0AF AE— DB SCAR L, BRI A/ SCA 58 7 f



¥4 . #iidi Wireshark ] File-->Save As, %9 Displayed HL.EHH F{R 77, H2IH
B R IR S I (LA 13).

0 ieiiiso e S AN R T W U it
i swvep [, oFS = ~BE
S T Osemodfied  Type
™ afscap 10/3/2013737 AM  Wireshark
H-aﬂ.ﬂ-- g@n e uwmag:m Wireshark {;J“(_;—E%E
Doy Bopcp 10/6/2013417PM  Wineshark )
- RAGHRTS
= .
Tl
| ) 25
| o=
|« o
Network

13
FHIRRIRE R, DRI RIS FFHT T 2 B R B HHR . KRB IEfE

RAOAFT RN TCP Stream, MAINOH I TREZ —FF. FrLlizs
Displayed 1ZETi i ZHHE % 18 .

HE: AL Wireshark RAMXNINEER S| T34 File-->Export Specified
Packets...JE 50, 1 14 frox.

M e
| Ble gt yew Go Copture Anabpe estistics Telephomy Tooks lntemsls Help

n
DN5  Standard query
3-08-13 DNS  Standard query

File Set - »
o= R T oL

. 6 ; bit:
j0:04:23 104 :4d222), DST: Veware

& 14

BRI, IR Wireshark AR, B, LREHNEZAL, HAR
L] .
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R—ESE

IREIFRIS

26

M. ik Wireshark B2

AR A, BRIORAATEHACEIMT, EHELLS Wireshark 53
HORAT T o

1. #Agf; Wireshark ] Analyze—->Expert Info Composite, 3] AZEANFIFRAE F & 2
ANEEHRER. WEARZT RN NEES T, 5. BTk
PERERLERE R, BAISHE TEMBIX/ 6. B 15 & TCP GEES .

-

& 15

2. Hi Statistics-->Service Response Time, % E MM AAFR, AT LAFS E| i
BRISE TR . RAVEFRERS SERNEETERGE SR . 16 ERIIZ
SMB2 3 5 A F Wi 57 B [4] o

I5165acap Ll |

B SMB2 Service Response Time statistics:

SMB2 Service Response Time statistics
Filter;
SMB2 C:
|Index 4 Procedure ¢ Calis * MinSRT ¢ MaxSRT ¢ AvgSRT tl
£ Read 4959 0000248 027205 0040351
9 Write S671 0000183 OXI7245 0044321

“ 17 Setinfo 261 0000119 0.219478 0029874




3. Hiil Statistics-->TCP Stream Graph, 7] LLAp LKL THE . Hindk 4 H
Time-Sequence Graph (Stevens) £k T & 17.

= )

[ 7CP Graph 1: 2013 pcap 10.11147.4:49165 -> 10.111.9.41:445

Sequence
number{B]

Time/Sequence Graph (Stevens)

|17

B 17 AT LA HY 25~40 B, UL 65~75 B2 M i A M3 . i —
SR, RAKEHTAGAL, FTUEREBIEERS, HNAFE B &SR
T .

HJft 4 Wireshark BIXNEIFR A “Stevens” WE? HIFZ A T @ (TCP/AP
Illustrated) [I{E# Richard Stevens Bi#fl. XM RIRIEF TR —EH, 7R
SERA .

4. Hiiy Statistics-->Summary, FJLLEB|—S40HE R, LU FRiELs, X
AEFRATEN ABRM . B 18 F LKA A 1.594Mbit/s, Ui B i A%
BB
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18
A. BERLFNERDEE
SREYAF—+F, Wireshark A LU “CorF” #MZKCHT . BRURIIFSER

BEH “emor” —id), BATLME T “Ctul+F” Z JGikH “String” Siktictll, SXSTE Filter
TN “error” FEATIER (WL 19). RE NHIZHIFRAA LLEEXAN T ESUE .

B Wicesharkc Find Packet [E=TeT—)
(DR S Fpeakar @ Sy o
| AT T T e

Searchln rmm—————‘]
@ Packetlist | |7 Case sensitive

&) Packet details || Chavacter set: |I # Down
| © Packst s [[{ASCH Uncode & Non-tinicode [}

Lo ]

Direction—
o U

& 19
R SCEAT RERE T B, ASCRBI N k. BFES TR, RN

B K7 R BRERKN NI 8N . REABIX L I EAR R ST 16,
MATHGEAZT .



Patrick B9¥==

FILAE LT B %, Patrick ©AFEILTH T » 436 R AEAE (L3BANEE il

H— VTt Patrick ()4 FR7E 6 il . LI BRYINFEIT L, SFH P& L
BT B REEAM N Windows iTH 2 X/FRS %% (NAS) E, R
MUB A AF SR REEAR L, RiEEERRESENE. ERLBRZEF, —
P E R FHE TR RAERLEE —REERNER, WFITLLEE—TF
fih, BAE R —ROEER T —HKBE, BERLAERBRIESE. €5
BRI ML, RJEH Wireshark FHHEXLE A REFHREME. R
HIr, RARFEXL A EFHF| Temporary JE . AEREE, SRR T .
BT 5 — K fih Wireshark, 1] HR47 %& 50k & Patrick.

MBI LT Wireshark, ROV ESEERAH, MBEFRZARET —
HERFLFE. M Patrick HIFHIWRKE T . HE—FZ )5, BOCGABIXHE
B H—8 RS HAEMERA 10MBs, EETESAME. 2L RE
WO, HERERIRREAT. 9 =R2 )5, BN A OHRAREGE L. XRHRR
AR T Patrick, BAEMAES MELE. TRK LET —MMNKE, HhHT
GHt. —/ANREREFRH L, TR T RELE. {5 REIP SN

o TCP I BN EAK, BEE—BUNAIRaA] LD E AL P g
I o

o IZMIEAMEANIE, P SUKZAE 32KB BL L. SR AL T D PR EIZE 32KB,
AUAT A G AP 2E 15

BB EABAMEZLENMT, BE N DINEAREHIXAFRENERE? Rif
FHRT 4 Wireshark T, JLPHANSRARMMAE, HMRAmEE 7w

It

Patrick B
]
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Patrick £9
LVE S

30

DA %S . ALAH T ERFRIIER, RGEELZR—FTXMERN. &
BT E AL I (N2 S5, BEPERELRIIAR] 20MB/s, HLZ HTHRE T —ff. X4
REEARIRAAL, —HEFRMPIE. REFHRERLED, AR
fem T A, IEF] 40MB/s. B TAZIHAE - #LERKIF, RAEHIE EHAAAR
AE o XM RIRA SCIERE Patrick KISK ) BT, 44 B QB HHIw
LI, —FRTBRRA & KRBT, MAEILFSIN G E. —FREHAK
Shapess, BIRMKMA, AHiEE CAHRAREL, RAG L BRI

HFRNRFE LT Wireshark FEWEGD, SLEVFERNHFT . WRRESE
T Richard Stevens [¥] {TCP/IP Illustrated), i %%t i%5 £ Patrick. fh%&EIKA[A]
RHRER TR, REREH X FFEHRIL, A RkEE245E T EFHRA
A . AP, RO S SRS AR AR TR TR A S . B it R —r
Z, A R K A BB e o A . T T4 Outlook B T —
A rule, FEAh T A MBI E—iE, B4 —H#EA M . ZEIERAR 8 L, Patrick
MR F 4, YL fh: “Have you ever thought about writing a book?” 4R
fAj b [E] 2. “T am not a good author.” WAL E A good author 11, LA
PR Ehr? BMEE R AR LR SR Aok, R —AKEFHT .

R ARG, WRE—REEAREF Patrick BI/KF? BUAE DL AT REIXA
BT, FARRIAFIBEART REFILTFM . H—K, FH— Active Directory
B el A, AR TREIM R R AT S5, A AR HE R O T . 3R A AnE fth X
Windows Domain HFEWFFT. 24K - IR R 1T R —R Az e, e fibde
# T LRI AN Patrick . BARBIXAL R HBAREH, “MhfEix AW ? T AnE b
IEEFE AV —MEAE R 7). 7 R SR MR b, FRIRARTE B Patrick
mlfh YEAE T — AR R AL A B . X N IR AR E fh B e i — )
“Everybody has his expertise”. 7] &H ft 4 HEATIHAZ IR expertise? FIRAEY
T e e 336 97 3 A% W T 0 0 |

JUFEERBNE BT, BB AR Patrick. il T E L, H
WA IR M LUl AT REATEAE R B WA FES, “B]RA
WIRABAT WE| Patrick T, fAEFKEA, THRERE.” Wt b EE



AT, U4 B KSR Patrick OB, JFRTEMBER. R
HEBIBAER LT, EREEERE, NI EIIFR0Ek. R
Patrick f9HBFF, BURMAEIES — Rk % T A%, THERINELE I ET. s

F AR 2 A4 I3 Patrick, {HIX U AZR? MBI, 4 AR

MABAHL W, HERAEERREIE, 0] LU BT 0207, Patrick #9
e

3
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Wireshark fIaitt 54

KR —ANTRBEARB /NG ERIEH Wireshark FH#F#, T#— FIXMHK
PRIt A A AR AT, WEARAETTFAIE (ling) H (dao) —RMEIRAIIN %
PN AN, 813 8 Sl SS R S SR AN ?

W B 20 A 90 FEATFAA LR . VIS IT ML FRAR A5 FEHE 2 4 IEBF L
PSR R Google IIBIALAIMA N IELE B 4R 7 FE BT AR R 3 1%, R
1T A Gerald Combs i& /2 BRERTE I (75 4F o ARSI ARHIAR 2 TREIT—
PE, Gerald BARKGHE, #uif Bk, ZhTFRENMR. MsIT KNt o
W T B AT A RAR B AR o AT R X BE R R AT, 10 H—4> license % 80,000
k&, PMEESRIEE, XBAR—ENEHE.

MBAFHIRE AL —FE, Gerald A FRERBM, MRRERCE 1.
b AR IC SR T LA H o BATASRAG AR I A R ——BME R ML 2 1)
TAEIF, SHRZMEIMGE—5ER, BEAERFR AR IRRGT .
i —; TARVREERS B 2R, NREEERIS, %W AMEARIER. Hik
HE M) Gerald —E X ILEHHE S, “I spent several months doing research and making
notes.” 2| T 1998 47 H, XKML T T . Bk TXFEMIIGE: HREL
EEBIMNER, AEREEEXK R 1, e IERNEECE. A TENS
e, BRAVLTFREEERMEMS AN V). UaiEDHRE R B, EEMA
JEE BB, CIRAE T RURA iRk, L EARG . S E FRHE S
REE, X T RAGREE RN EE G, [EAA 1 E 20 AL

Gerald XA 4a 4 Ethereal, 1EXTN T & Zhg——i& JR LK (1) 5
# . Ethereal MIfCAGIRAL B4R JE T Gerald, T fth BT 7€ 1A ] NIS (Network
Integration Services) W4fF Ethereal Fifr. 4B LA H R, XNMHENSTE
ZERGIE NP HT Ethereal 5AKLF T, i HZLL GNU GPL FRIRVFAI




ERAN, HAZMETFRERHSERZXITE T . BEZA, ERtEE T
Ft ERZHOEAE UL O ZXGR KIS . e LU T, WRM
ZBOTHEHB LR, TR R AR . ] DA B T R Ak, 2
AMERFHG TR YREBRANHEERSHIRE, NEIEEREZEZINHE
BRI, LT AR A e R AR . SEXERKIRE, Gerald ¥
AITHENPIRA, EESERTEREN, FAIERSSTH TRMETUZ .

A AR SR RN, JEHERE IT M. BILENTE, HKETRIY
JEERE ™ : Google 21k T B KM Aw] . HA Gerald BEN, —HEmBIL
Hu4fEd" Ethereal. B4 H# A HPMUHI, CF MU AEREHBRA, fbhizx
AT o MR A3 — TR 542 M- 2006 SEAB B FF NIS, A T CACE.
BT FMZ R KLE Ethereal H)RHR S EIEEE SR —3, Gerald I H K& N
Wireshark. MUt Ethereal IXANXAEZF I HE LT, HEF www.ethereal.com
W4 . BATEASERVINE, HESPEE B —KM AOS HIAHE . IitaF’
g [ F] NIS Wg? K24 NIS 7€ 2011 £4 AOS &I T .

Wireshark 3E4: T Ethereal f)%2), BRAER T LI R ETEIBRE Gerald. &
FiR A FF—UCh W 4 KI¥) Sharkfest X£>.2011 4 Wireshark 7E SecTools HHT 5 —,
2012 4E4 Insecure.org ¥4 “No. 1 Packet Sniffers”. £ E I ARERMNTFE N EE
Foarid, S EEHRARAET I CHotn AR HL RS | AR (Wireshark %
PRI (5 2 DY) . fHF 112, CACE J5# Riverbed YlJ T , Riverbed
&7 Wireshark i H (% Bh i . 102 b E TN GEW TS Riverbed A NEfE, (H
P Linux %MK tepdump L@ ASPE4 . tepdump BIFFRHEZ — Steve
McCanne 5/ Riverbed [f] CTO. ifi WinPcap ff]JF % # Loris Degioanni t17F Riverbed
THE. PIFERZF HAKE, Riverbed IR HICEMRE T —E. BA
%2[1] Riverbed i, £75 TIXLEMHRIITHE, BATA GBI FIFZ .

Gerald A A BT TE Twitter |5 i, “ Wireshark is, and will always be open source. ”
52 Wireshark BIEA TR A S BRI et . AR S0 1T Z00E, 7TRUUER
Jobs —FEF— NI A H, TR L& Gerald —FEEIE — A AVE S . A4
ek — FES BB ZITE 1T P st L.

it eg=

Wireshark
REIES4A
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NFS t IR
TR

NFS #MXE9

e
20 142 80 4E4LH], —FOMAFIOA FIZEREATEA T, AL Sun Microsystems.

AL TG RMTER, TR E 5B )4t f§——Stanford University Network = /
e FEE. fEAT] 30 BT A1 B, SUN ARG T B it e . Hp, Java,

Solaris % SPARC [R5 EA LM ZIBIE. Jak, AMESE SUN 2w 3k
FIRER, H—RERRHARILH.

Network File System (NFS) Wit SUN A& #&it#. WifE X, NFS
M ERCHERSE. BN RWE 1 s, NFS RF B T /code Al
/document B§ ML HR, /HAlHHRIZ R P mi A B3R B S P fEXLE
A H SRS SR, SRR RA A HAE NFS fRésa% s .

.l

NFSH%SIO.Z. 10662424 T AT P34

/code

/document
NFSZE P HLAHER T IR 3% ERB A3t H 3 NESE P HLB th 4k TIXP A 365 H 3%
10.32.106.62:/code /tmp/code 10.32.106.62 :/code /tmp/code
10.32.106.62 : /document /tmp/document 10.32.106.62: /document /tmp/document

& 1
NFS H 1984 “Et LAk, D2%AT 30 4. Hit Le&EH TRt R4,

AL AR R EE, — R4 Linux/UNIX B4, RIEMR 2 HEE .0 13

it NFS A, HPAZEE,. BITMEME% KEHM. i SUN daniz T



BT+

NFS hiXas
200

38

Zht, NFS HAREAN, XAZFERA M 3 MRA, Bl 1984 4Ef) NFSv2.
1995 Ef) NFSv3 #1 2000 4Eff) NFSv4. HAlT, KZH NFS FEEARIL & NFSv3, &
A RIX A RAS . NFSv2 BEERDEEF R HIEST (RAEH AR, W
DIAB SIS B £ £ T . il NFSv4 A2 CIFS Wi, stifiid FEAax &5y,
JT LA B i FERAR -

W ZRN ¥ 2] NFS Bl Ve ? HskBr A AU SRR AT LAZE RFC 1813 k],

A X SR R AR T X — SR A VKUK T FL, S ANEMAIP . (SE Linux
FGED Xt NFS MINABFRA LG, EEPALHRENBHEN, HT HEH
AEE AT HEE . R 20 VR, A TAEPRERIR NFS W@KE T, &
BTG I K GETEMS RFEC——RESR M4 i EB AR A o4, RIBAREAHRT .
HEE —RBRIT I RN, A BIRE] Wireshark AT LA X —1): E1#
BAERER B TR, A8, oS Mga, B RFC
1813 [ 5E A WAFPAAE

WHRVRAT NFS 728, Ai—RRMTXAMNEL. ERIOLE=E T, NFS
2 7 i A S AR 45 2511 TP 43 512 10.32.106.159 F1 10.32.106.62. RAEZBITHR &
4 (mount) WM T H, RJ/5H “portmap || mount || nfs” BEATILEE (ALK 2).

&2

M 2 ) Info —F2ATLAFEF|, Wireshark &4 T EEAHMENT. AiERATE
AT DABHTRRCE B EOE Ch T (58—l NFS (i, RIBET 438,



5 112 f1 113 (LA 3):

No.  Source Destination Time Protocol Info
112 10,32.106,159 10.32,106.62 2013-07-15 Portmapv2 GETPORT call (reply In 113) NFS(100003)
113 10.32.106.62 10.32.106.159 2013-07-15 Portmap V2 GETPORT Reply (call In 112) Port:2049

2]
%P “RAREREURM NFS BERE, Nz AR g e 7
JR458%: “FRA NFS 3 2 2049.” ©

£15 123 #1124 (WLE 4):

- 123 10.32.106.159 m . 62 m—w—:«s NFS ’V! NULL €al) (Reply In 124)
124 10.32.106.62 10,32 106.159 2013-07-15 ’ﬁ‘s V3 NULL Reply (call In 123)

& 4

&P % “ARFAR— T NFS MERERERIE L. ”
MRssa: “WBIT, feEL.” @

£15 128 #1129 (ALK 5):

& 5

B RAGERER mount FE4, REZFMBAH CI0F? ”

@ fEiX—#, &/ kB IR S5A4H) portmap MR, [F'E ) NFS BEFERIG 15 . REIRS 4
i) portmap HEFE[E] 5 T 2049. portmap FIZhAE S 4EdP — Tk BEFE i 105 X NVR R K, TS
H O 0S5 111 2 RBTAME, HASREAEREIE. XM AELMUBEZARNE,
M AEREA B TS . MRMTFFERR AR HFEN A (e NFS) i, & LS4k RT
A1), BB HHLE2049), KRG AT ARIXANIHLE T o e KB HER S5 a5 e
i F 2049 {0 NFS it 15, B LABI{E A 5% %) portmap, B34 2049 i L AN HY 1) L.

@ &R RS AR NFS HERE,  da s T 2049 Ui DR AR KRR, B NFS IR
FRECLRD.

BT RS

NFS A9
fEAT

39
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NFS #MAY
fEAT

40

A% 2% “FRAY mount (MK OS2 1234, ©

f15 132 1133 (L& 6):

6
BP0 “ AR —F mount HEFERETIE L.

M as: “WB T, feiEL.”®

A5 134 f1 135 (L& 7):

mMPfo«ﬁth«W mm m -
| Mount ser: e R
| [Progrn version 3]
| [v3 Procedure; MNT (1)]
status; oK (0)
i # fhandle

1 )
I[hash (CRC-32): oxz:cBbelB]l

7
B “REHB/code ILEH K.

RS “URENERBAAET . LUSIEH file handle 0x2ccObel8 HKeijjlalAs H . ” ©
115 140 F1 141 (LI 8):

140 10.32.106.159 ‘w 32, m zoxa—nr-m NFS V3 NULL Call (Reply In 141)
141 10.32.106.62 10.32.106.159 2013-07-15 N5 V3 NULL Reply (call In 140)

& 8

@ %/ ERBE 2R R S5 2% (16 portmap, #i (i) mount LM S . 5 NFS A2, mount
3 05 HREBEAL, BT LAXE ) [ AN e Bk 1)

@ &R RS 28 19 mount BERR, HHUEHINT 1234 3 DR BB AR, 4 mount
HRRELLERD.

@ X—PHIEHH T /code H3E. MG, MREHHEZE R file handle 452 1o (32
SIS B A EHE 2 File handle) .



. “Rik— T NFS #HEpeSEL.”
MR “WBIT, L.

15 143 1 144 (LK 9):

No.  Source Destination Time Protocol Info
143 10.32.106.159 10.32.106.62 2013-07-15 NFS v3 FSINFO Call (Reply In 144), FH:OxX2cc9beld
144 10,32.106.62 10.32.106.159 2013-07-15 NF5 V3 FSINFO Reply (call In 143)

9
P “REBEFEEXNIMRGEN R

MR85 “4, #EXE.”®

£15 145 1 146 (W& 10):

T —— T — e S
145 10.32,106.159 10.32.106.62 2013-07-15 NFS V3 FSINFO call (Reply In 146), FH:0x2cc9belB
146 10.32.106.62 10.32.106.150 2013-07-15 NFS V3 FSINFO Reply (call In 145)

& 10
B/ “BREBFBEAN XM RENRE.”

MR8 “4h, HEXE.”©

PAEfER NFS HEM2dfE. AWML, FLAERSA Wireshark A5
TEAEHE, W A/AE B ES A, s rpcinfo fr KA RS
A LR O %R OLE 11D, A Telnet dr- & AMAE (LA 12). BIEXFHHBA
RERE LN RRURRESE L, HFEUEFEEER.

O ERBERZ—PRALE, FAHZHELREL NFS T, B —RAFIEX? RIFLFF
BANRAAGESHAT F &%, BEDEAME, FroliitA & tEH KX .

@ B/ R TS RER /M RER R SR RIER i LPAT df SR BIX
HAE R

® X XEEHHRME, FiLRAFERITFRARKRZ . X0 TR T Wireshark 7E468)
TR HER -

BT+

NFS #MYAY
ftf

41
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NFES 1 es
AT

47

[root@shifml ~]# rpcinfo -p 10.32.106.62 |eagrep "portmapper|mountdinfa”
udp 2049 nfs

3 udp 2043 nfs

Tcp 2049 nfs

tcp 2049 nfs

tcp 1234 mountd

Tcp 1234 wmountd

Tcp 1234 mountd
100005 udp 1234 mountd
190005 udp 1234 mounctd
106005 udp
100000 udp
100000 cp

[root@shifml ~

1234 mountd
111 portmapper

2
2
3
3
2

100005 1
3
2
1
2
2 111 portmapper
]

#

& 12

H_L: Wireshark 22 JG 8T LURA S X HEHIERE T o B0, 3 portmap WK #
HARBEE, #AT LI B KA 111 5 D A8 WR R IE mount WK BERST
ST, MR EZIEE H R AU R

BEAR U0 B () das vl , FRATTHREF NFS 27 HIHLE], AIEXT % 6
Yy Il AN FH P B PR A2«

NFS %% 3 07 1 ) il ot 1P Huhib S BLAG o RIS S o] LSS b
e [P VRS, BB IP R AVEE, AT P EHE A V. BAREARE,
(EL3S 77 T8 HH 9 ) AR AR AR “ 5, BT Wireshark 2 JLFTEHEE . Hln, &
REFE— & %0 i 1P 990 BB R VIR S FIRE, SRR, X4
A T RS AW, BN AR R R4 5% AR BRI . R R
R4 58 EINT AN, ASEZEREINAE, B M P B4 NAT & HH R
ST

NFS PR H LA R e RA L=, &/ um A B P
admin 7E/code HRHELFE A, &ICAFH owner IEH 875K admin. {HETE
&P B _EEEZCHR, owner 128K nasadmin, HFRUIFHTR.



ZPu A (LE 13):

& 13

2B (LA 14):

& 14

XRRH2We? {58 Wireshark, AVRAESMEEERIRF. B 15 8xTH
J* admin 7£ 1% /tmp/code/abe.txt i 40 .

XID: 0xd839591c (3627637020)
Message Type: call (0)
RPC version: 2
Program: NFS (100003)
Program version: 3
pProcedure: CREATE (8)

@ Credentials

® Machine Name: shifmi
TR T | (|
i D: 4

& 15

H1/& 15 1) Credentials {5 & 7 41, F 2 7E 6@ SCAFRS 3806 @ admin X4
M4, MZEMT admin [ UID 501 K& A Q54 (AP 45 UID #xf %
R % P 5 /ete/passwd HRTEHD). BB NFS Pr3UE Rl UID AAH 7 4
1. 24 admin LK 4G A G T A3, L UID 501 Sa#E RS,
1% owner 15 .. ¥

1 =4% 35 B BRI P ER ORI, FRIMHSHER “UID: 5017, HER

BT RS

NFS #xE
Rt

43



NFS thiXas
AT

44

% P B L f)/etc/passwd SR 3 A _ERIA—HE, 3 UID 501 %Rz - 40
nasadmin, JITLULSCAER owner B84 nasadmin T . [AIFEERE, %4 B LS
nasadmin 7355 H & B —AScfrt, &% A BRI PE RIS owner 7R
Fi admin. 24T B IEXARE, @4 UID RXRESEE I ERRRF—2.

FHRE T NFS MZ2HEE, RIOVFREFEETIR. L8 F5 0 TRIHA
i, PEEEMMERARAR SRR, HE) Wireshark, ATAILIE F| NFS FTER
WS SCHERY, X FEA BEEEARANIA] mount ZEUIMER, A e S AT
PEREIE. B 16 7R T LM abe.txt AR

A

Protocol
; { NES v.»mmm. [check: mwmxrnq
 10.32.106. 159 NES Reply (call . [Allowed: RD LUMD XT DL] !
© 510.32,106.159 10,32.106, 62 22 NFS V3 sapnxm.us call wtgm 6), FH: Oxzccabels
610,32.106.62 10.32.106.159 2013-07-22  NFS V3 READDIRPLUS Reply (Call In 5) . .. Jost+Found .etc abc.txt
| 810.32.106.159 10.32.106.62  2013-07-22  NFS V3 GETATTR call (Reply In 9), FH: mmmn
910.32.106.62 10.32.106.159 2013-07-22  NFS V3 GETATIR Reply (Call In 8) Regular File mode: 0644 uid: 0 gid: O
11 10.32.106.159 10.32.106.62  2013-07-22  NFS V3 ACCESS Call (Reply In 12), FH: Ox531352el, [Check: RO MD XT m
1210.32.106.62 10.32.106.158 2013-07-22  NFS V3 ACCESS Reply (call In 11), [Allowed: RD MD XT XE]
13 10.32.106.159 10.32,106.62  2013-07-22  NFS V3 READ call cmw In 292), ms 0%531352e1 Offser: O Len; 131072
14 10.32.106.159 10.32.106.62  2013-07-22  NF5 V3 READ Call (Reply In 152), FH: Ox531352el offset: 131072 Len: 131072
152 10.32,106.62 10.32,106.159 2013-07-22  NFS V3 READ Reply (call In 14) AM en: 131072
292 10,32.106.62  10,32.106,159 2013-07-22  NFS V3 READ Reply (Call In 13) Len: 131072
294 10.32.106.159 10.32.106.62  2013-07-22  NFS V3 READ Call (Reply xn 445), Fh: ‘0x531352€1 Offset: 262144 Len: 131072
295 10,32,106.159 10,32.106.62  2013-07-22  NFS V3 READ call (Reply In 548), FH: Ox531352el Offsetr: 393216 Len: 98076
446 10,32.106,62 10.32.106.159 2013-07-22  NFS V3 READ Reply (Call In 294) Len: 131072
548 10,32.106.62 10,32.106.1580 2013-07-22  NFS V3 READ Reply (Call In 295) Len: 98076

B 16
A5 283 (LK 17):

No.  Source Destination Time Protocol  Info
.159 10.32.106.62 2013-07-22 NFS V3 ACCESS call (Reply In 3), FH: Ox2cc9bel8, [check: RD
62 10.32.106.159 2013-07-22 NFS V3 ACCESS Reply (€all In 2), [Allowed: RD LU MD XT OL]

17
% P “RATLLHEA 0x2cc9bel8 (H5E /code 1 file handle) 1?2 7

g5 8% “URAGTERPHEZ T, BRWE.”

5 5HMe6 (WK 18):

No.  Source Destinstion  Time Protacol Info =
5 10.32.106.159 10.32.106.62 2013-07-22 NFS V3 READDIRPLUS call (Reply In 6), FH: 0x2cc9bels
610.32.106.62 10,32.106.159 2013-07-22  NFS V3 READDIRPLUS Reply (Call zn 5) . .. lost+found .etc abc.txt

& 18



FP: “RAEFEFXAH R BRI RI file handle. ”

RS 2%: “3CfE4 K file handle ({5 BEX H . 4 abe.txt ] file handle 2
0x531352e1.” ©

A5 89 (WA 19):

No.  Source Destination Time Protocol  Info
8 10. 32.106.159 10.32.106.62 2013-07-22 NES V3 GETATTR €all (Reply In 9), FH: Ox531352el
.62 10.32.106.159 2013-07-22 NFS V3 GETATTR Reply (call In 8) Regular File mode:

& 19
. “0x531352el (HUELR abetxt) HICHFEHERMA 47 “

AR5 “PUPR. uid. gid, SCHKADNEE BTG IR ”
A5 11 112 (LE 20):

No.  Source Destination Time Protocol  Info
11 10.32, 106,159 10.32.106. 62 2013-07-22  NES V3 ACCeSs call (Reply In 12), FH: Ox531352el, [Check
12 10.32.106.62 10.32.106.159 2013-07-22 NF5 V3 ACCESS Reply (call In 11), [ATlowed: RO MD XT XE]

& 20

P “FRATLLITIF 0x531352e1 (HERR abe.txt) 5?7
BRES28: “HREVERBEARGET . AL, B, PUTERR.”

A5 13, 14, 152, 292 (LK 21):

urn Destination Time Protocol  Info
13 10. 32.106.159 10.32.106. 62 2013-07-22 NFS V3 READ Call (Reply In 292), FH: OxS531352el Offset: O Len: 131072
14 10.32.106.159 10, 32.106.62 2033-07-22  NFS V3 READ Call (Reply In 152), FH: Ox531352el offset: 131072 Len: 131072
152 10.32.106.62 10.32.106.159 2013-07-22  NFS V3 READ Reply (Call In 14) Len: 131072
292 10.32.106.62 10.32.106.159 2013-07-22 NFS V3 READ Reply (call in 13) ren: 131072

& 21

¥ “ M 0x531352e1 (IRAE R4 0 4b (BRI abe.txt I FF k478 ) 131072
FH”

@© XA file handle 752 MR E (B R A REF B MinZ ATHRBE /Y, NFS #E R
HIJE file handle, B LABESEIE SCHF 4 $ B file handle, AR EIESIL 4. R —

NHFECHHERER, TR file handle 7T RES ELRL BN, HTLLERIUR B —AN H B AF
KEIXA-

NFS #MYAT
AT

45
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NFS X
fEAf

46

% PR “ M 0x531352el il E N 131072 4t CBREERE E—ANiEsk i sE AL
B L 131072 F£945.”

RS 2%: “Z51K 131072 5.7
AR458%: “H4R 131072 F45.7
(4keEiE, HINETEANH.)

BUXFE, NFS 5E T 3RO Wifa LA R L, Linux 2555 NFS
HEIAFR R E A READ Call ELEK M ER (KB RELEMAN). XANT7 R

 Windows XP i CIFS JLEE 0 Fi A, Windows XP 244 READ Call, &%

K— Call, %F| Reply JEFR F—4~ MHHZF, Linux XFiE 73 Windows XP
WAL, JIRAERA T SRR . IXRANSE—FE, W RARAHRARRZNS
W, PEEFIAR =Y, ARE IR NAZRAT I8 R = AR5 T A2
SEnUAY, SFEASPER] T ENEE, SWEERTIERER. BT EsoE s, &
AN READ Call iR Z/bEdRth & mittRE. XA Linux BRIAEKIEE 131072 95, R
250 = BUAABRIATRIKIE 32768 FTINE . fEMPEREREI, EFheE— M
BOKIME. HanfEFRA) Isilon SERES, HWHEWME] 512KB. XAMER LAZE mount
i rsize ZH0kE X, Hln “mount -o rsize=524288 10.32.106.62:/code /tmp/code”.

TSR R, T RBAIHES SR, B8N abe.txt B30
BHE| NFS 3=l R (LB 22).

L, ot et S - M) -
e - f | }ae/aoc.txtk 0000 - y
| Fier s e i el tesiens cim gy e s e s e
110.32.106.159 10.32.106.62  2013-07-22 WNFS V3 ACCESS call Iﬁ‘m . FH: Ox2ccobeld, [Check: RD LU MD XT DL]
210,32.106.62 10.32.106,159 2013-07-22  NFS V3 ACCESS Reply (Cal uv‘g, [Allowed: RD LU MD XT DL] :
410,32.106.159 10.32.106.62  2033-07-22  NFS V3 LOOKUP Call (Reply In 5), OW: Ox2ccobels/abe.txt
§10,32.106.62 10.32.106.159 2013-07-22  WFS V3 LOOKUP Reply (Call In &) Error: NFS3ERR_NOENT e B
610.32.106.159 10.32.106.62  2013-07-22  NFS V3 CREATE call (Reply In 7), DH: Ox2ccObelS/abc.txt Mode: UNCHECKED &
710.32.106.62 10.32.106.159 2013-07-22  NFS V3 CREATE Reply (call In 6) — i TR z
6910,32.106.159 10.32,106,62  2013-07-22  NFS V3 WRITE Call (Reply In 104), FH! Ox531352e1 Offset: O Len: 131072 UNSTABLE
104 10.32.106.62  10.32.106.159 2013-07-22  NFS V3 WRITE Reply (Call In 69) Len: 131072 UNSTASLE el SHN G "
32,106,159 10.32.106.62  2013-07-22  NFS V3 WRITE Call (Reply In 302), FH: Ox$31352e1 offset: 131072 Len: 131072 UNSTABLE
190 10.32.106.159 10.32,106.62  2013-07-22 ~ NFS V3 WRITE Call (Reply In 303), FH: Ox531352el offser: 262144 Len; X
251 10.32.106.159 10.32.106.62  2013:07-22  NFS V3 WRITE Call (Reply In 305), FH: Ox531352el Offset; 393216 Len: 98076 UNSTABLE
302 10.32.106. 62 10.32.106.159 2003-07-22  NF5 V3 m Reply (Call In 130) Len: 131072 UNSTABLE S
303 10.22.106.62 10.32.106.159 2013-07-22 (NES V3 | mw 'In 190) Len: 131072 : |
| 30510.72,106.62 10.32.106.150 2013-07-22  NFS V3 WRITE Reply (Call In 251) Len: 98076 UNSTASLE 3
306 10,32.106.159 10.32.106. 62 NES V3 commxT Call (Reply In 307), FH: Ox531352el :
307 10.32.106.62 10.32.106,159 2013-07-22  NFS V3 COMMIT Reply (Call In 306) =
308 10,32,106.159 10.32.106.62  2013-07-22  NFS V3 GETATTR Call (Reply In 309), FHi Ox531352el =
309 10,32,106.62 10.32.106.150 2013-07-22 NFS V3 GETATTR Reply (Call In 308) Regular File mode: 0644 uid: 0 gid: 0




w51 /2 (LE 23):

No.  Source Protocol  Info

1 10.32.106.159 10.32.106.62  2013-07-22 NFS V3 ACCESS Call (Reply In 2), FH: Ox2ccdbei8, [Check: RD

210.32.106.62 10.32.106.159 2013-07-22 NFS V3 ACCESS Reply (€all In 1), [Allowed: RD LU MD XT DL]
23

%P “IRal LN 0x2cc9bel8 (Bfi/code H) 5?2 7
MR4a%: “OREERMESZ T, Hkme.”

5 4 F15 (LA 24):

4 10.32.106.159 10.32.106.62  2013-07-22 NFS V3 LOOKUP Call (Reply In 5), DH: Ox2cc9bel8/abc. Txt
i 5 10.32.106.62 10.32.106.159 2013-07-22 NES  ¥3 LookuP Reply (€all In 4) Error: NFS3ERR_NOENT

[ 24

B0 WA abe.txt HICAEA?
M “wtr.” O

5 6 M7 (WK 25):

No, Source Destination Time  Protocol Info
610.32.106.159 10.32.106.62  2013-07-22 NF5 V3 CREATE call (Reply In 7), DH: Ox2cc9bel8/abc.txt
7 10.32.106.62 10.32.106.159 2013-07-22 NFS V3 CREATE Reply (call In 6)

& 25

e “ARIRARGIE — AN abe.txt BSCHE”
MRS 2%: “Ein i, XA file handle /& 0x531352¢el.”

£ 64, 104, 130, 190 (W& 26):

Ne. Scowrce ) Destination Time
6910.32.106.159 10.32.106,62  2013-07-22

Protocol  info
2. 0 1 NS v3 wRITE £all (reply In 104), FH: 0x531352el Offser: 0 Len: 131072 UNSTABLE
104 10.32.106,62 10.32.106.159 2013-07-22 WFS V3 WRITE Reply (Call In 69) Len: 131072 UNSTABLE
130 10.32.106.159 10.32.106.62  2013-07-22 NF5 V3 WRITE Call ?Q!y In 302), FH: 0x331352el offser: 131072 Len: 131072 UNSTABLE
190 10.32.106,159 10.32.106.62  2013-07-22 NF5 V3 WRITE call (Reply In 303), FH: Ox531352el Offser: 262144 Len: 131072 UNSTABLE

O FEQER AT, BEARE - TREERA ML MRRAARAET, WRE,
S ) PR P R 5 ki SR S

BT &4

NFS 1R
R

47



BT

NFS #¢A9
AT

48

. “ M 0x531352el (IR R A 0 40 (B abe.txt BISCHETTL) 5 131072
C < iy

RS2 “B—A 13102 FHWEHT.”

& P “ M 0x531352el (IR RN 131072 & (EE:E E—ANERHALE)
BE 131072 &1i.”

& “M 0x531352el HIWEEE D 262144 &b (BPE# F—ANE5EHALE)
BE 131072 #41.”

(B85, HIER8EANMHD

£15 306 F1 307 (WL 27):

No.  Source Destination _Time _ Protocol  Info ‘ s . - sy
306 10.32.106.159 10.32.106.62 2013-07-22 NFS V3 coMMIT call (Reply In 307), FH: Ox531352el
307 10.32.106.62 10.32.106.159 2013-07-22 NFS  v3 commIT Reply (call In 306)

& 27

% P “RAIA T 0x531352e1 (K2 abe.txt) BHRIEHEEAHFH TE? 7
MRE-2%: “HAFLTFT 7

£15 308 A1 309 (L& 28):

No.  Source Destination Time Protocol  Info
308 10.32.106.159 10.32.106.62 2013-07-22 NFS V3 GETATTR call (Reply In 309), FH: O0x531352el
309 10.32.106.62 10.32.106,159 2013-07-22 NFS V3 GETATTR Reply (Call In 308) Regular File mode

M 28

P “HREF 0x531352e1 (BE 2 abe.txt) BB, ”

RS #%: “CHFRIAUR ., uid. gid. SCHFR/ANEE BHSG IR, ”

@ X2 COMMIT #fE. %fT async 7=/t WRITE Call, JR%-2843 Call 2 J5 &7 IFFRARTHt
[E]52 WRITE Reply, iXFEHUR A TIREEMERE. A, B UE25ETL WRITE Call 2£EL
EfFE TWE? COMMIT #1Emi 2 ki diti. R COMMIT i fI¥EE A HE FELF.



XA T B B AR & £ A WRITE Call #4: % H 210, IX R F A RN EHEE
W e AT 25, BTl T BRIAR asyne 5 773 Hil async AHXS M2 syne
Jie B mount B T syne 4 (ALK 29), &/ st Kkik—> WRITE Call,
S5 3 Reply JG R F— Call, a3 WRITE Call il WRITE Reply £30%
I . Rz 5, EHH2INEEQRE N — AN E#ME R async L2 sync WE?
Z RG> WRITE Call Lff) “UNSTABLE” #l “FILE_SYNC” #5i&,
7 async, Ja &2 sync. [ 30 75 T H sync ZEUS KN4 .

(B S

4|
= 3 T . 3
il S L™ o o ol s Ao i
MNo.  Source Destination Time Protocol  Info . e .
110.32.106.159 10.32.106.62  2013-07-23 NF5 V3 ACCesS €all (Reply In 2), FH: Ox2c¢c9bel8, [Check: RO Lu MD XT OL]
1210.32.106.62  10.32.106.159  2013-07- NFS w3 access reply (Call In 1), [allowed; RO LU MD XT
410.32.106.159 10.32.106.62  2013-07-23 NFS V3 LOOKUP call (Reply In 5), DH: Ox2cc9beis/abe. txt
510.32,.106.62 10.32.106.159 2013-07-23 wFS V3 LOOKUP Reply (Call In 4) €rror: NES3ERR_NOENT r =
610.32,106.159 10,32.106.62  2013-07-23  NFS V3 CREATE €all (Reply In 7), OH: Ox2CCIbelS/abe, tXU Mode: UNCHECKED
7 10.32,106.62  10.32.106.153 2013-07-23  NFS V3 CREATE Reply (call 1In 6)
6910, 32,106,159 10.32,106.62  2013-07-23 NFS  v3 WRITE Call (Reply In 85), Fh: Owifdabl2d offset: O Len: 131072 FILE_SYNC
8510.32.106.62 10.32.106.159 2013-07-23  NFS V3 WRITE Reply (Call In 69) Len: 131072 FILE_SYNC -
137 10.32.106,159 10,32.106.62  2013-07-23  NFS V3 WRITE Cal) (Reply In 166), Fi: Oxafdabl2d Offser: 131072 ten: 131072 FILE_SYNC
166 10.32.106.62  10.32.106.159 2023-07-23'  NFS V3 WRITE Reply (Call In 137) Len: 131072 FILE_SYNC e,
209 10.32,106.159 10.32.106.62  2013-07-23  WFS V3 WRITE Call (Reply In 245), FH: Ox4fdabl2d Offser: 262144 Len: 131072 FILE_SYNC
245 10,32.106,62 10,32.106.159 2013-07-23  NFS V3 WRITE Reply (Call In 209) Len: 131072 FILE_SYNC
270 10.32.106.159 10.32.106.62  2013-07-23  NFS V3 WRITE Call (Reply In 305), FH: Ox4fdabl2d Offser: 393216 Len: 98076 FILE_SYNC
305 10.32.106.62  10.32,106.159 2013-07-23  NFS V3 WRITE Reply (Call In 270) Len: 98076

[ 30

M 30 sh A AT BAFE 2l FILE_SYNC #5i& , 38 7] LA % WRITE Call #l WRITE
Reply /25 # LA (R A ELM CalD. AMEMES, 4 WRITE Call
G /OHH S EMSHRRNEZEE R, RATALAZE mount i wsize ZHOKH
EFRNAZEZ D . PdfEfL%E i EiE A syne 3825, Tl wsize & XK
L/OESWARER 4KB, Wi FHEEER 2. BAHAEEFAH sync TR
WE? 58 A A LU IR 1) N P B SR IR 45 28 3 syne Bl RZ G, — & BEFIfF8
A g E WRITE Reply, sync ¥EAEIERFA TXANTR. b BA1thmT LHE H
COMMIT %t T sync GHAF & WA LEK .

AEWAEE AR, 2% A AL mount NH{EFH noac S8, R RINILEHfE
#BA 1) 8. TARYE RFC (8, noac REIFE i AEAE L RETmE, M4
SRR ? JeF RStV KIS RIIA T A . AL, Wireshark 2451k
&%,

BTHE

NFES tXE9
AT

49



S RSN LB 31):

ETREE

31
;er [ 7eB 32 1, M Write Call Bff] FILE SYNC AJ LL%0iE, HSR7E mount i I3%
-

#1485 syne B, (B noac 15 HARHHIAER syne HA T, PREEIAR L2 F R
o0

1510, 32,106. 52 .
© 1610.32.106.159 m
% swwm»sz‘
179 10.32,106.150

22 NeS 5
31510.32.106.62 10.32.106.150 2013.07-22  NFS V3 GETATTR Reply (call ugmr File mode: 0644 uid: O gm 0

& 32

FAEBSCEN REL (LE 33):

545 10, 32,106, 32.106.62  2013= (NS V3 GETATTR Call (Reply In 546), FH: Oxbf .
mxo 32.106.62 10.32.106. 159 20!3437-22 NFS  ¥3 GETATTR. W’ly (call zn 545) Regular File -udtx Dﬂl !Hll 0 gﬂla ﬂ

[ 33



ME 33 ha]UF R, F e, &5 % il i GETATTR &)L
P, BrUAEEREt B TR, AEEEIR K R4 h Rt B .

YU, AV T HESROFAN LR, B T NFS L2, &6
RTEBEREAAFATT, JLFE NFS P 7 J5 A& R 1. WRIRINICE
SEASC, ATLABLNS NFS (AR CLIE BIR R A0SR, LUSRESIZR1L noac IX MK e
9 T Lt M AN o BN ST REE B BT (3, FREBUH Wireshark 734, —H.
REMBRTH DB, FER RSP E LR PEZE2AAER
WE? PRAT REmE B4 A BT, BEADERRIESRE R, BlhX
MTET S E R L

BT+

NFS #HXAY
R

57



M Wireshark ERESE

BT+

M Wireshark
BENEDE

b2

xR RE 2R, BRI ST T MESET

“AA R8s, A AN MAZERYE? ” X K¥EE—HEH
S BARRALELANER TADES, HIERLTHER, RIELLERR
— AR AL B R IR T RAT AFET o 10— 44 W48 TREITR LR A AT 2 11, At
BERTMIANTERENEL, ERBLOEAMT AR ? Fif/5KiE2] Wireshark,
A G T XABER -

I 2435 NFS Phill, BAVELLVE BBIRZESINE S E. B 1 2% 5
10.32.106.159 1R %5 4% 10.32.106.62 |5 TR P 544,

e i :
e Z ‘call ey oxFazazded me t'k'il Fuu‘l‘&f
(0000 00 60 16 2b 5d b2 00 04 23 di 4d €3 0B 00 45 60 . +] .tu &
(0010 0D ec 44 60 40 00 40 06 Oc 8f Oa 20 6a Of 0a 20 ..D &.&
0020 6a 3e 03 24 08 O1 f4 aa 52 09 56 10 62 7e BO 18
0030 00 d8 ed fb 00 00 0L U1 08 0a 9 b9 Oe 30 04 47
0040 ¢4 7d 80 00 00 b4 37 79 &f a7 00 00 00 00 00 00
0050 00 02 00 01 86 a3 00 60 00 03 00 00 00 07 00 00
0060 00 01 00 00 00 38 00 a2 88 3f 00 00 00 06 73 68
10070 69 66 6d 31 00 00 00 00 00 00 00 00 00 00 00 00
/0080 00 07 0D 00 00 00 00 00 00 01 00 00 00 02 00 00
/0090 00 03 00 00 00 04 00 00 00 06 00 00 00 Oa 00 00
10020 00 00 00 00 00 00 00 00 00 20 9b Oc 00 00 01 00
00bO 00 00 15 00 00 00 41 fc 06 52 9b Oc 00 00 01 00
100cO 0O 00 02 00 00 00 00 00 00 00 00 00 0C 00 00 00
/00d0 00 00 00 00 00 ic 00 00 00 02 00 00 00 1c 54 68
100e0 69 73 20 69 73 20 50 65 69 6d 61 6e 27 73 20 74
00F0 65 73 74 20 66 69 6c 65 2e Oa

X5 AR T R X AR,
e “IRABGIEE test.txt. ”

M5 4% “OIEE I GZSCHFR file handle /2 0xf87a7de0, SFFEABEEF]D.”



B RS 28 MEWENZCM R OXEEFIT SRR 1 KA D7

g5 eI ”

Rg5a%: “Ehfu,”

Hehs 3 M (w5 H 15) EFHWE 2 Fin. Wireshark C& S HIEX
MK B 2 B Bt k.

& Frame 15: 250 byres on wire (2000 bits), 250 bytres captured (2000 bits)
'ﬂ‘w ur'c—m Ethernet 11, Src: Intel dd:4d:ez (00:04:23:d4:4d:e2), OST: clariion_2b:5d

T PT - SeTE 10.32&106159“0.321061”) ‘ost: 10.32.106.62

dﬁ,@'i r mro Src Port: B804 (!QI) ost Port: nfs (2049),
e Remote Procedure ca'll 'lyn.u‘ll XID:

== Network File System, WRITE call nuoxnhmao offser:0 Len:26 FILE_SYNC

E2
M E: BT NFS &#T RPC i, BrLl Wireshark #2'E 73 i NFS il
RPC BT RER. FARBEX—ENFAER, SRNEREETCHE
¥, LLangEsE s, mxFEEER— LM, JJF “+7 SERFERX
ANERAETVER, i UID, SCHERY file handle F1EE 5 ()7 15 4055 .

etz X— 2B T TCP ¥hill. NAIZE BT 2E R4 32 th TCP RK4%
HEHIK . ST TCP EHTH “+7 5, BAIATLLIEE Seq 5/ Ack 55—
RIER, EMATREERHF. B, REEES. BRRZE “fhhn
27, ABEHAREME LN DAL A4, R 5mAT ik
friEdl. IERTTRE AL FEMNEZE. TCP ZAFFEA MK,
RABHES.

M EER (M%E): £XMT, RRNEZMEFZIL TCP EZE XK
B n_L B et bR L. AT BARdihE, BaRA R REEA B
A T dEdak, BT A R AR T R

MR OE BAEEERIZE): NP aTLLE BB B&R MAC M,
PR b2 I 2% 4 74 e LA 0 1 7 XAk H A ik

MIEABIFH, BATATLLE BN RRELA L L. S EHAEC

TR

M Wireshark
ENMELE

53



BTREF

M Wireshark

EMEDE

b4

MRV, ERMDNGERTAEERZS T —E, BREBH 1 eERME .
XANEREATLAE 3 R,

NFS3L+Data A=

&4 =

% %R

R4 0 2
&3
DUAERIARGE SR, G R i Z T REST FF Wireshark, iEFRATIH B Lo 50 SLAELE MY

R, BRUASHRBIAAT (RUIBREEA BRE) . NMLHFRBE LA

B, BIMHRRAEBTERSEN, XAZEZFEREEH/E—H ML
G5 — M AL AN S, R 4 B

B 47 HEB %

4
EAHERAH) 4 DMAER LR LK 4 M RER, BAMEEEHE HORS T,
WASEMOIFHIEIE . 2 TRWRRBIFAE, FEAEAN AR UEE H K
s, EAFHRF A . SHA-EEESTFE, MRS NFS AR 5 T Lo



SEAANEE . BT LURS £ RLH, IEW TCP ZATLSCHRRE N Z TN

A AR RIS A EBRA SR T, RERATLR? WA E RAEME], BRIV L
ZARMERE . Pi LR F AR X E S——TCP 1 1P NI& B i I it J2 & 4 — /2
0, JERAFEPZ. WA, WRIEZIAMBZ RN, LIRS A
BF, KAREG? SREEHRERERNHE—FF, Lo PERESHE %
(Ao & ie43 20 L0 OSI LR TCP/IP AR AL FE 5+ 7 F 281 th (At
53 J2 B MR B TCP/IP REAY , BEANTE M 4% 73 J2 1 H B E AL PUR FE AT S5, T2
B R 77 SR SE R

BB T 4y R AR, BATHRE R DR — AW, MRS HRAEL

BUK, 2R 8192 F75, TCP JZXZWnfmabse? R& 2 M Hihin b TCP ks
M HIER (NEE) WB? BRREEEM. ARSI /N BRI,
HAg KEFRA MTU, B “IeRAE4mRI0”. KEZ MK MTU & 1500 45, {H
AL L 3 T EMW (Jumbo Frame), GEIAZ] 9000 FH45. —/> 8192 FHi(KE
HEN B4 A LA A, HE]T 1500 F45 0 M4 R & i EF s E U0 E
FBRE MR R, RO EA AR & — IR ETT . D)4 Mk 15
Ly & i

HFIXAN R, TCP ASARM BT 8192 FH BEE — DA LA MK HIEZ,
T ZARYE XU [ MTU gkt £ /0. i H O MTU &5, {2X 751 MTU
WFTARAFNE ? W 5 PR, 16 TCP L (ZEF) 1, MTHSEE
MSS (Maximum Segment Size) & VFXf 7. MSS L TCP SkAl IP Sk, &t
4% MTU T .

No.  Source Destination Time. Pratocol _Info.

&5

EH MR, BPumAHE DK MSS 2 8960, EKEEN MTU #ti
8960+20 (TCP k) +20 (IP 3k) =9000. 7E5 —AMUH, R4S E 2K MSS
JE 1460, EWEE M MTU B2 1460+20+20=1500. [& 6 /& TCP HE#E L2 511
BiRE, BRITREBRTLRZWA MTU R THEM .

BTREF

M Wireshark
ENEDE

o



BTR+

M Wireshark
EMEDE

56

B PGAEAL S 46 B T abe.txt, RJFIEILL 48, 49, 51, 52, 54 #1553k 6 4
ASER T IXAS 8192 7745 ) 5 #1 o JX L8 4, i) K /M F & 807 1 MTU 1500 715 (AL
B 6 I RIZEH Total Length: 15000, A& KI%ET7 A B SCFE) 9000 7. k2
B, BCOTH MTU & T e .

Ib. Source Datlunop Tine ¢
46 10, 32,106,159 10.32.106.62 - 2013-08-18 13:27:43
4710.32.106.62  10.32.106.159 2013-08-14 13:27:13
481‘0 33196159 10 32.106.62 2013-08-14 1¥ 273

327313

Info .
:‘VS CREATE Cl“ (mﬂy g 473, “‘-m& mmmmm

P w mam Len=0 wm»‘mm m
[7cP segment of ummuw
m Call (Reply In 37), FH:OxGae8s3as Offset:0 Len:8192 FILE_SYNC
; m Ack=0133 win=303216 nm m’«ym“rm
EILE_SYNC :

5!10 mms 159 maumez zmm&cﬁzmnz;:
156 10.32. 106,62 19 32‘ 106.159 2013-08:14 13:27:13
/57 10.32.106.62 32.106.159 2013-08-14 13:27:13
@

Header 1ength 20 bytes
5t Differentiated services Fleld: OxDO (DSCP 0x00: Default; ECN: Ox00: NOt-ECT (NOT ECN-C

4l Flags: Ox02 (ncm T Fragmert)
Fragment offset: O
Time to live: 64
Protocol: TcP (6)

W Header checksum; Oxcal? [correct]
Source: 10.32.106.159 (10.32.106.159)

Bestination: 10.32.106.62 (10.32.106.62)
® cantrol. port: silc (706), bst Port: nfs (2049), Seq: 78Y, ack: 865, Len: 1448

& 6

At F o AR S48 10 MTU FL#—F, JXRE 7 o fe K e H 20 D715
Emg? B RIER 1500, FhTLIRIERZTTH MTU A2 K, KIETTHARER Hifd
S MTU 8. BATATLGRXFERL8: REKK/NE S MTU BN —TJ5
PR o

XA FERERAT, FEZARRREMUES L. LD R, i
TCP, HELEFHNT—EZHEM, NMBERIRERE. HREXNTREAH TR
SR 2% M 4% EAFAERE — A MTU /N 1500 B4, XAMEE 2 AT fEdE & F e )
4y 1E40 Wikipedia T, “There is no simple method to discover the MTU of links "

—ADBEUMERS TIRAL, WREVERRIFHANE: hfha M ERH A
LAY SRS R SRS . FE8E TR R SR A A S A 0, 4B
FibXAMEE, BEZXR RIS — B XA BRI, MERAS W
MRk, MEARFA RGP, WD — AL, EREAMRI ARG
TIXHTAE, BRBHEITAS I .



TCP HERRR

Wr BLIRAE FAE T AT LR TR RIS T, ATREEBRA TR, T 2
DR A A ——HIEMAESS . AMTRE Y ZITRIEE R R, HRD%
BRITIZ P & A T2 o

TGN SR IR S, SFHORY JEA FHRVRE. WRA BB S x5 s E
= BB, FA—ERWRMIER . TRRAERARAARNHE B T, HERH
ERRT . EPIFTMATENBZ, FTHIENEE “@ER” (WLS), i
FEATE, BOERTRE T —EntE), EREWE EmSE, AT IE RIS
ERRN T EEWTH E . TRGERAMT T, RIEZEIHFAGEN T5 25 K],
WAFIER BA PR E . A — MR RERMEE TS RS ——H 2R
— KRB FE TR T 4515 “1 had a wonderful night, and really wish you were here”.
ANERR, MDITTERE—A “e”, RAMRSMTFTRE—/NEX T FIEREA GE

W& i ERFHL— R T3 E R . e WA BRI X—TCP f1 UDP,
Hrp TCP & TERN, T UDP ATREER. ©1& H X FHF— LN HZE YL
Bt AT S SR P #R S0 RFAY, bl DNS. FRATTIE4F 7T BUF DNS Sk Eb4E TCP il
UDP (2 51l  FERR B S50 = P, 25 /73 10.32.106.159 [7] DNS fZ454% 10.32.106.103
Kk —A> DNS Zr i, LAHAZRTS paddy cifs.nas.com Af %K) TP Hsdik

1. DNS ZRiA#EH UDP FIfEW T (LA 1):

[ 1

BT REE

TCP K&

e

2id



AT T S B ImE 2 k.

DNS  Standard query A paddy_cifs.mas.com

BTRY
E2
TCP HoZERE 2. H set ve 3l DNS {#H] TCP FfE L F (ALK 3):
=24
58

3
AR T W2 B 4 i

4
WX BRI AT LAE B, SOERAEW/ERK R AW DNS &,

%% Fi¥i: “paddy cifs.nas.com [ IP &% /W2 7
R 454%: “J 10.32.106.77.”

ZEAEF UDP 500, i R X B A~k 588 T DNS #5if) (e TCP
i, BSER 3 ML (B8 1. 2. 3) REERE. BASGKRE, VAT 44N (8
57, 8. 9. 10) RWTIFiERE. Wireshark X FFE M ZEN L BRIHET .
TATAT U B BIERE 10 A I i DNS B4 5, IX X409 DNS fR45 48



KULTEER ERMES . WRIRE DNS B7EfEH TCP, ZHBHEXT -

HER AR BT AR, (EA R RE, XA 4 2 8N H E Y
RFETF TCP HRE . ZELLE RIEETT 5, 7% M Wireshark & 3| TCP 1B KL%,
AEAESZ AT, —EEEEf# TCP 1 LYER2E . Wireshark LAEEFIRZ TCP 24,
R T eATT R % ) TCP B4 JF . B 5 /2 10.32.106.159 1E 10.32.106.62 154

». o 1 > = X .

R, RESHE LR BERE HK, MERENSR.

No. Source Destination Time 'md Infa
51 10.32,106,158 10.32.106.62 2013-08-14 [continuation to #48] silc > nfs [Acx) E%lm—us win=21152 [Len-1348]
52 10.32.106.159 10.32.106.62 2013-08-14 no [continuation to #48] silc > nfs X] Seq= 5 Win=21152 Len-1448
53 10.32.106.62 10.32.106.159 2013-08-14 TP nfs > silc [AcK] n-sams Len=0 TSval=372931 Tsecr=27300
5410.32.106.159 10.32.106.62 2013-08-14 JCp  [Continuarion to #48] sflc > nfs (Ack] ACK=885 Win=21152 Len=1448
5510.32.106.150 10.32.106.62 2013-08-18 TCP [Continuation to #48] silc > nfs [PSH, ACK] 'S ACk=885 Winw21152 Len=
56 10.32.106.62 10.32.106.159 2013-08-14 TP nfs > s511¢ [ACK] Seqe=885 Ack=9133 win=393216 Len=0 TSval=372931 Tsecr=27300

5
Seq: K ZEIEBMFS, WE 5 i) Seq=3681.

TCP R FHIfL4, Bl SR B HE s E— 5. 48807 B 3IEL
FPIaR, B TENFSHATERHF 7. BIIA—EEAIE Seq SHRMHMHE
REAF RN, EAIEAERMKE. WE 6 Frx, HIEE 1 ikl Seq
S, KEER 1448 (BWESEET 1448 NFR), MAKIREL 2 9 Seq Skt
A 1+1448=1449. KB 2 MK EWE 1448, FrUAEEEL 3 1) Seq 54
1449+1448=2897. @i, — Seq T HIK/NEMME E—EIEEH Seq 5H1
K FEAR 7 K 1

E6

5 1) Wireshark #5F th &7~ T AHE &L, 51 5411 Seq=3681, Len=1448,
FrLA 52 S Seq=3681+1448=5129. X/ Seq TR HXHMLKIRET, ik
2 10.32.106.159 441 .

BT TCP ZX i, #E— NP #a LR K% T, Frl& B4 T —
A~ Seq . 53 SEH 56 FLUH Seq T2 10.32.106.62 4EH i, T 53 SHaM
Seq=885, Len=0, fTLL 56 5{uff) Seq=885+0=885.

BTRF

TCP ez
=

e



BETREF

TCP HZERs

==

c0

Len: iZHHEB KR, WE 5 P Len=1448, HFRXMNKEAREHE TCP k.
B 5 1 EAR 10.32.106.62 K PN Len=0, {HHSZREA TCP k. kA&
WA G BIRE, FTUAELLA Len=0 HLEE X .

Ack: WINS, Gl 5 ) Ack=6577, BT ] &% T7 A © 2 E) T WkLk
FA o

b FRIET “Seq:x Len:y” MEHRERA L, MLFEIFHIMHIAS BZ x+y,
XESHE TR T x+y ZATHITE . FEFELLE 5 R, 52 S Seq=5129,
Len=1448, Bk AEMT 1 53 S Ack=5129+1448=6577, KW H|T 6577
ZRIHIFTA Y. Big b, Bl EIEN Ack SRS T RES KT —4 Seq
5, FTLARRAIATLAE 2 54 S Seq 55T 5129+1448=6577.

PRAVFAR ) 51 58 ABA X R A ENE? sk 53 SN 6577 [T
%, TRFET/DT 6577 FITEFHEHWE T, AT 51 SRENTF I
WA T, kU TCP Ml & T UL BRI .

E—A TCP HEHh, BE R ERA LU, FrbLelils B 45 B B
Ack 5. Al 10.32.106.62 ¥ KIEEAT T, FrLk 10.32.106.159 & Hi# Ack
S5—EHAZE,

PRAT RE AR L O RS XN S8, AT R ERN. FA—BR@RT
BT, BETFRFE] TCP FIRF M S /K B R . tar G ELFR, By R ERYE
Seq 5 MBI KEFHGHAT T, XFEBLRIE T TCP WA P, HHmERER
i, BT B AT— Seqt+Len ({5 T —4 Seq M2, HLREHIMTHL T WkLty,
XAIIET TCP A §EdE . BAIZEABIFR U IXFIFORYL, LATF 3 MIBA T £
B (L 1):

=1
b ) BN B=AE
Seq:301 Len:100 Seq:101 Len:100 Seq:401 Len:100

RUIEE, M Seq SR WEAIMIMIFRELK . FHHFZIEMIZRE XA



F (% 2):

*2
I Seq:101 Len:100 | Seq:301 Len:100 | Seq:401 Len:100 I

HiFFsEZ iR A . H—AL1 Seq+Len=101+100=201, EFHF F—4
AN %R Seq:201, TIAS & SEFFHCE 1 Seq:301 . 1By AT LAHENT, “ Seq:201”
EMEAREEERERT . TREMRE Ack:201 25Kk, S EE Seq:201.

BT XJLANSE, TCP kb TR EBHRELL, 7F Wireshark FEH AT LAEH
B R IX L,

o SYN: X MrS I ERRIEAERRIERER FWERZW RN, B
CARE SIS, T HE R —4 SYN.

o FIN: X MrEMERRIEERREILER. FONERRNMEK, B
AR A — AN ER, T #E A — FIN.

e RST: AITER -MRALKESR, SEHEL—DEMIFER.

WHE 7 iR, TS 2 R0E 8 — & Linux IR S5 28 16 445 %5 1 (—fE 245 Windows
AT, Wireshark 3 1%3 F1 575 4 microsoft-ds), 455 #i#% RST T .
LREAN LR R T “WFRIME”, KRBT RST A RS Kin 8. R
YR7E Wireshark & 3| —/> RST 1, 452 KRG 7 GF R 2

No.  Source Destination Time . Protocol Info
169 10, 32,200, 42 10,32,306.173  2003-09-02 10:55:48 ToP 62114 > @wicrosoft-ds [SyN] Seqed winsS102 (ens=d M55=1428

% 7
]

THETIXESHORbREAL, AT ATELY: 3] TCP RN & HIERKN T . & 8
R MR E R R

Mo Sousce Destination _ Time _Protocol Info - _ B
3 10,32.106,159 10,32.106.103 2013-08-13 TCP 38541 > dowain !Acn &Muﬁ Len=0 TSval=27119055

% 8
&

BT R+

TCP HIERE

=



TCP RO

=

62

REAMU R “=UARTF”. L b, $BFH Seq SIHAZM 0 FFLEI.
A2 FTLIZE Wireshark FFH| Seq=0, &N Wireshark JiH] T Relative Sequence
Number. G1RVRAECHIXAN A, 7LIFE Edit—>Preferences-->protocols-—->TCP H % & .

BEFLREA U E 9 RKER.

J5 FiRelative Sequence Number % HiRelative Sequence Number

9
USRS R ARE, R R .

B “ REEIRARERAER Y ? RV AIEF TR X WERRE N
Ack=X+1."

R45 88 B, Ack=X+1. FRABARIRIRER VR, ROVIILKIXEF TR Y,
PR B2 NIEBE Ack=Y+1.”

B “WEIM, Ack=Y+1.”

A AR =AN GRS ERYE, RN ATEIE? et EaT L, HpY
A AEE. AT AR —MESUR U I R A NBE SRR, &
P SRS LER A — M HE - RER T ENRE LT, FTLLRREA RE
Mid5as. R, F A RESEXMERERT, ARAFER—K. BTHE=
AMESRGE T IEMIRIBR1E, BrUMRIRSER AR T 8. M T& ik, ¥
HEFELGRT . BEBEHE —MERELR WK, ERBIET RS %,
W 10 froR, Mssa I ARNEIZ R — A HBERER, BB EEIEE T . #
W TCP RESRMIKE T, Mss s LR T — N EM &R ME=KETF
HIPLEN T, 2 iR IR S5 4R B, AnIEX M EEA R R, PR R



—AMEdifs. REBBEXNMAE, WEFFRXNEE.

L FEREH SRR | F A TR A
& 10
S =WRF )G, EEMELT . WHATLAFIA Seqw Ack il Len F&¥
E%%{_aﬁo tE5E 2 Ja el Wy FFZE e 2 1 11 B2 TCP Wi FFEsem “DURiEF”

P “RATERITIER GEER FIN A7), "

MRg5as: “HUET, WrFE.”
JRgs . “IIXiLRERDAERTT GEER FIN F57&5).”
B e “HNET, WiITE.”

WIXEE, W7 TR . R U KIEF R EE AT 5,
I EAFELE 100% A FEFKEAF L] o B X AME USSR, o] LIFR— F#E 2
1 “PZE ) 7, e EH R LA EA A, Hhkoh http:/en.wikipedia.org/wiki/

Two_Generals' Problem.

TCAE b SR 3 W PR R R, W CAE R netstat v R HERE, LibfE
Windows i&/& Linux b, XA &R YATHERREE R K. RNidZiEE
i, BHERE T HE 2 Wireshark.

BETRES

TCP pnzZgs

J=ES
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BT /R4

RIBRAYTAE
FHigs—TCP
&

04

REZIMITERE—TCP &0

BanR2—hrEh %5 s 51, Z5% 100 MIERIRE AR X, BREEHRARIE?

EEBMANRBEKRIE 14, BILHE 100 8. BRXMRREHGR, BEHh
R IRBMSL , HREAIR RN, BT HERMICHRESR, —RASSEFX
MR BROTRNZR—ARE 100 4, XHFERER—MMEE 7. AIERE
BERXARY, FEFESMHEIAER: ARRPINERFET 200ME%E, £
LXEWTE T A REER: ELAMEKE, BRERGER 10 /MEE. ZEXRD
RF, A B A =R, TR & B B WA B .

PIFIL LRI FIGARE R E, JLP AN UESR, T TCP &R ASREE 11 50K
HIRD> N F5E EIXPIE p R B R AR LA

TCP ERAABMERE, BEDLE “GR” WFE. BAKEZEHAM
EXT7 AR, E-ESAMANEENE, XKERE T —MERME. R
R—MEBETRERIN, —MERNEEGRRGE— MR, ZHERERREKR
BT . RREGTANZE—OSEFAER AL ZE, RE—EHIL. BIREFHEF
E—LRE]: BT HESF (BREN) TR T TEIATRAZHE: MK
M REA—ELBKR, —ORXAKLZRHAEZCIHFR. T, KEFEMERE
W77 B & A0 28X P PR A R R R — B 4%, ANEAERRGTEE AR
AREZRE. EN—OREERENEEREERZEHTH TCP KiAHH.

REFOXNHRMEMNAEZK? —BBETS, B 1 ERTREFOIHN 1 A
MSS (Bi&gA TCP TR B REIEE) M 2 /> MSS WER. MR
IR R, AUtk ARZ R T HENEIEE. MERLSHES, FEEFOEE
AT LA B MSS.



E_ o

2 10.32.106.73
10 32 106.103

No. 5ourte Destination Time Pretoce nfa

area
Pse ment of reassem u
4110.32. 13-09-0000-47-44" 443731 P segment o areasseli)f leJ]
4210.32,106.73 10.32.106.1032013-09-0909:47:44,443235P [TCP se ment of 3 reassem
4310.32.106.73. 10.32.106,1032013-09-0909:47:44. 4432¢e i’% a reassgg g) ELé
4410.32.106.73 10.32.106.1032013-09- 0909 47 44443247 se rento a reasses|
4510.32.106,73  10.32.106.1032013-09-0909:47:44,443247 ;g; CP seg mentt of a reassembled PB]
4610.32.106.73 10.32.106.1032013-09- 0909 47:44.443 me reasse
4710,32.106.73  10,32.106.1032013-09-0909:47:44.443254  TCP Sk Sgment s LSRR, Sq’BDJ

4810.32.106.73 10.32.106.1032013-09-0909: 47 44. 44325% Read Andx Response,FID:0x004a,14215 3/
4910.32.106.10310.37.106.73  2013-09-0900:47:44 443268 Pleecoposserver>microsoft-ds[ACX]5e941913Ack-16148

2
2920, TCP
3 “ win=2920"
2920,
Ne: Depana,cm i Pmeten la
%ag 118 312210160% 10,32.104,10326013%00°40 58 Read Ancx Respdrise F10:0x0046,14215 bytes ' .
2810.32.106.7310.32. 106,101 2013.09-10 TCP At nuationt o S JICroSOTt . onehone el ===S5 ACk-885 win-65535E
2910:527106.78 10.57..106..1032013-09-10 Tcpféé’)”m'.“nua T i 2 3993AC =885 Win-635351
110.32.106.73 10 32 106 101 2013 09 10 mP_ - [continuatfon ta t% nlcrosoft-ds>onehone-help 5141 ACk=8851n-65535L
3210. 32 106 73 10.32.106.103 2013-09-10 TcP [continuation to nicrosoft-s -onhom help 339 /Ack=885 W1n=t 65515L

3510.32:106.73 1032106103 2013-09-10 TCP _[contfnuattan ta 426] microsoft- ds>onehome-| 85 Ack=8H5 win=

71 6.7 62109, 091 » [Cantinuation to 826] micrasoft- ds)Onehome “ha 1233ACk=885 win- 65535
34185188278 13 i 20136840 P [Continuatfon to 426] microsoft-ds ~ onehome-helplac SeEJJr%@pé\,@é: Win:65535
4010.32.106.7310,32.106.1032013-09-10TCP Téontlnuatlon 10 426] microseft-ds sonehone -help [bSH.4 12129 ACK- 85 er
IRERA405357: 30006 .1 0,800 12 1:0:6IETAY 200 309-10 P L cr050ft-45 [ A] =885 4013157 W 1rl 677US =0 T5 al=27479 TSe

3410, 32 106 73 10.32.106.103 2013-09-10 TCHContinuation to 426] mlcrosoft-ds)onehome-| help 5§3g if ACk Bsg_ i ]65%535

7306.109
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i 4 dLCy “ window size:” (

w oin=) 2
3810 32 106.10310. 32 106 73 2013-09-0909:47:44.440%% Read AndX Request,FID;0x004a,14215 bytes
284,06%73 k1088 103013-09-0909:47:44.443205 TCP Iﬁ%P segment fa reass% eb ed PDU

03 10 o S e o fee ol he sl

%ﬁlwalqﬁ%l %ﬂg 2013-09- 090344774%445'43372433 _'II'_(éP $ segment of reasg?nrp%eg nQPu]
,_.__._.__._._.__.__.___._ZQB_NQ_U.a ﬂl_fa_"mﬁ—

1 e -
Frame38; 129 bytes on wire( 1032 bits),1 29 bytescaptured( 1032 bits) feee IO
Ethernet Il, sre:v ware_al:58:41 (00:50:56:a1:58:41), Dst: clariion_3f | 0d:07 (00:60:16:3F:0d:07) t k

Source part leecoposserver(2212)
Destination port microsoft-ds(445) 7
[stream index:0]

Sequence number:1850 (relative sequence number)
Next sequence number: 191&lative sequence number)]
cknowledgement number: 1869 (relative ack number
Header length: 32 bytes

FI ACK
Wintow s1ze-64095 "

10 32.106.103 10.32.106 .73 64093 10 32 .106 .73
64093

0 5 W ireshark 89 0085 8900210
win9 , 8900210 03

aton  Time

Destin
2900689 0 0 8589 0 0 2102013 08- 0821 10 55 2035508TCP [TCPzerowmdow]srd >ndp[Acx]5e9- 70777Ack 33069928W|n 0
13-08-0821:1 TCB [tcp zerowindow] srdp>ndmp!ACK €9-70777AC| Wln—

4 1 013 08-0821: 10 55 69 3 95C
239055%8990% 858%%9000 % O e beat 10ree TiapoiCTep LTER G R ndll 2 0774’/;\&%133}%?\,9%

2911389.0.0.8589 0 {3 %121)13 -08-0821:10:56.493590( TCP [[r Tend Lol vi gpa cX]504-70777Ack=33200998win=
2915989:0-0.8589.0 13-08-0821:10:56.7336385 TCP._ [TCP zerowindow] [[ACX]5e9-70777 ACk=33260858 win=0

2916589.0.0.8589.0.0. 2102013 08-0821:10:56.9148046 TERp zerovsundou‘l]Sr : p[AC}_(]599-70777Ack=33255533 win0

5

“ window size:”

( )



BTREF

PERAITIF
Fg—TCP
()

08

K%, BITEERHCHNTEZERIER, REERMEE. UE s hel, Blor
FHENEREOST o, BERENEEE T REER (FARTERANT),
FE AT LA KB A W RIXE OB 2 0. BEBIAZIF L 10.32.106.73 [7]
10.32.106.103 EHIBHIBIANGIF. HE—FlF+, RATREEHEEDH 10.32.106.73
MIRZEROA/NFIR 10 MO (39~48 5) HHHHE &M, BEEREREISD
HAFTmM, FEHAHEOEE AT ERERTHR T . B -N6FLRE 54T,
E AT AANERE T REHIN, FTUUREE QORIHANaHFEHFrIEIEE 2920,

3. ZRXEOMMSS FHAXK?

KIEEARE T —ASAER S /D, T MSS RE T IXELHEN LD MR T.
BT, FERIEFE O 16000 FHHMER T, WE MSS &2 1000 £¥, HFEERIE
16000/1000=16 ™M3,; TIINE MSS ZF 8000, APEAIERIBERE 16000/8000=2 T .

4. ZEELE-TRAREE n 18, ETEREEKRE n MHAG?

A—5E, WilNE—HKESDO—, BT TCP AL ERERMIN, FrUlLikZE%
MEMEE, RFEEHAERE—ARTUT . AT F 10.32.106.73 [
10.32.106.103 EHIBHIE—AMIF, BFHA—NE (A5 49 Bl T ERE
f) 10 ME (39~48 SA).

5. £8IFi “TCP Window Scale” EMES, EREHENEOSM
XE?

7E TCP RI# K BAMIRT %, SHFAIMEHERBEIRDN, FFUBRKERT DHE
XAk 65535 F1. BEEMHFAFEMMERE, 65535 FHELRAMERIT, &
AREABET BB ? TCP kP RABREOMEET 16 bit, HERTIERM 65535
2'"-1) 1.

1992 [ RFC 1323 FIEH T —MERTR, BEEZKEFH, LECH
Window Scale {5 B 541515 . BT Window Scale J{#7E TCP k2 4Mi Options 1,
FrUARFEEH TCP kM i. Window Scale FIfEF R M A —4 Shift
count, IAEEIER 2 MIFEH, HILL TCP ke XHERE L, MAZIEIEM



TCP EWHE T .

LLE 6 K, MIEMAT LA 2] 10.32.106.159 &5F 10.32.106.103 i & [¥] Shift
count & 5. 2°%T 32, XELERKFE LUS 10.32.106.159 75 B iR & 0 B LL 32
AR EIE B s DE .

No.  Source Destination Time Protocol Info
110.32.106.159 10,32.106.103 2013-08-13 TCP 38541 > domain [SYN] Seg=0 win=5840 Len=0 MSS=1460 SACK_PERM=1 T:

0.32.106.139 10.32.106.103 2013-08-13 TCi domain [ACK] Seqml ACkel
e o A o e o D) STandard query 0<367a. A paddy.<iFs.nas.

©510,32.106.103 10.32.106.159 2013-08-13 standard query ox3b7a A 10. un&n AAAAAAAAA
= == ety
& Frame 1 um‘mm:mmm. umm'ﬁﬁm g = e
& Ethernet 1T, W 23:dd:4d:e2), DsTi ws::ﬂ mwo a-a nxm Za
@ Internet | ' (10,32.106,159), DST: 10.32.108,103 {10.32.106.103)
8

Source port: 18541 (38541)
Oestination port: domain (33)
[stream index: 0]

Seguente nusber: ¢ (relative sequence rusber)
»edx length: 40 bytes

Mrdw s1ze value: 5840
[calculated window size: 5840]

W checksum: 0x68c7 [validation disabled]

= oprions: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), window scale
i Maximum segment size: 1460 bytes
B TCP SACK Permitted option: True
@ Timestamps: TSval 2711905588, Tsecr 0
@ No-operation (NOP)

‘ = window scale: 5 (multiply by 32)
Kind: window scale (3)

count >
fMultipiier: 32}
6

B FRBAVEEE 7 41 3 549.10.32.106.159 74 B T i B 11 4“ Window
size value: 183”7, 183 FfeLL 32 733 5856, Ll Wireshark it &< H “Win=5856"
T o ZJEFE Wireshark ZHRHE Shift count TH5 X ANEE R, W RN i B4 91
=K4ETF, Wireshark BiAFE ZIFAE, FrllBRITARHESRE L HE |1k
W/ B DE . B LERHR R BT KBS IRAA T Window Scale, X /5 Foik
3K1% Shift count, % FH™HIIMERE B

lmw wszmmmu DNS  standard query ¥ . 5. <
510.32.106,103 10.32,106.159 2013-08-13 DONS Standard query r e 0x3b73 A 10.32.10
ol =

4 Frame 3: 66 bytes on wire (528 bits), 66 bytes -qtnllmsa :

@ £thernet 11, Src: !!l“".ﬂtuzﬂ (00:04:23:d4:4d:€2), DSt: veware a1:58:41 (00:50:36:a1:56:4
# Internet Protocol version 4, src: waz.zns 159 m.n.m 159), Dst: 10.32.106.103 (10.32.1
s y contro’ v SrE Port: 38541 (38541), ost port: dosain (53), Seq: 1, Ack:

source port: 38541 (38581)

Destination port: domain (53)

[Stream index: 0]

Sequence number: 1 (relaﬂvt sequence number)
(relative ack number)

ze
[calwhted \rlmh- s1n 5856]

[window size scaling fk(or 32]
3 T Oxcal

BT R

BRSSEITYE
#h%—TCP
&0

09



BT RS

EEHHR

/70

EERIHR

PEEASCZ AT, SRR, Dlar= Al B arhsh; [RImAERIRga0mHE—
W, BIEBEB|—REEE T . BAIXES A TCP kiR, (Bt EA T ER.

RISCULE, AT R AR B 1R 32 BT WU DA R 2 Sy, 3L rp PR
3SR R e A . Bl D R w7 SRR A ., HEEREA “Win="
ERAETTRAT AT . MM A 22, bl BIA L 14,

W&k BT LARERR HlAX T 1, REhE — O EIR L BIE sl E.
FEMERRETA, XREETRSEK . e300 4412 K B0 BRI
RIETT HARA R RIEE D HIEME R, XFERaER R T . HR SR
I P 2% B A A AN E H RO ZE R, BIERNIE T thIEVRE AR T . XML T
AT Y] i G s AP 2 A5 2

AR REFMEACHMFHR, T ULIENZERMBAER?

Ao BRh A% RO 2 R8T B (AR AT e, o Ef]— N i & 40
Al RE RIS . K &RE T ERZ 10Gbits, MW RE 1Gbits, WR#EE
10Gbit/s T8 E e RE. B 1Gbivs KitEhE AR X, FHHMEH R L
EAERILEN), HAERB S EH—EWE.

AR 2. BREMEZE, BINERERE, IHFIMNEALZEREE
AZEERE SIS ?

KRNI, BEIX AR, MEREDE—R, FRRRRE, A
AR (CAERTHI SBRERSM ). BT LA ZE 52 — MR BRI AE, 4aTiER
HH 94 28 A AR AR K

MEERBA — MR TRG? R, BEAEH. AMNKEERAFLL



K, WL E R AT B TR, BB AR RN RS Earad
JURAIIS 1, BEA T — ARG RN . XA SR AR R IE T e — i
PHER O, IR SRR R T L BSL e . AT AR & 1
B, iR R B O SEBLN . N IRATHURE B IR A O T s

1. EENINIE SR, Rk % 4RI — LTl R —OSRAKZH
o o] R R e, BT DA% B E & O VIR E E RN . RFC &R 2
AL 3AEE 4 4 MSS, ELARE MSS K/ 5E -

2. WRR L QEAR BIHIN, RUDERA AFIFZE S, o LUHAIEE 1.
BT IX AN B AR ZE (O RE R AR, BT LA N % R —2%, RFC BNk
BB n AN, AT UESHZE S D890 n S MSS. HimR T 2 Muz 5 2 4N
WA, PHZE G CIRHE K3 242=4, T RKZ 4+4=8, 8+8=16+--IX A il F (TR ER,
B i TRHUE, A5 EE 2 LR, B AR N8 E shid 72

3. 18 i R — BN ) S, P A B — AN . I (A
FERCEEER, AlmEAIE S BER KT, FTAARREAR SR FHBIAE 18 E Bk, T2
BRNG— . RFC @SR RAESAMNMERM SN 1 4~ MSS. kT 16 4
MSS 2 J5 2N T, & D 2] 16+1=17 4~ MSS, % F 22 17+1=18,
18+1=19++---- XL FEFCA T ZEEE G . NS J5 ik I IR 8k S X e - 7 CI(EAR A
P WMRZATRAELINZE, ML ZIE A HEKIE. R RBE T L H
ATPAHUHIXT R HIME, B i Kl & DA . 2 nl LUHE 1 oK.

i)

B 1

BETR+

E{GRIH

77

=

=
73



TR RS JE Bl AR S b B, YRS QAR AT R, Bg bRz
JG S SRERIE . A ATRA TR R SEABIFHIENE? JRRARE, W FPR.

BT o BRAERG PR O R BE SR HE, B Windows ZEA
Fl “TCP window scale option” [Jf5HL T, BB E O A H 64KB. ML
RIERHR GERMAAE TR, 1R SRS 42K AOBTE 64KB bl . HitR g

RE O LW RHILE 64KB T, FKZARREAS B4 28 £ .

/2 o RENAGFRAZLAN /N, HmREEER, FUBASHRMENTRE.

o TEARFEIRE AR RIMACKARZ T, WREFENE DA /. XA
TR T NFS S5#fE, Bk 15iFERME FPRERE, m—15
R ATRER A 4KB.

o HMEME/RAAENE, FREERHEAELCBIRERSZ 1K, BRIEIMT M4

WEZ R REMAEONE? W RIETT R, PERKHEOBAMEER —#
FRIINT o« ABABE AT RER AR SER TG B DURGETT RGeS s — /D
B ) f5 FE 0. AR, sERCEER, HAEEMAT. X/ 0R
PRGNS AR . G 2 Fra, AR H G B B AL % B A0 IX BER TR R A RTO. RTO

RTO

e — T T

A2



MBERE R, Hit EFELANARTEL R, B2 —EAHEELR—F
PEFH R, ASCRN AR, RATH FEMEFEX A — B AT LA T .

EAZ GHOMETORE R ERER? EHALE, h TSR EFER
M4 LnfE, RFC #UGEHER OS] 1 4> MSS, AREHKENEEBIERE.
IX— R AR S Bh sk I8 B4 8 4 K I SR B D E A 2 % 4K HE T . Richard Stevens
#E (TCP/IP lustrated) HEI 5 & M {EE 0 LR EFERMIEG OB —F. 7/ 3
ifii RFC 5681 M|\ ky 2% & AE 4 28 i e i A O BiE | 12, EARREANT 24
MSS. ik T 19 M %, ERAHET 3 MR, A T & O E
SENE 16 NS HIBIEER 12. REAMFL A4 Stevens fl RFC &FH X
ANoriE, AN Stevens ZAE 1999 FEAM L, 1T RFC 5681 H | 2009 A4 %Af,

i R Stevens ZE PP G| T EHARAK RFC. B Stevens IR mEF R HEAE
XK, (BEEXANMT_LHINH RFC 5681 EmEl#.

BEHRR

B 3 BoR T R AR I T A A 2 A A

EiiE g0l
20
19
18+
17 F

161 567 0 {8

____________

&3

AHERRG, N EA M ReA - EEw . REZ —R7E RTO BrB A fete
¥, HATRET B REZ —RIER OB, HETETkX



82 T . URMADAZLE:, BRI 72— i i A% xR it 3k =]
/NTT . FRATIAE Wireshark 2 41 ] 4 5 B AL 15 LWE ? By Analyze-->Expert Info
Composite 5., FLAEFE Notes FxBEFBIEATT, W 4 firn. mIF+5EREF R
Akt R4 T HAL.

Group ¢ Protocol 4 Summary  Count
) Sequence TCP Duplicate ACK (#1) 83

fies Sequence e

& 4

K 5 REAFL ) — N EEEH] . B Notes ¥ FH F| Seq 54 1458613
MR T BNEMS. TRMZ Seq TILEHRMEMEMSLE CUATEREITIN
M4 FRREHE), RIL RTO FKIE 1| AL . SO0 BE K B Wi SE7E K K
T, EXERETRME T4/ RTO S5, WEEHRERE T AL, YR
XA KRR, AR ES .

| No.  Time Source Destination

| 1150 20011-12-06 22:55:24.264298 128.247.49.33 128.247.140.94

;; 1173 2011-12-06 22:55:25.369766 128.247.49.33 128.247.140.94
5

AR EHERRZEN, RAEL0ENEEKR. BHELEMEAREE, nKRE AR
R, SSBEAANEQ. XM ECUAPRAEHEN A, FHAESEA
REIEW 2L, HESEMAREREOTR, BT &K Seq T KK, B
AE R R — MU Ack — KRR Seq 5, LAMCIREERIXTTEAL . HRIETTIL
B 3 AU EER#HIA (Dup Ack) B, BUKIREIMNHBELET, NZEE
o AWM RIEEAL . Z P AR PR, 2 PRk & AG G I 3 4% — R 5
FEAF— B



B’ 6 AT 57— AN LSRR Z P Ak T 1182, 1184, 1185, 1187, 1188
S5 A, Horb 1182 78K B E T U RIEIRSAR 4 MR T 4 7> Ack=991851,
Bl PR E EA T, FRAERS 1337 tRiEE L T Seq=991851.

].lu 10.114.

Desbaation Time. Mu! o n

130,100 10.114,140.100 2013-01-15 09156:29, 0421 continuation to #1029] 49458 > dai-tep-1 [acx) Ack=1105 win=32758 Len=610
1184 10.114.130.100 10.114.140.100 2013-01-15 09:56:26. 0460 RD continuation to #1G29] 48454 > ddi-t W 1 [Acx] Ack=1105 winm32768 Len=144.
1185 10.114.130, 100 10.114.140.100 2013-01-15 09:56:29.0460 TCcp  [Continuation to #1029] 49454 > ddf-tep-1 [ACK] Seqe991908 Ack=1105 win=22768 LenwE18
1187 10.114.130.100 10.114.140. 100 2013-01-15 09:56:29.0460 TCP [Continuation to #1029] 49454 > dﬂ"-(w-l [ACK] 5eq=994727 Ack=1105 win=32768 Len=144
1188 10.114.130.100 10.114.140,100 2013-01-15 09:56:29.0460 TP [Contimation to #1029) 49454 » ddi-tep-) [ACK] 5eq=996175 Ack=1105 win=32768 Len-818
4331 10.114.340.100 10.114.130.100 2013-01-15 09:56:25.1308 TCP ddi-tcp-1 > 49454 [ACK] Seqe=1105 Ack; Win=2457 L [SYals24415168 TSecr=41365
1334 10,114,140,100 10,114,130, 100 2013-01-1% 09:56:29,1398 TCP TCP Dup ACK 1331#1) ddi-tcp-1 > 49454 ] 5eqe1105 Ack499 Wine2457 Len=0 TSval
1335 10.114.140.100 10. ul 130.100 2013-01-15 09:56:20.1437 TCP [TCP Dup ACK 1331#2] ddi-tocp-1 > 49454 [ACK] Seqe=1105 Ack499 Witw2457 Ler=0 TSval:
1336 10,114,140.100 10,114,130, 100 2013-01-1% 09:56:29.1437 TcP [TCP Dup ACK 1331#3] ddi-tcp-1 > 49454 [ACK] Seqe1105 o et win=2457 Len=0 Tsval.
1337 10,114.130.100 10,134,140, 100 2013-01-15 09:56:29.1437 P [continuation to #1028] [IcP Fast Retransmission] 49454 > ddi-tep-1 [acx]

&6

Mt A BERE BRI 3 e ? IXRPFN NS AA ST, LR
RERMN Ack, HREATEFMEMABALE. T BEFRBEEASMAZER
K, tewn 2 SEBFLED 4 SEEH, BEAKTHERS 6 SH/EM, FrLlie
B 3 A B CA_ERTBAFEAR KA RE Ligt S I EL P i A tRIE T A% . P 7 (1 2 B Bir
e 2 S EREW T 34> Dup Ack, BrUMlRER L. A ER 2 5 E
4 SRS, HERHEAW3 A Ack A ik & Bl .

Lo e S

N Bl —

&7

W RAETH B R BOR A T RIEE S, RO RGN B P E

FERT WG ?

TEEBH LE

BEAR RS BLARBIE T, LI M8 A P E 2

B R oRALNE ST LL T . Xt Richard Stevens F1 RFC 5681 (K& i AL IS AN [A] .
JE A R T8 OB A% 8k R A 2R R B A B BE B 12 (B BEAN T

BT+

BEHNHR

79



2 MSS). RGBSR QW E RNIGFE DE 3 4> MSS, 4kE:{R B e 288
Fufr Bro XA FERR N POEIK R, HHHEEE O A RERT LU B 8 R .

EEHHR ol
[ 55—k o
16T misierm
12 45 = el
76 A W T 1

8

AEERREEEB S AN EEROBFH—REMMEENEIFAR 1.

g o 2 53 SMELK, H1. 4, 5. 6. 7. 8 SHBNE T W7 Hfhk Ack

2. XFREFT KU, RAGET Ack 2 418 2 SEERT, HIFRAELH WL
F%. EEET 25025, B FRN AR —?

&9
FHEIL AE=t=-+—, #3. 4. 5. 6. 7. 8% 6 MUEMA K. X



AR EEE, ARE—MNERRE TN OHEE, BRI FHE TCP
PR IX AR R o

Yk 2. BUOTREERRN 2 A2, SHEE—A Acks, Fikkiky BIWF

AR 3 BAMET, T hES . SEEOREIEEN 3 BaE,
B EA R BEARAME T 0 T LAEI S — A Ack 9, MILRRETRATLUERIOE (f o e i0ss
9. 10 I rinns ) T o XA EMA NewReno, Hl RFC 2582 fil RFC 3782 %

Y. NewReno (A _EARIA, HRATTUALSEQRKMIE, & 77
FEIEMEA RTT GHER ) KEMFTHEE RO,

Ji% 3. BWOTTE Ack 2 SRR, REEKREINESEFREIET . Fril
X Ack B RIZAEIXAF

WeE 4 SR, HFRIET: “RELKR 45, HRER25.7
Wl s SR, SiFkiET: “Roelz 4, 55, HER25.7
KE 6 SR, HiFREN: “RELKE 4. 5. 65, EREK25.”

R &% 3 EAMT T g%, EREEAT 2 5825, B bEE S
35, REFEME9 5. XNEREMWR TN SACK, H RFC 2018 & X.

B 10 RAFEEHREHIEE SACK L6, 8 “SACK=992461-996175" Fl
“Ack=991851" WNSAFLEEHENR, RiXITHAIE 992461~996175 D&MW AT,
1T BT 9 991851~992460 52 1y ¥ e ] -

No-operation (NOP)
No-operation (NOP)
# Timestamps: Tsval 24415168, TSecr 41365538
No-Operation {(NOP)
No-Operation (NOP)
i SACK: 992461-996175
left edge = 992461 (relative)
right edge = 996175 (relative)

& 10



BT RS
SB1{EH

AXMEREA MK, HRUFHE LR ESRELE. 7580 —NEgEA
TEY, BYERSfEASCTHRIUAER, £ TP,

BAPER, RIXEBK, PEREBLF. BrLEW ERA MBI & T,
MAZR B KW E O, G Scale Option (Windows 7] 2% KB
224829).

R E R ANZE, APRE&IEE O S fed mvERe, ROV BRIME T 42—
() FEAL 0P BE OS2 W BB AR K . ZE1R 2 8 E R 40 b vl LU i R il i 7 1 1
TR/ RIEE L, Windows L [EFER] LAZ#% KB 224829.

AR EAEX PR iR K, Roh'E B a] (RTO) #A 5T ¥,
T B & D2 1 4~ MSS, i DL R0 4l N A% .

PRE TR GE R /N —LL, PR EEASFAF I TE , i ELAHZE o R
e BE B4 K

SACK F1 NewReno 7 #I| THe i EAL KR, Rmthmbtae.

FAURE AR N ST ()3 i bSO P . ROA S "\'J\)‘L‘Hﬂ’.???‘}“i ) L H AR
b, FrCAEERFEREE A 3 4 Dup Ack, HAEZEFFBNEAL T . AL
HFHBR T el R RIE T, THMERER TR HHJZC R R
AN m . B 11 P test RBERZ /A CHHEZR, ME 12 1 hi

MR KEZBNRTEFNIMT 7 52, m)jE#H28n T AZ
4 5.
[ root@nscient:- . s o ESJROE X




rg? root@NISclient:~

BT+

i

BRI

,
|

{ 1
o

® 12
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BT R4

IERIIAS
Nagle 8%

80

FERIIAS Nagle Hi%

REETPIR AR RELSIREESE? =i, X—R& T LLiTigiR
TCP & O ERBERT -

RIRE O — R K KB B, HRnEE s K. AR AT B MR
FARAKAET- RIEE OHKA, FAHRBEARDD. HEERPIXFERSRR
%, WA Putty 2 26 SSH & /' iiiiE b —& Linux k%85, RJEHEEHA—L
FRE, FEMS LA H TIRE/NREHE T . MMARG RIS, BRATS B —H
ANEFHALA Bk, RERE, BEAFMAN—AFRBEIT R TCP &3]
AR454% b, SR MR S5 25 1 Bl BRI 2EAT [H] 52

A S RO BN R, SFJRES/DEHERETE iR 542
). XA T ISR ARMRR A, B — MU TCP kA0 1P SkZ /Dt 40 775, 1
Fr IR A — TR KRR RIS B TR KB RIE N NEE IR TR

BT — LSRR XANINEG . BT Putty ERIBHEA 3 NFERF “57, B
UK I IR BB AE 300 ZFPLL b, XEHE Wireshark $ME| T T 9 M. #ERPuE
it B AL, Wireshark XN T 5 1€, Wireshark #5F W 1 Frx.

No.  Source Destination Time Protocal Info )
1 10.32.200.42 10.32,23.55 2013.00-08 11404132, 97837 558  Encrypted reguest packet len=S2
2 10.32.23.55  10.32.200.43 2013-09-08 11:04:33.120153 SSH Encrypted response packet Ten=52
3 1032 200,43 10.32.23055  2012-09-08 $1004:33.235007  ToB 64839 » ss5h [ACK] Seg=51 Ack=53 win=Z54 Lors{
4 10,32.200.43 10.32.23.55 2003-00.08 11104133, 502737 s encrypted request packet Yems52
510.32,23.55  10.32,200.43 2013-09-08 11:04:33,650446 SSH  Encrypted response packet Ten=52
6 10,32, 200.43 10.32,23,55 2013-09-08 11:08:37. 849753 YCP 64838 > ssh [AER] Seg=105 Ack«105 Win=2358 Lens=0
10, 32, 200,43 10, 32,23, 55 201300408 1110438, 980437 S8y Encrypred reguest pacher lenmS2
&lﬂ 32.23.55 10.32,200.43 2013-09-08 11:04:34.137506 = SSH Encrypted response packet Ten=52
9 10,32,300.43 10.32,25,55  JMI-00-08 11:08134, 348052 TOP  GAR30 x ss3h [A0K] SauslST? ACRSLST wine253 Lansd
10 10.32.200,43 10.32.25.55  ZO13-09-08 11:04134.489400  S5¢  Bncrypted reguest pazkes leme352
11 10,32.23.55 © 10.32,200.43 2013-09-08 11:04:34.617854 S5H Encrypted response packet Ten=52
1F 30.32.200.43 100322355 J013-09-08 11:0G4:34, 858212  S5M  Encrypred raguest packer Tene52
1310.32.300.43 10.32.23.55  2013-09.08 11:06:34.689252 S5H  Encrypted reguest packer lenssZ
14 0. ¥2. 200043 10082.83.585  2013-00-08 1104038, 7309738 sse Encrypted request pécket len=32
15 30032, 300: 43 10 32.23.55  2013-00-08 11:08:34.769106 S Engeypted request packer Jens%2
16 10,32, 206,43 10, 23.5%  2013-09-08 11004134, 760077  5SH  Encrypted reguest packet Ten=S2
17 40,32, 200,43 $0,32.23.35  2013-08-08 11104238, 779072 s5m Encrypted request packst lenwss
18 10,302, 200.43 10, 32.23.55 2013-00-08 11:04:34. 779848 S5 Encrypred request packet Teres?
11910,32.23.55 10.32.200.43 2013-09-08 11:04:34.807882 SSH  Encrypted response packet Tens52
2010.32.23.55  10.32.200.43 2013-09-08 11:04:34.838032 SSH Ericrypted response packer Ten=52

A 1




Al 3 MR F
B “BRAMBRERADMEBEROFRE G

TR “REEITH )T, TR BRER.”
P “HNET .

BTk 4. 5. 6 54, KT, 8. 9 SABLE—FHENR

BEE P 10.32.200.43 FAE B, RS 4% 10.32.23.55 A1 F&J8, €Al
2 1A AR R (K 150 BRb. o Tikdety REE% P MR, BT 1 S8
2 SEM% 150 EHREFAS. FROLEFHKE 2 5025, RS
T K% 200 BRHA R 3 B, AKE | BOZKTUTRMSE, HitAE
WIXAANE? BEE S GH 6 B2, LUK 8 SH 952, thRAMHZE 200
Z0.

IXHEH AR TCP A BA B AGRMFIEZ —, FRAEIRHIN. ZH0E 1 R EE
FEIXAER: SRR — MU A A SR B RGN T, AR EEIR — B[]
(7€ Windows _EERIAN 200 Z=#) F#fiil. BB A BAG I A Bl B RIX,
HHaiAE BB AT AE - MERHET . B 12 SERBTFRFEXA KK,
BEPWEE 11 BRZE, BT 4 BREANBURA—NFER. GRXNFEF
At 11 SAEMHIMS B —ERE 12 5827 .

MERFIA R A HEAR MR, B R R T HIAE, Wi T Mg i,
HRRIER AR T2 M RE. MK KB 328890 24t T X HAIRER#IAKI L
B, WES G i 10.32.200.131 FsLjiiix e bR E, 45RWE 2 Fin, RA
AF 1 BBHAHINT (B0 6 SEMT7 SEKNEZE.

No.  Source Destination Time Protocol Info ey Sy s ghil s
510.32.200.131 10.32.23.55 2013-09-09 06:49:56.144417 5SH Encrypted request packer len=52
£10.92.23.55 1032, zooz A PID 0289230293037~ SEHLEENCEMIERA ENSTENCR BIEEE 112

e e e S s i Fesponse packer: i
10 10, 32.200.131 10, 32.23. 55 2013-08-09 06:49:57.173200  TCP w»xnmﬂmn Ack=157

&2

BT+

RN S
Nagle &%

871



BT RS

IERMIAS
Nagle &%

82

fEEE 1 fE 2, £KkIEA SSH Request A2 52 F1, XRHERAET
—ANINBR . BAREE 11 12 55 18 S22 100 ZFH GEARF|—AM
RINED, T—IMAT 77, (X PRABRENMTRAMLT . fEARGERT—
NGRS, $E—AMEIR AR A R N EER AR R, B IFRB— N K EWE? Nagle
FOERRSEEL TIXAN e . XANEVEMEER : fER H M BRI Beh A 2l
i A NEAEAE R, ASHHE NS R, B — A MSS B SE RIS B
Rk 3 A Nagle 2 JG HIBER:, 38— MUEERMARSE M FPRREET .
BN Z /T 150 2R E, A 6 MERF. X 6 MEMFHRAEWHENK
1%, mRBEERk, SEE 2 SRZ)E, N3 SER—RE%. XN tA 3
S B R 312 5.

No,  Source Destination Time Protocol Info
1 10.32.200.43 10.33.23.55 2013-08-08 10:43:4R. 057854  S5H Encryptad reguest packet len=52
2 10.32.23.55 10.32.200.43 2013-09-08 10:43:48.206357 ssH Encrypted response packet len=52
3 10.32,200,43 10.32,23,55 2013-09-08 10:43:48, 206513 &5SH Encrypted reguest packet len=312

4 10,32,23.55
§ 10.32.200,43
6 10.32.23.55

710,32, 200,43

10,32, 200.43
0,32, 23,55
10.32.200.43
10, 32.23,55

2013-09-08 10:43:48. 355334
2013-09-08 10143148, 355540
2013-09-08 10:43:48. 504118
2013-09~08 10743148, 504233

SSH

S5H

SSH

Encrypted response packet len=52
Encrypted reguest packet len=208
Encrypted response packet len=52
Enuryptad reguest packet iens=260

8.10.32.23.55 10.32.200.43 2013-09-08 10:43:48.652951 SSH Encrypted response packet len=52
5.10,32.200.43 10.32.23,55 2013.09-08 10:43:48.653065  3SH Encrypted reguest packat lep=312
10 10.32.23.55 10.32.200.43 2013-09-08 10:43:48.802095 SSH Encrypted response packet Ten=52

11 3032, 200,43

1210:32.23.55

13 10,32, 200.43
14 10.32.23.55

10,32, 23,55
10.32.200.43
10, 32, 23,55
10.32.200.43

201.3-09-08 10:43:48. B02225
2013-09-08 10:43:48, 950931
2D13-09-08 10:43:48, 951058
2013-09-08 10:43:49, 099959

&3

SEH

58H
55H

Encrypied requast packet lens208

‘Encrypted response packet len=52

gnceypred request packet len=260
Encrypted response packet len=52

MIERHN—H, Nagle WA BER MR, BHERHERRZ2EEEH
B, WM. ERL G, HOaRTE IR A A — el i A PR M fi
MK KB 48 WA < 4] Nagle, {H2&—REAXANVE, HFRZ —RREZHK
B2 BRI\ K] Nagle T o Eb4ndT I Putty, | “Connection” 17 B 7] i, “Disable
Nagle’s algorithm” ERIAFLRZEH K, Wi 4 Pras.



Serving o packets o keep sesson actve
k sives ({ltotumoff) O

| & Fommes Lowdevel TCP connection options.
if| & Window [¥] Disable Nagle's sigorthm (TCP_NODELAY option)
| |~Appearance [7] Enabie TCE keepalives (SO_KEEPALIVE option)
| I m Intemet protocol version
L Selaction ® Ago O 1Ped 2 1Pve
| — Colous
=)
I i~ Proxy
i Teinet
| L Riogin
| & SSH
Senal

& 4

)5 M Nagle 197 — M REEZ, R2@FUE S Nagle B S 300 a8
BRAEE AR E—F, XFELLERAETFMERE T, I H ik ks
BHlERER . REZLEFEE S Fram— M, #EiRE Nagle S8 T 5 XHR1E.
ZFTLERLE] Nagle, &F R ol ®] “Setinfo Response” 2 )&, E5% E 100
ZEMWEKRIE T/ “Setinfo Request”. flfITPRSEEZ Wi 7EIX 100 2250 B -
ERVE 6T

7.4 T0.10T. 9,41 2013-09-03 14:53:09, 682584 9482 SetInto Request FILE_INFO/SMBI_FILE_ALLOCATION INFO
.41 10.111.47.4 2013-09-03 14:53:09.683104 sME2 SetInfo Response
7.4 10.111.9.81 2013-09-03 }4:53:09, 800682 SMB2 Serinfo Request FILEINFO/SMBX_FILE_ALLOCATION_INFD
+9.41 10.111.47.4 2013-09-03 14:53:00.801326 smMB2 Setinfo R
4 10.131.6.4% 2013-09-02 14:53:00.960851 SMBY SetInfo Request FILE INFO/SMB2_FILE_ALLOCATION_INFO
1 10.111.47.4 2013-09-03 14:53:09,961397 sMB2 setinfo Response
7i4 10.111.9.31 2013-09-02 14:53:10.080191 SMB2 SerInfo Request FILE_INFO/SMAZ_FILE ALLOCATION_INFO
.41 10.111.47.4 2013-09-03 14:53:10.080751 sMB2 SetInfo Response

&5

T IrRAEE X, VA TREB—E T . A —FAEwRE, BEHXAME
RIFARFE Nagle i3 X o Nagle SEAEEMEIHH A Z AT EHCEEEE, — B WEIFHIA
B EHESR R %, TR 100 EBZEHR. WRKLXA AL RELH
WEFEHIE— i, BHAER. ELRRNAHER— bug $BUH, T4 SMB
FRAJE BT R T BsRIX R R T — IR Db F L4

BETHRY+

FERIEINS
Nagle &%
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EZRFG

84

BRFS

BRAAKZRBLEBRREK —FERGE: “PIiF, REMBE—T Westwood I
Vegas % TCP $LikZ=R? 7

XA A RBUERES . RELH=H, L& HAE, EAABMEEILRH
FrR B IR R S BRI T | T ? A, B TR 1M
HVE, MERRA DEREX LR, B ARG RESAFK TCP Hik.
M2 T RIXEesE, A M TCP BRI it FFaEURE .

B R RGYHER TREZ). FER MR EAFHIEAIFE RFC, TR 1993 4

AEJEHRRIIAT P (TCPAP Illustrated, Volume 1: The Protocols), E#& 2 LLRTIZ S Y

—RIHR %k NP)—Richard Stevens. H F| 1997 4E, XAFHHINAEA B EHIF] T RFC

2001 . FEB—UERXEFERMEMLS, TR MEREZ L. Bt

WT A “IRFEOE” IS, SPEE AT IRAE OELITR, HAREE

WA E: SMET DA BIGAE DELLEE, SO A (A 288 6 5

e ME 1 AT, IFE ORI RRIERE SR . XA F TS DR
F T BNARAL, ARG IR R PTRECHII A A Al 2 i1, SEBRERRRI A/

%R N

20+

19

18

17
16

I ]
&1



FS I S 6 1 A% AT B A A BRI 2 BRAEARFM, mhRAET %KM FAE R
Bk—i, EMRE/NREREE P EUE/N—E, RFC 2001 thR2XFEEI, B
Fa O SO RAEZARIEE DM —F KD BATTUEREREROR T
ik, RAEZONOEST AR KR, BrLlERE DE B RS K.
A LA T A48 R o A A EES:E

B 2 ZEPHZE R 1ok 16 A MSS BERAET Z4, il 3 EHFZEE DR 8 4> MSS
ALERT, YU 2 sREOH SR AT AELLIE 3 FRIFC. ARYE RFC 2001, AT QF
AR TR E 2 (PR ZE A O AePRoE kR 2 Is AL A D {H 16/2=8 I~ MSS, A /5 FF 18
Hahns AEEE 3 rp i 2E A 0 e PRI K B 2 IG5 & U 8/2=4 /> MSS, R
RNBI . IXFEMO LS R B 2 MINEE O 3 Mg KAER, ERAEE
s, BLEixEenty, F ERRAEEE?

;

i

E2 E3

AL A AR BL B34 . ednds —f7rY Saverio Mascolo IR KFIANE
TIEANFZEZ G, AR EMRET . HEENEaRG L H 72 &5
%, HWIEMFRPHIHER OF, FrEREEREER, FrREE G,
G — L REE O L EER AR .. BRATTUEF FHIXMIT .



P 4 FE s fERAEEAR FZE R O#Z 16 ™~ MSS, AdE 4 E£T 4404,
ME 5 E7T 124 WL RFC 2001 5L, P4 IR 7 & DEAR N 28 SO
K 162=8 > MSS. XEREAAHN, HAIE4ET 44N, BSET 124,
VLA & 4 i SEAR AT RELL I S K, NGZAEIG S 5 P E AR LI 5 AR
B —TF, BEAREENZEAET A2 OO CSBXEEETT, il ER
i AR A AR FE I B B, BB e PR AR Y T SR B B R BT . A4 e i
R LL A TE T e ? A TCP WS P IZAR B T ——nT LURE By (A1 R £
Ack KRHES . T RAZ Y Saverio AKX N IRIEH T Westwood Hi%: (24
RS R A R B AIX AR HD, JER XTIk Westwood+.

; /

o0 N LN —

S

=X
-

[ 4 &5

MBHEE ST LR, M EEREMN, BT Westwood BEMEEH 244
FEFATEE, BTN KRR/ IG A O, (e R R e, 8%
RAAEMIENE Z OB (HnEL M%), Westwood I AEAILH HALH. H
B KT Westwood IIFFRARE, BREFRERIIADF L, Lhrp AN,
Fean#h 4> Linux lRABA S T &. —mH “AA” IT 4 A1, Saverio 5
A RWAES . AL HIIT IR LT, RIEMEEAFIL, RIFEE.

X B — N B AL . RFC 2581 W [FIREXGEE T RFC 2001 ST 1G5



wOERE AR, BEE “PIEFOM—F” B4 FlightSize i—¥, I
FlightSize [f]5E X J& “The amount of data that has been sent but not yet acknowledged
(BREERFNFEIE R RRA XA € L, AR K 4 11557
o DB 4/2=2 MSS, Tl 5 il & DEh 12/2=6 MSS. iXER “ & 4 NiZ KT
B 57 fiHE R se AR I, MEE RFC 2581 BHEiR? X220 TR AR KITH
HRRY . RY G EA L XA ) U 453 LA B A E AT, 3 “Could you
confirm if there is any problem with my brain or RFC 2581?” SEUf{HEIf\IEE KZIN A
AR R IER ), MBI XN FEG B8 Bad —AORFIE, BRI
RFC 2581 [ZERKH 1, AHIBH N RIRA R H IBIX A% . 513 FlightSize 2
h TR AL ERIRAE DE, AR EB Westwood+—FHESK HUBFAH E H .

PR R IRATBEBE Vegas B2z, R Westwood H Xt TCP 4T T 4117 ¥E M
BRI, Vegas MIBIAT — AN MBS, AL AL HIA S,
WRAEFAL G A VA TIIER (0. Vegas HUMBEIRA, it Wafs 0 4R e i 5
RALTERE, MTTSCHELIER “HIIEis”. T B MIR tIF R 4s: 440
BLFRT, BOREM RTT CEERMED Hobekass, KRR A AR 0,
R4 TFAG SN, BORATFIEHER, RTT MaAEk, XRHER SR/ Mg 0
T SEIHHBARRAAE T, EMEIEREZN, K%y ELMEIT RTT Hil
B, I LI AR e S T ) A ”

5 EEMEL, Vegas % — UK. F8E. BEENE 7. RITTLAESR
MG T RIETT AL Vegas i, SAEHEHZERE . ERAm, Fh
JILPFBRAERSRE. TSHABEPFTE Vegas MIARFIER, I/ Vegas FIKIX
Tl R R RE BN, B e R R M B, REEFFKT B SR
WA, X—iP A RERURE I T AR R Sy, i e A RE T EEE . XA
TEOA RBOTE, MR BRIV EMEIRE, Wb, WAASE R
LR TR — A% AR R HLER — MR E R R IR, AT REw
WM, BJER T IFEEEN—A.

B T ASCHREN ) Westwood Fl Vegas, BHMRZHEEM TCP ik, thin
Windows #4F #& 4t F 1) Compound st [RIHS 4eF T WA ZER 0, Hd—



BT R4

BXFIS

88

ANKL Vegas, H—AHKML RFC 2581, HRIEEEHMZEHREZM. Freli
Compound FERIZ P28, 7ERFFHELEMFTR FA KR . & Windows 7 L,
BRINE UL T Compound $3E SR, AR LR F M a4k 8 e .

6 RAEBRMIERHL LS AR
8 At Wttt ede

it Lsaiorsilie S
C:\>netsh 1nterface tcp show global
Querying active state..

TCP Global Parameters

Receive-Side Scaling State : enabled

himney Offload State : automatic
: enabled

: disab%ed

=

g apabl i v disabled
R C 1323 Timestamps : disabled

C:\>netsh interface tcp set global congestionprovider=ctcp

:\>netsh interface tcp show global
Querying active state..

7 CP Global Parameters

;'egeive—Side'Scalina State : enabled |
: automatic I

CN Capab1l1ty disa
RFC 1323 Timestamps A dlsabled

E6

Linux 1 2 58 WIZEAS [ () A AZ A 4 B AS R 9 BR A TCP 5325, B Linux
kernels 2.6.18 %] T BIC 3%, 1 Linux kernels 2.6.19 | F+4% %] T CUBIC &%,

JEE WRTE AT R 2, BEORZEMZRIEFERERPR T, R — A
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fERE 2L H4ER, BR TCP MREAFBEIINF, Ald'eHCCemttE
¥ors, RRAERFEHRE. AT —FIEHAOEE, w200t g g

UK, RN B EHMNE il —Ff, ERELZUR. "
BxRFE
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BETRS

BIEAEN

—UDP

90

HENRH—UDP

#E| UDP, BLARAZE TCP Kxftb. HEMENRTEF X FIE?

RISCHEENE UDP LR, FrLAIERIES DNS #ifl. B 1 FE 2 RoHIEET
UDP #1 TCP W47 DNS & #IH /M, AT S mER T Y, mMMERT .

5T UDP (i

Ne.  Source Destination Time Protocol Info
110.32.106,159 10.32,106,103 2013-08-13 16:57:52.895422 ON5 Standard query A paddy_

B 1

BT TCP Bﬁﬁm’a]

.106.159 10, 32.106. 103 16:39:08.396 TCP 38541 > domain ‘mmmwmww1mmr
.106.15910. 32,106,103 16:39:08. 396 ONS Standard query A

paddy_cifs.nas
.106.10310. 32. 106,159 16:39:08. 397 DONS sx-mmrma 10. n.ucm
.106.15910, 32,106,103 16:39:08,397 TCP 38541 1 [ack] Seq=39

B2

UDP At AREWMLEEIR? HCRF e RS, BRIGRRMEINE—
£ UDP hisCkH, R A5, BRKEMZEMSFLOERFEE, B8 T,
PTG R T — A

o T UDP MMSCKKEEIEAF] TCP kH—3¥, FrLAERFER/ MRS E, UDP
A5 R EdE L TCP B —uk,

o T UDP#&H Seq 5 Ack SIS, TRgER—MNER, LA ETHE
SEIERKUAE . IXAMUHALE DNS B AR BL1G R R 2.

HRE R B A — R HF, ELRRHRR K 08 .



1. UDP A& TCP —FEAEFXH MTU HIk/h. BEEINHENEIEZ )5,
BT | UDP kA T — 2 T B AMEE MTU MIRHEE 4 73? EXFHLT,
RIETTHIMEZE AT, BRI R R AERK, XA MR,
MR fE. B 3 2 32 KB (S 84E, MR RIXTTH MTU BV T 23 M) Fe

Destination _ Time Protocol
106.15910.32.106.72 13:55:59 I

7 10.32. Fragmented If protocol (proto=UDe 0x11, off=0, ID=008c) [Reassembled in #29]

8 10,32.106.15910. 32.106.72 13:55:59 IP Fragmented IP protocol (proto=uoP Oxil, off=1480, ID=008c) [Reassembled in #29]
910, 32,106,15910.32.106.72 13:55:59 1IP Fragmented IP protocol (proto=upd Oxil, off=2060, ID=008c) [Reassembled in #29]
10 10.32,106.15910. 32.106.72 13:55:59 1IP Fragmented IP protocol (proto=udP Ox1l, off=4430, ID=008c) [Reassembled in #29]
11 10,32,106.15910. 32,106.72 13:55:59 IP Fragmented IP protocol (proto=upP Oxii, off=35920, ID=008c) (Reassembled in #29]
12 10.32.106.15910. 32.106.72 13:55:359 1P  Fragmented IP protoco) (proto=UDP Oxil, off=7400, ID=008c) [Reassembled 1n #29)
13 10.32.106.15910.32.106.72 13:55:59 IP Fragmented IP protocol (proto=upe Ox1l, off=8880, ID=008c) [Reassembled in #29]
14 10, 32,106,15910. 32,106.72 13:55:59 IP Fragmented IP protoco]l (proto=uoe Oxil, off=10360, ID=008c) [Reassesbled in #29

15 10.32.106.15910. 32.106.72 13:55:59 1IP

16 10,32.106.15910. 32.106.72 13:55:59 1P

17 10.32.106.15910. 32.106.72 13:55:359 19

18 10.32.106.15910. 32.106.72 13:55:

19 10, 32.106.15910.32.106. 72 13:3%:
3

Fragsented 1P protocol (proto=upe 0xal, off=11840, ID=008c) [Reasseabled in #29
Fragmented TP protocol (proto-uDe Oxil, of f=13320, Reassembled in #29
Fragmented IP protocol (proto=UoP 0xi1, off=14800, 10=008c) [Reassesbled in #29
Frageentad 1P protocol (proto=upP 0xil1, off=16280, ID=008c) [Reassesbled in #29
Frageented 1P protocol (proto=ut® Oxil, off=17760, ID=008c) [Reassembled in #29
20 10.32.106.15910. 32.106.72 Fragmented 1P protocal {proto=upP® Oxil, off=19240, ID=-008¢) [Reassesbled in #29
21 10.32,106.15910, 32.106.72 13:55: Fragmented 1P protocol (proto=ubP 0x11, off=20720, ID=008c) [Reassembled in #29
22 10.32.106.15910. 32.106. 72 13:55:59 I8  Fr. ed 1P protocol (proto=une 0xil, off=22200, 10=008c) [Reassesbled in #23,
23 10,32, 106.15910, 32.106. 72 13:55: Fragmented IP protoco] (proto=ubP 0xil, off=23680, I0=008c) [Reassesbled in #29
24 10.32.106.15910.32.106.72 13 Fragmented TP protocol (proto-upe Oxii, off=25160, ID=-008c) [Reassembled in #29.
25 10.32.106.159010,32.106.72 13:55:59 1P Fragmented 1P protocal (proto=udP Oxil, off=26640, ID=008c) [Reassesbled in #29
26 10.32,.106.15910. 32.106.72 13:55:59 1IP Fragmented IP protocol (proto=upe? 0xdl, off=28120, ID=008c) in 029
27 10.32,106,15910.32.106,72 13:55:59 IP Fragmented IF protocol (proto=uoe Oxil, off=29600, ID=008c) [Reassembled in #29
28 310.32.106.15910.32.106.72 13:55:59 IP Fragmented IF protocol (proto=ude Oxil, off=31080, ID=008C) [Reassesbled fn #29

E3
2. UDP ®HAEALHLE, FrlZQhNAEREE. m s 7R, X
MNERIETE 6 MR 2T UDP NEHIEFA MR ERN, B EAR
AEEEANGHRIE (6 M. MHLZT, ET TCP WEHRMEMIFMRE, A EE
ZRIA 1 SR,

T UDP [ NFS B4 (LA 4):

_______________ -—X =4

it 55 88 Fo ik A FoX Al
Bt A i 2

& P S AN E W R,
REMKEE—K

NESE W[
& 4

BT

BEERALHM
——{ /B
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BTRY

SRS vy

—UDP

g

T TCP ff NFS B#:4F (ALK 5):

NFSHiifsk

_______________ - X Z8
‘_______-___--_::::::.__——-:————————-:44\DupAck
iR TR R
NESE 5
B5

BV NI FUREERZ AR BN, AT, EmPERsst, —
NEREFEH KSR, UDP S HBBAAIER T .

3. A HURIAFAESS A, SR BRI B . By 2 B BLANIE A4
%I04 sk, REIEMNMLEEE  “More fragments” ] flag. 1 RnJa 4k
EESF, 0 MFRRXERE A, ATRART . R BERFERER KRIX
flag 1 1 UDP 1, B — B EZtx L aAdet R, A TRIERNfF. K
6 /il & NFS Bt 7~28 54y i flag, /LR 29 540 (BE— 2 H)
[ flag.

= Flags: 0x01 (More Fragments) = Flags: Ox00
0... .... = Reserved bit: Not set 0... .... = Reserved bit: Not set
.0.. .... = pon't fragment: Not set .0.. .... = pon't fragment: Not set
..1. .... = More fragments: Set ..0. .... = More fragments: Not set
6

X T UDP sifij BN HIX A% . BRTIRXANIEAEBRZ DATR, HX
F UDP M TCP 4+ —HRFLWIZM M 11EE. TH T UDP T/,
AR TIRERBKR AT Z. TREAANER “UDP IERELL TCP 47" Y,
PRAT ARG E VR, “thARR, TREGHREE— NFS ZRHIHIT -7,



Al CIFS X

A S/ it — AN SO L NG B Sun 37 NES. B¢ b NFS A AN F7E
RS b, EREN S RE, ML BAE Linu/UNIX _E#ii4T. H8 Windows
E—fAE A AL ? B R AR 4 ) SMB 13, tR1Y Common Internet
File System (CIFS). CIFS ¥l =/hi4: SMB. SMB2 fl1 SMB3, Hii SMB
Fl SMB2 b 3k .

7t Windows _-fl## CIFS JL=dEsfij g, HEE-ANHZF AR S, 7Em
RS R R - >, HRE TR LT . wE 1 B, fEHALR
fidi b R BN TP AL T LA R E T .

i !

CIFSZ LA E\\10.32.106.72\dest7E IR %38 LikS CIFSZ 2 HLB L \\10.32.106.72\dest7E IR % 25 L ik5
1

WAL Z MR, G24C8A D SIFHR, SBRBLKEHAHHREL
T JLEANEE . CIFS fEAN RSP NIRRT 2, Hinmst ek £ ol L=
TENHL; RIS AL ZE BRI AT LR XM 53 di A CIFS M P sEfEX %,
KBRS IR TR BIRZ KT CIFS REKEH (FiEKFH G
8 B L —4F )

BMRCA CIFS HHMER, MUMTHREMTHELTR. HUOERKLR S
L, B 10.32.200.43 4T IE 044\ 10.32.106.72\dest\abe.txt [, KEHEKR

BT+

st CIFS
X

93



BT RS

gt CIFS
TN

94

HETHA? 1B Wireshark, FATATLHEX ML REEEEER.

4, CIFS HEERT TCP, FrlldbEfA=IBFIFaHEM. ME 2 Al K,
CIFS ARk 458% b i 154 445,

130,450902 TCP  microsoft-ds > S4136 [SYN, ACK] 564-0 Ack=l WIng5535 Len
30.460019 TCP 54136 > microsoft-ds [ACK] Seqe=l Ack=1 Win=65536 Len=0

#2

BT R —/ CIFS #:/E R Negotiate (ThR1). WIRiLett-ale? xR 3
HIJEE R, AT W& P o4 @ O S0 4R BT A CIFS A, Holn SMB2 A1 NTLM 0.12 (H
TETH SMB2 X bk, £ FRBANHRE A SMB) %%B?;%&%H&%%%o

No. Source Destination Protocal Info.
10530645 b, 3. 19,73 VIO ARGEE Negotiate Protocel Request

E m&uﬂm Gcnﬁ:e :
& SMB (Server Message Block nwtuml)
i# SMB Header
& Negotiate Protocal Request (0x72)
word Count (wCT): O
Byte count (BCC): 120
@ Requested Dialects
@ Dialect: PC NETWORK PROGRAM 1.0
# Dialect: LANMANL,O
@ pialect: windows for workgroups 3.1a
@ pialect: LM1.2X002
@ Dialect: LANMANZ.1
@ pialect: NT LM 0.12

@ Dialect: sMB 2.002
@ Dialect: SMB 2.777

3

R4 2Bk B SR SR R R R A B B A% . WA 4 dhafsn, RS
PLEFRJE NT LM 0.12 (SMB), X8 T ZIRSS 85 A 37 FF SMB2.

W m a9
610. 32»&0& 72 10.32.200.43 07‘34230 461026

S { RN

word cnunt HCT) '
pialect Index: 5: NT LM 0.12

& 4



PR T h i Rt AT DAL CIFS RRAAHSCH R T o bLan3RBe 3 Hrhn i
ST I, A ATIAB N IE dn T ik 2 P O A IR SS- 8% C Z 1A A SMB2 {5, M
P B FIARSS 2% C Z M H SMB {5 . RMEBUREE A M C _L#EH SMB2, i
7E B L HEH SMB, XFEREAED R AR R4S R .

M IRAZ G, #tAl BLESL CIFS Session 1, W 5 ik

Session Setup ] = EAES 2 BRI E, H 77 :XH Kerberos fl NTLM (&
Bt 2 2] NTLMD . X F 7 AR B BB, ReENE R XEZINA.
fctn P HIAE VT A T CIFS HR%54%, 18] 818 AT BEi & 2E7E Session Setup.

Session Setup idJ5, FMKEHDLITIFN0.32.106.72 T . £ FREMEZITIT
\dest 3L, WK 6 FiR, XNERIEFRA Tree Connect.

No.  Source Destination. Time Protocol Info
11 10.32.200,43 10.32.106.72 07:34:30.470888 SMB Tree Connect AndX m _ Path: \\10.32.106.72\DEST
12 10.32.106.72 10.32.200.43 07:34:30. 471797 SNB Tree Connect Andx Respons

server co-ponem : SMB

[Time from request: 0.000909000 seconds]
SMB Command: Tree Connect AndX {(0X75)
Error Class: Success (0x00)
Reserved: 00
Error Code: No Error

@ Flags: Ox81

# Flags2: 0x8801
Process ID High: 0
signature: 0000000000000000
Reserved: 0000

@ Tree ID: 63 (\\10.32.106.72\DEST)

E6

FATFIX P Tree Connect 2, A MH{ERIE B 24 /8RS 45& A ] Tree ID (40
B 6 TR ). M 5% P ik BEA B IX AN 1D 2510 1) /dest L7 H R A1
. X FERGE R, HY)EE e —LRE .

HEREIR 1: RA R TRt B F, 242 7% Tree Connect iX—# 5K ?

B®R: A Tree Connect FHAKIEMR, T LLRME R ICAL la] i FH 7 i

BETREF

gl CIFS
X
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9% Tree ID. K AR TAF 4 T K Create B1E5E K.

HORL A 2. SEH P 22947 7\10.32.106.72\dest\abe.txt, 1 S L AR FHAT IF
\\10.32.106.72\source\abe.txt, 2 FE—4> TCP &#15?

B BAWLE, £ TCP ER LREYERF £ M1 Tree Connect.

i1 T Tree Connect AN SEZITUREE abetxt T ? HSERER B LT, #HEPERE
P EERS LEWREER. & TE 7 RREERM W2 AM1E85E CIFS
HIBRRT .

:ma
Tlﬂ&ﬂ? il‘ilﬁ
L1700 mm

m

g m-m "“'_;‘_i;‘ l/mnmrsmxm _
m n(mmrm.mm o

| 2910.32.200.43 10.. (07:34:30.511889 M8  Trans2 Request,
”lﬂ.ﬂ.i”.n '10.32.200.43 wmmm “ Trans2? response, FID: Ox003F, mm

E7

HM 13 53 68 SAMBELE 7 irmMmEa, B 7 AERT —/E
g, BAICHH WA HRIR AR . XU ER T CFREA R b
R REY, A XHRENEESE. E4F SMB2 XA A k.

BEHEEEE TSR, 3T 69 5% T FF| Create Request \abe.txt |
LI 8).

E8

Create #& CIFS FIEH EE M —MEME. TR RBECH. FTHFHZ, BRI
G, WHTE Create. HIERANTE AEANBEHEIE “Access Denied” iR,
R 5 U R “File Already Exists” 288, #82% H Create XM E, &



HAANSE I KT Create [ 4N T Hi7R.

HREE 1. tnR\dest BIAUREEE I A FifE, {B\dest\abe.txt BIHBRE
KIFZERISE, BAITFN0.32.106.72\dest\abe. txt B2 L sk ?

g, WERAZH T SEFT FR\10.32.106.72\dest, BLAFE “NT Create \dest” iX—
G R Access Denied 4, 4R TEiEFE— 4TI abe.txt T . MUl E HEEAE
HhHEF2 46 A\ 10.32.106.72\dest\abe.txt, WA PABKIE “NT Create \dest” X—25, Jt
UANSHEMTHRES . gt vl n] LEEATH 7304 abe.txt, AFTAIF _EFCfEk
\dest, XNEERATAERIREZ NEAEAFIK.

#EHEER 2. Windows # Backup Operators 4B &9 P &R &4 FiE 32
%, BEXR—EFANRIEXH. BRSBEELANE—/IHARREEHN IR
E: N

BR: AP AEIX AT A BIFAE R ARLL, #RMKEE Read #RAER TN . &
TR BAE T, B HIIHRTE Create &K+ [ “Backup Intent” ¥4 1, TIEEMH
i “Backup Intent” ¥4 0 (WIE 9 FizR). ARSS 458t /2HKSE Backup Intent ik
SE ST AUV Il )

@ Create options: 0x00000040
...0 = Directory: File being created/opened must not be a directory

....................... .. .0, = write Through: writes need not flush buffered data before completing
...................... .. .0.. = sequential only: The file might not only be accessed sequentially
. = Intermediate Buffering: Intermediate buffering is allowed

.. = Sync I/0 Alert: Operations NOT necessarily synchronous

.. = 5ync I/0 Nonalert: Operations NOT necessarily synchronous

.. = Non-Directory: File being created/opened must not be a directory
.... = Create Tree Connection: Create Tree Copnections is NOT set

.. = complete If oplocked: complete if oplocked is NOT set

.. = No EA Knowledge: The client understands extended attributes

.. = 8.3 only: The client understands lTong file names

.. = Random Access: The file will not be accessed randomly

.. = Delete on close: The file should not be delered when it is closed
.. = Open By rﬁuo OpemyFﬂeID is nor set

O d or e
.. = Reserve Opfilter: Reserve opfilter 15 NOT set
.. = Open Reparse Point: Normal open
.. = Open No Recall: Open no recall is NOT set
.. = Open For Free Space query: This is NOT an open for free space query

&9
FREE 3: MREBAAP—EHEEEXH, CIFS afibiRimae?

Z%: 1F Create 15K Access Mask fll Share Access Mask PF§M% T .. A%

BT R

&t CIFS
X

9



BETREF

2T CIFS
tis

o8

o iZH PR SO R R G B 5D, EE R ZH P R A E S
St . 2848, P A RIER Create iK', Access Mask &
“J+5”, Share Access Mask & “i”, F/nHAERME, FHEN RFHAMAR
. s PR B k1% Access Mask A “iE+5” [ Create iHK, I
#l| “Sharing Violation” #i%, FX A AARFHMAS.

10 P[] Access Mask H 2.

= Access Mask: 0x00020089
Oias waee svae ases sess sass asss sne. = Generic Read: Generic read is NOT set

W0it wivs srav sees wase sere ewes aees = Generic write: Generic write is NOT set
wo0u cves vaun sees sase suve sess ase. = Generic Execute: Generic execute is NOT set
eerD teet tuiie seis tees msee sens ... = Generic AT): Generic all is NOT set
v ee0h ety sees taee saes wene ae.. = Maximum Allowed: maximum allowed is NOT set
ved@ ot heie tevs wees sese ..., = System Security: System security is NOT set
vee@ bevs tive wees «ane s... = Synchronize: Can NOT wait on handle to synchronize on completion of 1/0
wee Duit sied sein dess 2a.. = Write Owner: Can NOT write owner (take ownership)
we a0it Ll il sail i... = write DAC: Owner may NOT write to the DAC

... = Read Control: READ ACCESS to owner, group and ACL of the sID

Wee esss sees 2ves = Delete: NO delete access

........ e, o +ve. = Write Artributes: NO write artribures access

.................... . = Read Attributes: READ ATTRIBUTES access

oo aaon! antn coe iz . = Delete child: NO delete child access

«.0. .... = Execute: NO execute access

«..0 ..., = write EA: NO write extended attributes access

««s. 1... = Read EA: READ EXTENDED ATTRIBUTES access

«-. .0.. = Append: NO append access

.v. «.0. = Write: NO write access
1 = Reat: READ atie

& 10

A& XZihkeis FlP KI5 R CIFS WhilEe). A& p A SRAEH 411
a9 ML 5 135 9 R, e Word F= Excel, 12 Notepad #7& A .

FHERE 4: CIFS MfARIELE IR R — Bt ?

BR: BT L E SO R AAE A, 55 58 5 P IR] 2 (] R 95 4% i o
KRR M, BRRAVE RSO, #E U E B E R RRME Rk, B
#BEI AR . R, A EBIRETOR, NRERERAER LT .
Y HA MNPV RSN, R WA R Z e, EEREREZA
F 7 v el (6] — S 1 L T AT 6 B BRG] . CTFS SKH T Oplock (HL&x8t) kA
WIXAN A . Oplock i Exclusive. Batch #1 Level 2 =## /& . Exclusive ik
E2%4F, Batch AT AERIEMZESF, T Level 2 R AAVFELETF. Oplock thjE7E
Create "SEHLH, WA 11 REFR, ZE T Batch ZAIMHL2B, Ror
fthmT AR A BT A 4 -



T X ed (1544 bits) = f
@ Ettmm: Wsa’n (nc ‘*Jellui mm utr Dﬂ'l_ﬂzlﬂfll Wmaumm :
mmmhmm;&aﬂ 72 (10.22.106.72), Dst: 10.32.200. .43) -
@ Transmission Control Protocol, Src Port: m:mﬁl't-ds 44s5), mm mm(snm‘ sug 3524, Ack: 3063
“ NetBIOS Session Service o
= sMB (Server Message Block Protocol)
@ SMB Header
[ NT Create Andx Response (0xa2)
word count (WCT): 42
AndxCommand: No further commands (Oxff)
Reserved: 00
Andxoffset: 0
oplock level: satch oplock granted (2)

1
AT U # Oplock M TAET S, BAMBB —MaF KU .

1. AP A H Exclusive/Batch 8T R0, RIGEA TIRBIESI A E.
2. P BRSO, FTLAUR T Create iRk 48 IR %558,

3. SR Uk R4S 2% 240 A 1) Oplock, H#EE[FIE B [iEK, # B i A3 4
A BEEMAE (BEEEEREEA . FtRSSEm A Bl
Exclusive/Batch 4, #tik Level 2 #ii.

4. A SLEEZEAF BB SRR BIR S 4 1.

5. MR%4545 B [FIR Create Wi, [RAf#2FH Level 2 8. B £ FRE RKiEIH
K, MR 3 A BSUSRISCHFRZE.

BT Create X—, FEE TCP ML OLIT % 0.093 #. BRI LR
i, (HEEREMN S EEHRRK— B E T . X B e SR K1 NFS k4
ALY 45 /> 64KB [HERAE, A b AR ERIRIZE R4S, AT WL CIFS #hillfy
TR, KitREE -8 E, a7 EH— IMB SRR 1024
N 1KB MIXHRIRZ, BREMNMEXDRE—HR? 7 REREZEES/N 42
AL PR 2 I I ZEBARE (e 4% T Lo — A IMB 0 R EEWES —Ik, 1
1024 4~ 1KB HISCAFHI T2 1024 K.

MBS 71 FFh, SEHREATHILT . W 12 FizR, CIFS MiEAT AhF L&A
NFS JEFAL, RIS offset FFHUGIE—EBRMFH . LMHHAR “Ineeda

BT+

gty CIFS
1730%
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BT @&+

St CIFS
I
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vacation!” FEMELE HEE H, UlBHERIR & A NE .

12

EHRZ AT ARNEH N ERENHRE, DA L5504 feH
ok, Hodn FELASH RS, 7T REIR 2 8 Y

EILEEE 1. A SMB #hiiE—1 4, Windows XP #1 Windows 7
MERMBFARE?

BE: WEHIBRERRE RN, MRMSTIICHRFFREGTFL, HRK
B BTt 2 T, BA AT BAFHN LT Windows XP Fl Windows 7
HIEAT A Z I, RIL Windows 7 HIfiA Frfidt. Windows XP & T —/Mitif k2
JEt et PRAERE, WIS EHR T —NEEK. 1 Windows 7 /A LL— 1
SERHEBANEER, BB NFS —H. FHZEXHAERERS Lk F—A X1
oFE, P ZRTE Wireshark F1—H T4K.

Windows XP [f] Request 1 Response ZAZ & (WA 13):

m D: 40 b 5
m ‘andx Request, FID: owm m«o It offset 61440
M8 Read AndX Response, FID: Ox016a, 61440
SMB  Read AndX Request, FID: Ox0ifa, 61440 m at offser 122880
M8 Read Andx Response, FID: Ox016a, 61440 bytes
M8 Read AndX Request, FID: OXO16a, 61440 bytes at offser 184320
292 sMB  Read AndX Response, FID: 0x016a, 61440 bytes
8 Read Andx Reguest, FID: Ox016a, 16384 uyr.;s at offset 245760
sMB  Read AndX Response, FID: Ux016a, 16384 bytes
SMB  Read Andx Request, FID: OX016a, 45056 bytes at offser 262144
479 10.32.106. 72 10.32.200.131 163 '8 SMB  Read ArdiX Response, FID: OX016a, 45056 bytes
481 10, 32,200,13110, 12, 106,72 163 076725 sMB  Read Andx Request, FID: 0x016a, 61440 byres at offser 307200
566 10.32.106.72 10.32.200.131 16:17:04,081086 M8 Read Andx Response, FID: 00163, 61440 bytes

.32, 106 200,13
132 10 32, !00;12110 32 t
217 10, 32.106.72 10,32, 2
219 10. 32.200.13110.32. .\.06
304 10.32.106, 72 10.32.200.
306 10. 32.200.13110. 32.106.
391 10, 32.106,72 10, 32. 200.
39310, 32,200,131 10, 32. 106.
416 10.32.106.72 10.32.200.131 162

41810, 32, 200.13110. 32.106.72 16

=13

Windows 7 ] Requests &£ N—i2 R H K (LE 14):



No.  Source Destination Time Pratocol info

72'10.32.106.72 10.32.200.43 16:13:14.338476 M8 nud N nesponse. FID: Ox0042, 32768 bytes
98 10, 32.106,72 10,32.200.43 16:13:14.33953¢ sM8 uead andx kesporse. FID; 0x0042, 32768 bytes
124 10.32.106.72 10.32.200.43 16:13:14.339914 SME Read andx Response, FID: 0x0042, 32768 bytes

150 10.32.106.72 10.32.200.43 16:13:14.340559 SM8 Read Andx Rasponse. ;m: Ox0042, 32768 bytes

177 10.32.10€.72 10.32.200.43 16:13:14.340572 5MB Read Andx Rasporse. FID: 0x0042, 32768 bytes

# 14
IX PR AR REIR /N I 28 rp AAER AN =51l 704 6/ RS R 22 B A K
(FAREEOAD, —MEFRARRAEZANEIRA GEtE5E). HERIER, KR

HIFRIT R IR A—HE T, Windows 7 FIPERES L Windows XP IR % . 1EMZRAE E4
GO R ZRESTE K, A Windows XP t: Windows 7 58 255 flf 21 1 845 .

E e 2: FIF Windows Explorer M CIFS £Z F&#I3c#, Aft4tt
Robocopy #1 EMCopy Z £/ T B8R % ?

BE: WMREHI—NRAFTRERE AR EZER, (Han RS — ’\ﬂé?j\'?a
IR H 3, IR IXE T ABR L. X2FN Windows Explorer £ZAN
il (GRRD, Xt T AR RH A (247, wmrxﬁ@mm
0.093 R BALHZIK, BEHHEEHRLD, ZNACHHITREORESFHRE.

T P/ & EMCopy 1 2R PRI R G HIF—SC RS R, 5 Eﬁ}]\wﬁmﬁ%

BRI RS (B 15):

Cammand Prampt

15
LR H (LA 16):



BT R

gl CIFS

i

102

L Cnmmand Prumpl

& 16

BILERE 3: M CIFS #EEEH|—1 x4, ARKKEIER—ITBERE, At
AETINENEE F P imA A s R R ?

B WA ISR RS BB PR AR, IR IR
SRS b, AT SR, TG RRNRS BRI RN, KR
EFIAMTER, HIMTM% R, KRR T 2, [ 17 AT M,

{3 eri8152 of b File sfstitabe, txt
107 10 32 106 77 10 32 200 43 15 23 5 3888? 9482 Rnd Responsn
Lens16132 OFF:0 Bil

116 10 52 106 7? 10 3 200 63 15 23 58.6‘0596 suuz urita ntspons‘
58 FELE_INFOSMB2 FILE_BASIC WP

& 17
SMB3 XUt T AR ERISEE, T ASE e SEBUR 55 4% im RO A SR 6, IXHERT
HIRMLEERT .

FRERE4: 7 CIFS £ZE EFY—1 3, ARMMEIFE—XZMTFEF
B, ARG A b RE R R IE ?

BE: EAMRKXHERSE LBV, k0, A5 ERA “rename” #EfE, B
HiEME, BrLl2dEERr. EEE 18 KA, Z#E/E L abe.txt BIY)F]|—A
M\test ¥ H .

No.  Source Destination Time Pratocol Info
430 10, 32.200. 331 10,32, 106,72 17:00:18, 346528 SMB  Renawe Request, Old Name! \3br. TXU) NeW Name: “testiabr, txt
431 10,32.106.72 10.32.200.131 17:06:18.447889 SMB Rename Response

M 18



DLiElgE 5: A1t 47 Windows 7 E/2F SMB2 Z /5, iEMEEiRE TIRE ?

B XEE R SMB2 %7 SMB HAMWKE . B 19 BT WL, 522 /i i 2 A
TARE| 10 /M, 11 SMB FAZERETMEREAHSHER.

‘create Test!
VEF 4T, 33 90, &%, 10,37 g Erefly PRIEEY FILE ZHPG/OED FILL B
ESRI0RA00/17. < IR 200i0 w2

s, b3 i 10 RELINIIZ GI8RNE  MMT Gelists REmOEST
«ss 1032, W7 m,mxmn; 13127727, 099007 MA2 o i GeLInfo Ras ¥ i
430 21 B2 #8043 315020, 080550 SEHL G0} NED RO Py, SREGORIED 6, DN 01 7 iel RePILILSSY Cony (2) ol wae fol
4857 10,32,166.77 1&1&1«0.1: DAEAT 0 oo
4442 39.92(350,83 . i
4659 10.32.106. 77 10,33, 20043

Tl EL S TRATY mm (&

G New
e RifIdec Lopy Y3) Of Xitpu 1X1) oF uam TaKE Boc

RRspay : ;
WD /KMAR, FEGRFD. DL F11k: At irertirony (5 of Nes Roldeeioigy 14) of L

18] 0f new Tows Dovummnl DATiGRCI

oy (&) of Tscamy CL} of Yew TaRY Docseent.Tat

et weauesl L oAl GEF 1l FiTEs oatuiivest
ead

2) of uew Fotdeciroge (81 0f Diipe (14) of wew text Duesmens vex

BT

At CIFS
X
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ZECHE

BETREE

oI Lith

AR A BAR, ARSI HATLE, 1T Bgmt. &%+ L4
104 B, BAVIET BEFE TR G WAEFHUATI I IO HCRSE R AEA A A i 45
BE3ES: EH Windows 1 Linux #/E REALHE L UIRNMAZE. ELUSHSY

HE, AEEEAE 20 R R R 5 AT

BIEULAITETIE, SMTERME. EARARANGR, BRATRER 2008 455}t
HAb NFEZ, HE R XA P& B R T KR . Hn it Windows Fl Linux
2%, WEEAIAEENTIILZE MY CIFS M NFS L. ABZArS2s At e
I TAETT 3, X R E AT 7 AR R

LI CIFS Pl Beit bt NFS &5 AAD, EEWLIES & “REll” KR
o BN NECKEIH P R

o FH CIFS Pl AEHE ™R, X— SFERTMI GHIMT CIFS Py —xX i
BV LT FF— N Z AT RAR T E 50 ZAEIKE], B4 N4

e 1 .

B 1
o FI CIFS MRS HRIEHRRFAS TRM . W 2 o, BREER



F| F—/ MmN (Read AndX Response) X J&, A R TF—ANiEigk
(Read AndX Request). X 77 311 7 %6 A F 2R AK, B4R AT §E TCP
RIEE DB EH R, —MEEMTRT . CIFS Bt A G 2wl g
B % 18 B 9 2% 77 6 1) PR3 .

Time Protocol Info
130 10. 32,106.72 10.32.200.131 16:17:04.055252 SMB Read and nesponse Fxo 0x016
132 10.32.200,13110, 32,106, 72 16:17:04.055873 sSMB Read Andx , FID: Ox016a, 61“0 byt!s at offset 61440
217 10.32.106.72 10.32.200.131 16:17:04,060227 SMB Read AndX Response, FID: Ox016a, 61440 byres
219 10.32.200.131 10, 32.106.72 16:17:04,061000 SMB Read AndX Request, FID: Ox016a, 61440 bytes at offsetr 122880
304 10,32.106.72 10.32.200.131 16:17:04.065366 sm8 Read AndX Response, FID: Ox016a, 61440 byres
306 10.32.200.13110.32.106.72 16:17:04.065880 SMB Read AndX Request, FID: Ox016a, 61440 bytes at offser 184320
391 10.32.106.72 10.32.200.131 16:17:04.070292 sSMB Read AndX Response, FID; Ox0l6a, 61440 bytes
393 10.32.200.13110.32.106.72 16:17:04.070750 SMB Read AndX Request, FID: OxOl6a, 16384 bytes at offser 245760
416 10.32.106.72 10.32.200.131 16:17:04.072588 SMB Read AndX Response, FID: OxOl6a, 16384
418 10.32.200.13110.32,106,72 16:17:04.072792 sMB Read AndX Request, FID: OxOl6a, 45056 byres at offser 262144
47910.32.106.72 10.32.200.131 16:17:04,076278 SvB Read Andx Response, FID: 0x016a, 45056 bytes
481 10.32.200.13110.32.106.72 16:17:04.076725 sSM8 Read AndX Request, FID: OxOl6a, 61440 byres at offser 307200
566 10.32.106.72 10.32.200.131 16:17:04,081086 svB Read AndX Response, FID: Ox016a, 61440 bytes

2

L NFS BB A XA, W 3 R, 2A0EERE—EEAHET (B
AT AR S A )

Ne.  Source Destination Time Protocol ks
13 10.32.106.159 10.32.106.62  15.402581 NFS
14 10.32.106.159 10.32.106.62  15.402600 NFS

152 10.32,106.62 10.32,106.159 15.414443 NFS
292 10.32.106.62 10.32.106.153 15.425442 NES
294 10.32.106.159 10. 3L1M 62  15,483389 NFS
295 10.32.106.159 10.32.106.62  15.483413 NFS
446 10,32,106,62 10, 32.106.159 15.495391 NFS
S48 10,.32.106.62 10.32.106.15% 15.503637 NFS:

call (Reply In 292), FH:0x531352el offset:0 Len:
call (Reply In 152), FH:0x531352e1 offser:131072
 Reply (call In 18) Len:131072
Rreply (call In 13) Len:131072
'call (Reply In 446), FH:Dx531352el offset:262144
call (Reply In 548), FH:0x531352el Offsetr:393216
p Reply (call In 294) Len:131072
Reply (call In 295) Len:98076

555585553
§§§§§§§§

&3

S4F CIFS fRARBE A NFS 2], %] Windows 7 Hi KM, X P4 ] B4
R T o PRI NFS UM A V&G fH Ty, B SO s o 8 e T8 5.
{HE] T NFSv4 [t fgnE, o2 CIFS #F T . XEeymsng 2t R A+
A e F) .

T REEOR AR BE S, XA R R e P A Y
TR TR CIFS &2 NFS, BMEEMHLES BIMEETTERK. BIEA
KPWEH) NFS PMAEE— NS0T, B75%ifid READDIRPLUS #:/EfR7GH
File Handle (FH), Fifiid GETATTR #{E3k731% File Handle ()/@M, #/5iHid
ACCESS #l READ #EFTF3{F. B 4 87" T READ Z A= MREE DR T
=ANRTT (FEIRI(A]).

BETRES

I Tith

105



BTRYE

P£E Lt

106

V3 READDIRPLUS Call (uply In 6), FH: Ox2ccSbels
: iy;mmﬁy (call In 5) . . 1us;+foumt -etc abc. Txt

In
M €31l (Reply In 292), FH: | . -
V3 READ :aﬂ (Reply In 152), FH: oxs531352e1 oﬁ‘su 131072 Len

10.32.106.62
32.206.159 10,32.106.62
~1410 .106.159 10.32.106.62

4

ML CIFS, XEZn I RAMRE EX T Aid NFSv4 i R T —1 4
FOE S, A “COMPUND CALL” (H&1ERK). 25 b ) LLE 4N KA
— MU RA RS, RERESB/EAE—NMEPESREE, XHEREE MR
I 1) L 5 R TR AE T .

TEHT AL AR 3, (HEIEMEERIFAE S . LR 4 Hi) READDIRPLUS +
GETATTR + ACCESS + READ J4#l, @A COMPUND 43, KEH1ERF W
#| READDIRPLUS [H]5 2 i, /&A% GETATTR #:1E N %45 &4 File Handle
WE? NFSv4 il TR gmfRes 2 “Ae 8" B4R, H %2 READDIRPLUS
HAEFT13 2/ File Handle $1E A @154 GETATTR i§3K;: #:4 GETATTR #1F
530 (1 301 R v X A4 ACCESS il READ. 28 & [RI4% 58 & K A0 IR S5 20, BT
UEFImATRESY, WlREREREHTE.

B 52— AMET 7 MNMEREERE NFSv4 5, COMPUND J5 20 R i =
W e AT L — B . A A XA BB N EPN S % .

i mm File S?l'."l

[Program version: 4]

§ Tag: <EMPTY>
minorversion:
& operations (count: 7)
£ opcode: PUTFH (22)
# f1lehandle
opcode: SAVEFH (32)
@« opcode: OPEM (18)
opende: GETFH (10)
# opcode: GETATTR (9)
oOpcode: RESTOREFH (31)
& opcode: GETATTR (%)

&5



Vi5E NFS (&g, BAVEELESR CIFS ELRBEHRMA AT . B
TERIMOIR DR SERIE T, (HREERXT CIFS sl b, 4 Fr1e L2
—%, ERERCLZETI NFS YRI5 T . 7€ Windows 8 1 Windows 2012
BT S FE BT CIFS A SMB3 |, HBR T 1R 238 B 24 i) e 3K B0 S i P 68T .

AREIRRZERIER GHT CIFS i)y —3CHREI “W W& 37 KIHE
F? L@ CIFS H il abe.txt, SRSEHNGFI [ — H XA abe-Copy.txt i, M
ZamE 6 fras.

90 10, 32,200.43 10.32.106. 15:23:58, 533500 SMA2  mead Regquest Len:lE152 OFF:0 File: sefsliabc, txt
107“!210‘.77 1931200- UBS&W SMB2 Mm
10910, 32 .43 19 1086, 2522338839020  SMB2 write Reguest Lent1&1SZ of £:0 File: refsijabe - Copy.txt
11610.32, xos 77 10. ! zoo 152 23 58, mm !ﬂl cﬂn Response
117 10.37.200.4) 10 106 15 58. 640827 1Info Request FILE_INFO/SWB2 FILE BASIC_INFO File: rmfsiiabe - Copy.txt
6
PR ». ) > #
I B 52 ARG G A SE B R IR

1. % i ROXEE REG IR 5548 -

2. RS BACCHNBREIRL % i XL A BB N AR P 3 ) -
3. &P At A AR K SO A RS B IR S5 % BT S abe-Copy.txt

4. M55 a5 HIN SHRAESE AL

RIS, XHRREEE 2 PR 3 PR EREH T AR, 2R
TR SERVEI . Ak SMB3 #iH T —/MY “Offload Data Transfer” [IZhfE, fE

1. 2 P i i iR 95 8% ROE A K -

2. RSB WE T & WK token.

3. & A FIX 5K token 4R %5 2E K HiE K.
4. MRS EHIEERGH LA .

5. MRosa%iURE i E il 4 5E .

BT+

AT
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BT/

Pt Lyl

108

B 7 R T IX PR R 7 R 2= JUau%i@jxi#WﬁH’J/ﬁﬁ

= Windows 8

7
AULAE SMB3 SRR, FATRAEMZ AR T L5554, SN
BATHBERZE |, PORR SR 2 RS B CTer T B2 H—AN A,
AXHERERIPRTHRAEZAEH TR, IRELZR AT I/ERRb R A2 ) LA GB HO%dhE, i
WIER . FERBRULRIN G, X MLHITERE — & MLt T AR R

SMB3 5 —MER B 275 CIFS JZ558 T fi#kdy . 5 34 CIFS AR,
—> SMB3 Session 7] LAFE T £ 4> TCP i&#:. Wi 8 fiias, Windows 8 filR4s 4% L1
PIAN PR, AT RAA» S AN SCA R S5 2% BRI PAN-R S TCP &4, RJ5—4 SMB3
Session HiAETXMAMERELZ b JHP—/> TCP R HI MR, WK
i, SMB3 4k n] LAGRSEAFAE .

___________________________

=N Windows 8

& 8



BB K ARIREZE, A TRE BHANSE, FrilziEspscr
PR T RS, Eetnist, R E SIS P AR — N RS, BRI 23361
SRR B . IR SR AR E H P RV Rl F—AN S, FRERA
AR EEAA RO R MERZ K. SMB3 $2H T—/ M BranchCache [IHLHIRAR G
XA, 4R R SR — N PO RRZSCER, SCEAR B &, R
SRR (AR L RS 28 1) . B FRBOCHRNE 4335t SfAg oAt Al
iR, shAT LB SO B IRSS 2% LR B T .

XAHLEIVT L2 B ATE” RS, ARSI = R S XN T
fE, HPERERAERIFR, 2RI T SR K& FR % 83 HFF 32

5 AMEARIE SMB3 [1—/~ “Continuous Availability” #5¥E. PLRTIR %
IR SO IRS 2% SRR S HF Active/Standby CHETAFHL) B, BISCHEARS 23098
APUKIEERER, Y— APk EHIE, BERTR DI BIRHLMHLL o “BIRS” XA
il sefr ERA B E A GEER, KA SMB3 Z A CIFS MRAIE -8 KHME
RIBAEN K ATES, B SER N LR IXE R, FrolRE Mg
PRAEVT R, AL P IR A — K.

SMB3 X SEHIME PR TT RIS R BAFBIRE S L, B LUBbL Sk K
AT LARAX R R, XA, ROEEMB B T —Falfg. b T 7 (EEEAE,
BT —AmEE, W9 PR,

BT R4

Pl Lieh

109



1. Windows 8 & P sl il MLk 1 V7 1) SO, A2 B SO B A5 (R B R A7

R
BTES 2. WSk 1 RAMNE, PIHEHS 2 b, Bk 2 WS RS .
R T34 3. Windows 8 JHRREBIE %0, PWHLK 2 A& THLK 1 (.
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DNS /MEE

A—EHR, AMBMESRELECH, thRLERRSICHFE.

DNS Mt R X —FEAR. YRENMBE LWMA—AHRELN, L
www.example.com, SRR ZIRE AR BIRS 2, W25 A DNS #iT
B 1P #hhb, FiEad 1P bR BIRS A ANEEEASHRAEMIRE,
SEANFAGEE FHF DNS. HwndT FFAw dfih, Mk S ERBIERE, @5
Sk %E DNS #£ %] Domain Controller K3 5 i . BAZ KM B, WRAF—K
RIR K2 DNS, tFor AR .

FRFHEMEICA P H 192.168.1.101, DNS fIR%-2% IP 4 106.186.28.239. 1%
E4TIF www.example.com B FEHHN T &, BEEEZIE 1 Bt #2.

No. Source _ Destinstion __ Time _____Protocol Info

1
ZilA: “iFn) www.example.com ] A idFK R A2 7

RS-2%: “JE 93.184.216.119.”

RIBIP 25, 0BT LR 93.184.216.119 £ HTTP EET . XA F
FhEREIM A (Address) 0%, FREEMMNIR A @HTE] IP Huhl. W RIRE % 4 EE DNS
i, BEFFIADHANER K.

o PTRIZR: 5 A RKMIHAEA R, EREM IP Hikbf#4rR)E4Z . PTR A1t
AVERWE? Hodn IT #1TR B2 R EAHLEE 10.32.106.47 F1 YouTube
Z [ HEREIR A, H nslookup —#F PTR ¢ 3% w40 18 J5 K 2 i i 7 _H B
B ES T (LA 2).

BT+

DNS J\RhE
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[too:@shiﬁni ~1# nslookup 10.32.106.47

Server: 10.32.106.103
Address: 10.32.106.103%#53
m‘* 47.106.32.10.in-addr.arpa name = linpeiman-laptcop.nas.com.

[[You have new mail in /var/spocl/mail/rooct
[root@shifmi ~1# [}

DNS /\FhE
A 2

Mgt R T (A 3):

112

Source Destination Time Protocol  Info , —
170 10.32.106.150 10.32.106.103 2014-07-07 ONs standard query Oxdead PTR 47.106.32.10.in-addr.arpa

vk m__

% Frame 170: mm-ﬁn—mu (680 bits), 85 byres captured (680 bits) -

4 Ethernet IT, Src: Intel_dd:4d:e2 (00:04:23:dd:4d:€2), Dst: Vaware_al:58:41 mmss-a-m-n)

¥ EnTernet lrm! version 4, Src: 10.32.106.159 (10.32.106.159), Dst: m.!z.:os.m (10.32.106.103)
mmwulrmhwem 32829 (32829), Ost Port: domain (53) . - TR I

&3

e SRViEXK: Windows I BE 53 BRFHI5G0 SRV i3k, BUAEHe s B
PRI, LI BRARANEIRA A R I nas.com EHWL DC, HEMEALA &
ik 754 Idap. tep.dc. msdcs.nas.com XA~ SRV ieFMAI LL T« w1 R
’Eﬁﬁﬁ 7 1 DC, ‘%TE'. nas.com Eﬁlﬁﬁﬁfﬁﬁ@ Eﬂ—f K 4 Eﬁfﬁ]ﬂﬁﬁﬂﬁ@

Command Prompt ryl llll|

2 \Ons lookup
Pefault Server: dcl.nas.com

fddress: 10.32.106.103 5
¥
> set type=SRU -
> _ldap._tcp.de._msdecs.nas.com - '
Berver: dci.nas.com -
Address: 10.32.186.183
| ldap._tcp.dc._msdcs.nas.com SRU service location: u o
priority =8 L
weight = 188 I *
port = 389 .
sur hostname = dcl.nas.con i
| 1dap._tcp.dc. _msdcs.nas.con SRU service location: ¥
priority =8 _j
weight = 188 |
port = 389 LY
sur hostname = de2.nas.com B L
| ldap._tcp.dc. _msdcs.nas.com SRU service location: -
priority -8 LW
weight = 188 .
port = 389 i
sur hostname = enc-3xjfhSsygog.nas.com I
Kdel.nas .com internet address = 18.32.106.103 a
c1.nas .com internet address = 10.18.18.183 L
Hc2.nas.com internet address = 109.32.106.113 §
2.nas.con internet address = 10.18.10.113 |
exit, L
b= g |

% 4



Mg ERMT LE 5:

A s
W

2 NS m_}w‘uﬁmﬂwwww% Lwﬂgmmw% e

31061031106.103 10.32.106.15% 2014-07-07 07:04:03 DONS mumrm.m snvoa.oom »NAs. ¢ !T‘*
S E—— . -
& Frame 3106 ‘mmnﬂﬁﬁﬁpmmm

s = 2
________ ) ommss q:um} Ost: Antel_de:4d:ez (u:u.za-mg«m_ L

mmmmm"::ogw o s Al i . . DNS /J\ﬂ-g
&5
o CNAME i2®: XHh Alias i, MEMLMER. knkmmss 113
10.32.106.73 [FAFHE LM T (www). BB (mail) A (map) AR%. B
6 &z % 25 7E DNS PR E, Hd www B9 A id %381 T 10.32.106.73,

EE P40 5% mail Al map 76 T www. 2578l AiX 3 MR 4R,
#4971 F 10.32.106.73 L.

4 T EAE R BIWE ? 247% /7 Ui 25 ] mail.nas.com 8¢# map.nas.com i,

DNS fR 452838 it www.nas.com 3] 10.32.106.73, ARG RR LR A B
7 #& 7 ) mail.nas.com B4

AR H BT 10.32.106.73 Ac4s mail Al map 7] LANG ? 48R 0T LG, {HanREK
BERARIXA 1P Mihik, BEAEFAYE DNS &M www. mail Fl map iX 3 g ® T .
T AEAE A A4 150 T, REE B www — TR TP 34T T, mail Al map #3845
BN . AR T EENE, SEIINZSEVOX k.

T##5¢ DNS WIEEATIfELf5. BATFREE EH LA,



BT

DNS /N &

114

W A 5t 2] 3 1) £ 0 A 7E R T www.example.com i F E| T DNS JR 55 #%
106.186.28.239, H X &R&B[AEH AL, FOARER R TRE - FRA Bk
B, AgiEmE 4 NE R B B R EIE A IR 2 X FEABUR ) DNS
R 55-2%, whidE A RN 4l A% SRR AL 7 (19 DNS R4S 28 L2 ABUEIK . BTl “A
B, HARIREMN—EMERELE, TREAEMNESAEE DNS FEE
B. HEHE DNS iR, EMIZEMUE DNS k44 (8 T— 0 ICANN
MEEEFIMEAZD BEARLER, RJEFREILSE i

NSRS — AT, BATTRAE AR DNS IR&- 2RI T www.
example.com, HIAKUEEREEAMBIN. Gl geL EWBIRIERZE, M
T AUR DNS 4758, RIS SRR S, SR TR R b, AR
P CRIGEIDA) SeRkBURs a8 RGTTEER DNS FR5) EBHREIL R,

BR TIBIAZ 5, A —RERERK T, AR R e BRI R ST 245
Husik, FEANKRAR S5 28 R BUBURR 5585, S8JE MBUBUIR 5588 22-- -+ ELBR [FIARE G 45
H dig fir L “+race” ZHaT LASRIEZ S iR IS AW . K 8 LWL
o ASHEWE BN ERAMIES, EREMTEISRER 2.

; €4 DEG 9.7.2-P2 €O wwm mxanple .com *trace
{1 global options: +ond

i
GEREEEREBARES

d.

g root-se: net .
ﬂ Receivnd 292 hytes fron 196.186.28.239853C186.186.26.239) 2 ns

RZE P AP~ S MU LS BPE
“get. | igHleanple condP SMEBEH.
pet. | UwirechaBERER TR Hido
et | binas server @IPAI199.92 13353,

172
e .com. 1726808 1N NS iana-servers.net
& wle,con. 172888 N N b, fana-servers.net.
|55 Becoiued 169 bytes From 192.26.92.30853¢c.gtld oet) in 31
| REE M insna server TRE]
exanple .com. 86408  IN a 93.184.216.119 ww eample com@IPU3 194215119
| 1e.com. 1722808 1IN NS a.iana~sorvers.ngt. |«
exanple.con. 172808 1IN NS bt et
[1i7 Recelved 185 hytes from 199.43.133.53853¢Ch, iana-servers.nee)/ in 312 ns '§

8



AR AR NN L IE 9 . APATLLERIZEILA 192.168.1.101 K i
T 148, ARBIRERER.

Destination  Time  Protocol lnfo

No,  Source

14 199.43.133.53 102.168.1,101 19:49:12 sStandard query response A 03.184.216,119
9

2 SR IX A YL AN 2 LA 3 R AR AR 22 0 AT AT AR 26 355 v 1 4l
THRKLL .

o BTN BRGETANIESE: “PIWE, PRTEANISEEIRIER? ” HIR
AT 2 RS S A =, SR TSR T Ik AR
REF_E, —REERR, BEREFEREWOFFRERIZTZR. X4
SRR ZBCR BRI .

o ARKE: EMUL: “PURE, HEF— FIETHMBERENL? 7 AL R EHELE:
CEXANEAENE, ALARAT LA A KK TKE . " ERERBKE,
fRT I BIRE KNS, BENNERRABT . X RIS EN,
AR A b — P RIE R

Bi5¢ DNS I T/, BATERINREHR—MEA AR, 3K DNS

AP “Isilon-Cluster” fI[Fl% A g3, 2% N P #ibk 10.32.106.51 Fl
10.32.106.52. 43R iELEHATH K “nslookup Isilon-Cluster.nas.com” i, $F]
g 2% Gt & 10 Bz o

1 10.32.106.159 10.32.106.103 15:12:55 DONS Standard query A Isilon-Cluster.nas.com

& 10
AP UGR [EN TP bk R —FER, (BB R BRPATE =K

ETRE

DNS R} E

115



BTRE
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nslookup, %5H &R —IK—HFF, Xl DNS fIfE# T{E (round-robin) £5z{.
AR LAT 2 R T . LA M 10 & Web %55, HHRA
BRATLAZE DNS HLAIZE 10 4N 420 48 FIX LIRS 88 10 [P i T AR %/ i A 5
M5 RIGF AR, T H— RS R e —A 1P, FrLLRERE R asy
B CE] 10 & Web R4 1o BEE R RGMMAT, AN 75
B AMRRE, Hn A b 445 2 AERE B % Tsilon.

¥ TIX24 % DNS (0415, MEABRARGE? SR8F, THEAD.

ISR A B AR —FF, DNS bthfrfe i3, hudi e T
193844 /& www.cmbchina.com, {H /2 www.cmbchina.com.cn 1 www.cmbchina.cn
HIA—E B THT . WFSXPIN R BTG S MRFRAT — PRI R, il
RE B EHE 7 F P O ERAT IR S AR .

-
WiAR DNS RS CE R B R AR K S . thinE X7 M uhn B8R
T IE#i¥4 www.cmbchina.com, {HHF DNS iR4%4$ & B EEHIK, |
AT REMRAT B — AN F PG TP,

B RAC T IEMA) DNS fR4r4%, thRARRETHA0. tHamEMEK DNS
SanEBZENBEZ R, WEB/AATRE.

DNS BT ARk S, BRI R4 . 41 DNS BRI #AR
b Ak, FHZRAEPIT “dig ANY isc.org” (f#HT isc.org IFTAE{E B
£, BT L 6 560 H 2203 K R A 25 A7 O 11 S Length: 25),
i 11 SARER PR HEEES] 3111 F35 (LE 12 EERK Length 3111),
TEARTBUK T 124 £,

No.  Source Destination Time Protocol Info

6192.168.1.101 106.186.28.239 18:20:05 DNS Standard query ANY isc.org

11 106.186.28.239 192.168.1.101 18:20:05 DNS maerM‘w‘m

B 11



No.  Source Destination Time Protocol Info -
6 192. 16!.1;101 ios.m.zn 239 1!"20’0! 'DNS  standard query ANY isc.org

Ethernet IT, src: 5C:63:bf:71:lc:dc (5c:63:bf:71:lcidc), Dst: dO:df:Sa:cf:
@ Intennet Protocol, Src: 106,135.28.239 (106.185.28,235), DSt: 192.168.1.101 (192.3 BTRY
@ Transmission control Protocol, Src Port: domain (53), Dst Port: 56344 (56344), Sec
@ [3 aeasse-bled TCP Segments (3113 bytes) 08(1410) '9(1410). 011(293)]
[Time: 0.208387000 seconds] DNS /gl

Length: 3111

& 12

B 6 BB S MIERE R, Wk DNs | |/
W58 3111 SIS . RIS, B2 R SRl B A R —
SR T .



BT R

— AR
W—FTP

118

—PEeEN—TFTP

PRVFHELIARS, FTP PMYAE 1971 ERHIL T o 7EARRT, BUACHI ML HRALIE
BAH R, Frll FTP SE2A M2 F G HA

TP ABBRERE, ZEE T Abhay Bhushan, ZEANIE 55 ) M 4%
P SGER B JLF 27— B EKSE TF2)f, Bhushan B & 79— 2 4% #k18 L
fE4y. BRFRK TN, H3EF5 L Bhushan #3Zi23h, JUHMK DR fE
AZT0 (RENGHHSEHLRI¥ 2 & Alan Turing 2 A7 K BAEH) .

— A Z PR S ), —E RAREEEN. FTP M A4k, #t
FEF e P Bt s i 4 sUSEBR T U AR S —— 2 7 o A T RN P 2 G,
ST ARIIR 4588 AL SO T s AEEER P 2 M ESEAH (B4 FTP). FTP
W RAERE S, RHRBREKMS: A ENHRRERE, BATLLL
R4 a8 KA MR 5, H3hE FTP #EH &R /. X542 BiLUE4 FTP
i/ J& NFS B0 # CIFS, A2 K ok i ST R 5 Jn i 5.

— AR HRERRE, FARKREENREROT R R, mRRIT —
ANFTP MM, EF—EHaWMAERER, UHEER O SHER E. ERNE
BEh, RN Windows & im¥ xR T —IK FTP k5548, RE FH T —4n
linpeiman.txt {1 3CfF. BAVEREEFEEFHERE (LE 1.

C:\>ftp 10, 32 106. 112 -
Connected to 10.32.106.1 al
220 server_2 FTP server (EHC SNAS: 8.1.1.33) ready.

User (10.32.106.112:(none)): linpeiman

331 Password required for linpeiman.

Password:

230 UNIX User lmpellan logged in. -




BT REEGFARMOMEC, W="CLFMENT LK 2), 2% i
RERIZKBETF . ME—ERLERR FTP R4 K245 O 21,

_Source  [Destination  Time __ Protocol Info mTﬁ*
110.32.200.41 10.32.106.1127 2014-06-12 10:00:40 TCP 53431 > frp [SYN] Seq=0 win=8192 Len=0 M55=1428

—PEEHI
W—FTP

E2
119
PRAERAIHT 54 7+ 8. 10, 11 SAEHIE (LK 3).

‘ el = . =
40 FTP: iasponse 320 snver_z FrP server (m-sms 8.1.1.33) ready

5 54:

MRS58 “HUESLFEZ VTN, E G — FRE & EMC AR K4E6E, R
A5 8.1.1.33.”

7 544

&P e “IRARLAH S 44 linpeiman & 3%, ”

AR55 2% “ARYRIT linpeiman H8 S &5 VR 7

B e “ AR 123456, 7

fR45a%: “HRYIEM, linpeiman B %K. ”



ML B4 A WL, FTP 2B SCMAEH, ERKEID 123456 #8AT DL
Wireshark fi##f . tnRxt 2 ERAER T, MARKAXM TR, 8 FkRkE
EBTRYE H N ECHRERE (LE 4).

: tp> get linpeiiafl.tk
— P EER 200 PORT command successful. (3
50 Opening ASCII mode data connection for 'linpeiman.txt’ (40 bytes).

W—-=FTP 26 Transfer complete.
ﬁp: ﬁl bytes received in 0.00Seconds 41.00Kbytes/sec.
p> bye

/] 20 "21 Goodbye .

=4
BAE T PRI M 2% (LI 5).

No.  Source Mm Protocol Info
- 10,32, mm; ﬂﬁéﬂ 106,112 m% 12 10:00:51 FTP mi mlﬂdz 200,41,208,185
10, 32‘ 200.41  2014-06-12 10:00:51 FTP m m successful,
FTP
FrP

u m 3: 106 112 2014-06-12 10:00:51
nums 1 Wm mz mode data ction for ‘Tinpeiman. txt’
. i i

§§§

m 10 32.200.41  2014-06-12 10:00;51 FTP Response: 150 Opening ASCII mode dara connectic

&5

% “FRABM IP=10.32.200.41, ¥ 1% 208 X 256+185=53433 R I1%L
Wi a (AR 256 HAETFHRHED.”

14 54

%58 “FTBAM, RAZT.”

15 54:

% P “ AR HRAR T B0 linpeiman. txt. ”
22 54

Wess 2. “@tRtET.”

EX AR R EARMIEAR, BINEEE LA 6).



. .32.200.41) AE%B@T}
[ 'n-auswlss'un control Protocol, Src Port: frp-data ( zo) Dst Port: 53433 (53433), Seq: 1, Ack: 1, Len: 41 | 7 i)
FTP pata (Life is tough. wirashrk makes it easy.\r\nm) o
W—~FTP
6

16, 17, 18 SEMBE=XETF, FLXRKESZE FTP iR MRS
A5 KHT 20, 27 im0k 2 8 b i &7 19 53433,

19 54

MRS58 “HIRTHENE CUEAZ “Life is tough. Wireshark makes it easy.”
Al LT 6 RS 7

20. 21. 23. 24 SHNMRETF LR, RRBFEAEMER, TCP EBXHT .

MELESHTAT L, B iR FTP ARS543 69 21 s DAXSUR N T A& hilf=E
B BATIRZ h “IHNEE". AT EAALMBARR, MEHFEL A TCP E#,
BATRZ o “ B B A R, EABREEMAZRMA T . AME
FE T I, BOERAT 1s Ar-RFIZESCIFRS, thili Bogd — M EdinER.
ERFERIXAR —FEBH TR, FA=ZUERTFMNRIEFRAE 7 M, 1 s
RN R THE 2 M, mEBITE REREIE AL B 7
BR T EAMGIT PN E RGO

e ey i S i e i ey el B o e v e e et e i

AL T MRACHS 18]k 187 Bhushan 564 A4 FTP 4% &R BHRE £ 85 IF



BT

— P EENN
PEFTP

122

X, RLEASERAFRGE. RUEAEBBINFLRERNITE, MANER
3% R nER e IR, RABEER AR T . BT, 3
T EE R AR RN T, ALl Abort (#1k) XK TF#H. WR Abort
R e B R A IR R IA ), WFRESSRS M AR . SRS
T RERET, 20 HEED 70 FEACHIRE i AR IFRAA S E S

WR AR K FTP Bl B Bl k5, & & R BLXFRJ7 AR T — A ™ E Y i)
8 —— B T HIE R =R T2 B R a8 m £ 3 KRR (RATFRZ A E S
O, WAR ) 3w (BT KPR T HEEE R, AR RN T ? REBX R LR,
BB —F FTP Mahi. & 8 REWSNBEX FMBIME. b THat
gL R B4, FrUARMINE R G I LRIHE .

24 10,32,106.107 10,32.106.112 2014-06-12 15:58:28 FTP  Request: PASV
25 10.32.106.112 10, 32.106,107 Mﬂﬁrﬂ“éﬁ:ﬁ%‘ FTP  Response: 227 Entering ﬁus’m m (16 32,106, uzem 217)
29 10.32.106,107 10.32,106.112 2014-06-12 15:58:28 FTP mmaa lﬂlT‘im
som 32.106.112 10.32,106,107 2014-06-12 15:58:28 FTR 150 Opening BINARY mode data c n for *linpeiman. txt
il s
8
24 S5

&P “BRAEF g .
25 54

R4S 28 “ R AT LLERER] 1P=10.32.106.112, %i 15 K4 240X 256+217=61657 (1>
A 256 ALIEFHRIESD.”

29 S

% “ AR T linpeiman. txt. ”
30 5.

fR%5a%: “@HirfT.”

LRI B BB AR AR, BAIEEE (LE 9.



28 10.32.106.107 10.32.106,112 1 128 TCP 33001 > 61657 [ACK] Seq=1 Ack=l win=5856 Len=0 Tsval=
31 10, 32,106.112 10. 32.106.107 :28FTP-DATA FTP Data: 40 bytes
; 06. k 3 TCP 33001 » 61657 [ACK] Seq=1 Ack=41 Win=5856 Len=0 Tsval

i . m ]
@ Transwissfon control Protocol, Src Port: 61657 (61657), Dt Port: 33001 (33001), Seq: 1, Ack: 1, Len: 40 —EZHh
FTP pata (Life is tough. wireshark makes it easy.\n)
W——FTP

B9

26, 27, 28 SHEHREEN =KETF, THX—RKEZEmEER BT 123
DA AR 45 S5k U A B KD, BRI IR S5 28 3 0 9 2 R P 47 9 61557

31, 32, 33, 34, 35 SRSERT XHFNERER, RERAEIHERE. R
M 9 JEER AT LA L3 2 LA M 2F: Life is tough. Wireshark makes it easy.

BJGBAE FTP 2 ATHAT T4 “bye” f4 (WA 10).

39 10.32.106.107 10.32.106.112 z;m-oo-u 15:58:29 FTP  Request: QUIT
40 10.32.106.112 10.32.106.107 2014-06-12 15:58:29 FTP e | Goodb

39 54

B e “CRELR MM,
40 S

MRg5a%: “UFH, Goodbye!” (FTP &3 s i LA B . )



41, 42, 43, 44 SHURVIRIEF LR, WIrEEER, el T —IK FTP 4

i & .
BTRE PRt VAR, TS0 5% P SR 33 E R s MR ? 1% FTP 273
BAEA XA ET . & 12 & WinSCP _EH#R &, % Passive mode B 7~
— NEER AR
W—-FTP
(B WinscPLogin ; ' )
124 i IS
Er;:vm;..; [¥] Optimize connection buffer size
:ﬁm‘ mﬁmmz i 152! geconds
G f—
::V“ - oF
- ) S of 1o S5H packnty
| nw S a sl { £
® Ao o O1hvE
7] Advanced options

& 12

it BT FTP 2 /7 Sl % SCRFIX A AR, {2 Windows 77 i fip 54
P RS EhiE. B 13 REAECR AR 2.

227 Entering Passive Mode (10,32,196,112,.218.184)>
tp> 1ls linpeiman.txt

208 PORT command successful. =
158 Opening ASCII mode data connection for 'file list’.

{linpeiman.txt

226 Transfer complete.

tp: 15 bytes received in 9.8@8Seconds 15000.80Kbytes/sec.

tp> bye

221 Goodbye .

& 13

ME 13 FF, JEEA “quote pasv” w& i, I EREA s
(Entering Passive Mode). # FRIZEMNEFE 14 MK, 12 58 13 SEHEH



\

Ho BRI, HRFE T RENE AL ENRANFET.

_ Time
2014-06-16 15:51:43

112
103 2014-06-16 15:51:43 . 227 entering Passive mode 09 10‘.11252!‘ 184)
112 B

BT+

2014-06-16 15:51:48

FTP
Fip
il
FTP
FTP
FTP.
2014-06-16 15:51:48 TP

10.

10.

10.

10.. 1 =
10.32.106.103 2014-06-16 15: nus
10.

10,

10.

10,

10.

ids [ACK] Seg=1 Win=65536 Len=0 TSval=2120 AE%B(JW}
( 1512 mmmﬂmmnmmmmfw ﬂ‘ln |

1 ms-os-zs 1s: n'“FMTAFﬁ' ‘bata: 15 bytes
W——"F1P

125

E 14

MEERFE, 12 5113 SHELEAHRMEHGXR TR Windows 1 —1* bug,
FAE Windows 7 Fl Windows 2003 #BFE 2 T AH [F] i 45 SR « ARAEER BB HE 171 A A4
BERIWE? WRAE M Wireshark RN, LN R RN H XA ) 8
1, FWREGXRECENNENTER . WXNMALERRI, AT LLniE
Wireshark ({141 {f -



BT

R
—HTPP
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ERBZFiE—HTTP

2012 4 7 A 27 H, ®¥RELAHFRL, —MKEWE LA G20
ZEMNIBLT o fbRA T —&HERF—— “This is for everyone”, BHE)B/R7EAT
WKL, Rt LE 1D,

Il Tim Berners-Lee A Eollow, | &

tmbemens_lee

This is for everyone #london2o12 #oneweb
#openingceremony (@webfoundation @wse
4 Reply T3 Retweat W Favorite

MRS ANEs-w870

B 1

fhi /& 57 %/ ) Tim Berners-Lee §f +—— MK E, HRFE (1L
HTTP (TR . SEEAABLE AR T FFEOM > Z A RS, R T
E IT [ 52 _E A —— MBS BT SEHLEERE 1 Alan Turing, 21K B 4 4 A #e )
Donald Davies, 3|7 4EM 24 Tim Berners-Lee, —/NE KI5 ##H % E A K
25, Bndtx BiES FHERHERNN IT AREAY, BREXFKLPEHAE
FINIE, fhthnl AFES Eoilk — 4N .

Tim FrsEBLE HTTP {82 3ATTA K0 5 M 50T F I 48 il A 2448 8T i
SR AIEREVT M), 4R http:/info.cern.ch/. BARXANHHE CLHEHt, ERALE
Al LLFE http://www.w3.org/History/19921103-hypertext/hypertext/WWW/News/9201 .html
BRI LFEMAE.

HTTP M TAETTEA LR, e i RS 2 R — Ml sk, Bk



4B [A] 5 — AR . ARYE AR T E, &P RIENIERSHEIAE S, A GET.
POST. PUT #l HEAD %5 . Hetnde Ml b8 05 i st n) fg F 2 POST Jii.

RAEATTFM BT http://www.rfc-editor.org/info/rfc2616 FHHN T 4, FATHELAM A BTRF

B, KEH HTTP 2l TIER L 2).

] R
Source Destination Time ;
192.168.1.103 64.170.98.47  2013-00-21 16 HTTP

2

1. iF HTTP hillFE T TCP, Frl bk =kEF. NE 2 FIEH AT AE
B, MR4sas NG 5 % 80.

2. 7EE 3, 4 SR P A RS 8 K IEH “GET /info/rfc2616 HTTP1.1”
sk, BPGEL 1.1 B HTTP thill, FRE/info H 3 B rfe2616 X1 .
VASEE S0 Uil

&3

3. 7 SRR BAZIER KN, B4 /info/rfc2616 [N 2R L8 % F Ui o

4. 9 SARE i ) RS A5 E K “GET /style/rfe-editor.css”s 1% css A 5E X
T DT A K.

5. 11 SAEARSBXZIER KIS, HYstyle/rfe-editor.css [ A 28 K25 % F ¥ o

BUIXAE, & PN GET J7iAR 3 7 0Um A ARE =, MTHTH TR,
R~ HTTP GRTH+5, AR BIHMSCKAITEAIE B . B4 S 051, B
HTTP Wi k7E Wireshark #4118 4 frzR . HALE 5 BT LAEG N : IREDEL 1.1
i HTTP i, MIRSS 2% www.rfc-editor.org [{/info H 5 B33 rfc2616 KR % .



BT R4

B0
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experr 1nfo ence): GET /Anfo/rFc2616 HTTR/LING]
Request Method: GET

Request URI: finfo/rfc2616
Request Version: HTTP/1.1
Accept: text/html, application/xhtmi+xml, */*\ri\n
Accept-Language: zh-CN\r\n
user-Agent: Mozi11a/5.0 (compatible; MSIE 10.0; windows NT 6.1; wow64; Trident/6.0)\r\n
Accept-Encoding: gzip, deflate\r\n
Host: www.rfc-editor.org\rin

DNT: 1\r\n
connection: Keep-alive\ri\n
\ri\n
Full request uRI: http://www.rfc-editor.org/info/rfc2616]

& 4

HTTP S LN, i R Rt REAE D S8 LB BURHRE R, T
LAFRATTH 2 Wireshark FIHLE AL . NLBEH BRI, HTTP Bk v 2
AFERRARFD, AW K W S AF BRI A Wireshark f9FHECZ i

PRSNGSR HRGH, BT o — R A i —
2 P i ) SO HEAME R RS 42, TR BN ID. St 28
I HTTP PrsCEERt. TR Kbt )i s GeH L Wireshark 7. &1 5 J& Wireshark
fEMTIEH HTTP BCfFidfE (LB Wireshark HASER S HA—AML, 7R
ik “Follow TCP Stream” HiA] LAFTFFXANE H) o FATAT LA E BRZSCHIRT SR
ID “59J5TSKV78EP0e7AJTV55U093DVG4140QGQQO00ED7PRSEITH30GUV”, i &
BYHAERT IR F 4 “paddy” RN GBS, A1 % T AR BIRB-A5 RIS 3L
PEA%ZE “1am Paddy Lin...” 7EXNEFEH— B RA R, LhinSHAIAIEHES T, #E6e
M\ Wireshark &%,

oot/
i cmimm‘;#

1F- ed-since: Thu, 04 Jun 2009 02:43:48 GiT
Auth I Di umnm reatm="rffa",
op uyzm rhu‘rﬁs‘ slrm;u\v nw thiis"H
va?m AJIV epxzaosznoz urd="/foroot/
centera/! ”JimNCTule%W!zW?PR“ IHIOEUNT,

t7 shifml,shanghai
m A:aixv. . c Iwra Filemover
mum t.engtn

nue wed :m‘l 21 ﬂrs oasgr; 2010
Lin, T am # L
T R LS TR L PR L TR L
::Lim :tnndilyun xhndﬁy Lin. 1 am paddy Lin. 'zuvuwn: HETER |

: me{m« conversation (663% bytes) L] Asct e BBCOIC = Hex Dump €1 CAmays  Raw

B 5



FEFAMFERAR] T GET Jivk, HAEREFEHK. #F5E E HTTP thiltk
FERRA SR S FFE GET, Tim FFRMHE — M BRIk, XESRKNFRER
RETHE RN, EEHLAN—F “BEIEHE” FRRE. (BRI IT i,
BAERRRIR T A B AR R AR R EMRK . UiafEM A0, KERMZIR
HARIFEAFH, (HAERKE ZMEMEREATHET .

Fl Wireshark Kf# ¢ HTTP ju] U2 Ry tR, B h¥MN il R — .
{EA7 4 —AH N N B A ——n AR R i SO N AT LIS MR B,
B EMBFBRIESR, EEFMETRSBRIN? BAE, ERREEN. W
REAERMERM, BARE (REROWT) o] AR E R R E
BERTI T 24t 4, fEWRERRE T AR E AR, @R T H AKX, #£E
FNIE ARG SRR IR P 48 FE D .

6 & FRAE Google FABZR I . M 4560 AT LU 2 FH 2 9 6887 “Max
is the best boss in the world” (Max & &RZWR 14T, A EMICH IE7ERZERK M
480, IR IT #IEXREEERE, Mgt & TN LN HERRA 4,
Pl 1P Hohbib fe 2 B0 — U R Y

Info
54322 > hn [WJ SEdud Wine810.

-0 S-ﬂ&d"diﬂtk?'nﬂl

IR IR A 2 2 o et e “ “‘ ACK1 e -
4 10.32.200. 43 7‘ u& 131,94 12:08:01 WYTR Ismwmlmhmmlﬂﬂmlmmlg

E6

ETERBOAPLNEG, XBEHEN MLKKGEF. RESR
www.mshua.net (XEELHERMEZRIE) HIMTHE. ¥% /- 45H POST
FHEARH P 24 BRI LRSS, CEENSK ELRET G40. EEE 7 K
S 14 “username=wiresharktest” F1# % “password=P@ssw0rd”, #J LA
RISk S ME R ] fEE AR AF . FLb 2k, EAMAR
FRm, BMARWILAEN —KELKMMAEAERRAELR, SRMIMGFLD
SWIET . ATHEFHFHEZFHAXNKSHEARERGE, RESBFED
BT .

BTRE

+RB9EE)
—HTTP

129



ETRES

RIS
———t{ R

130

fas 091nf'le'ldausernanemsernaneauiresharktest&passwurHessuordcquickforward=yesu1andlekey-ls

&7

4Ry B RIS B8 ? HTTPS ik — M ARIESE. WM Google
R NE hitp J5 04~ s, 285K https://www.google.com.hk/, AN F FECyZ AR 47138 R
FEAHLAA T o [ 8 B2 HTTPS R INNAa, HERARS i 2 443, K
a2 T “Encrypted Application Data” H .

oo Scnre " Destinstions - Time ProtocalInfo
118 10.32.200.26 | 74.125,226.23 2014-07-07 07:06:10 TLSVL Application pata, Application pata

10. 32 zon 28 2014-07-07 07:06:10 7TCP  https > 57227 [ACK] Seq=9469 Ack=1594
AWLA-OV-07 Q7106310 TER  H7226 » huips [ACK] Seg=1354 Ack=0322
2014—0?41? ﬂ?‘ *WI& TLsvL mﬁmfm nau. App’iimim Mﬁ, Ap

i TLSV1 Record Layer: App'l1cat1on Data Protocol: http
content Type: Application pata (23)
version: TLS 1.0 (OxD301)
tength: 32
Encrypted Application pata: ad3299f34bb9cf225338d69F105b8b737b3908cf1b83bBac. ..

&8

KEBNF AT EILME HTTPS (N2 5k, B A SCEATEL 2 S8 (3L
SERA IR A CAAED o HE AN 452 W A S R AN D BEARG, BT LU
A BRI AT AT RS . 1 9 2 4 AN HTTPS A, FATIBR T A& & EI“ Application
Data Protocol” #& HTTP Z4b, JUFEXefl—Hia, FAFAE S mET .

Protoco) Infu

No. Source Destination
29 127 0.0.1 12? 0.0. 1 2006—04-14 17:04: 18.535756 SSLVJ Change: Cipher Sp!(. u;;lyptw
31127’4,041, &27‘.{},0‘15 2006-04-24 F.MI!&SWSI SSUIB w‘limim bata
12 2006-04-24 83

Applicarion pata

. 1 C: 127 0. b B :
wxrmxﬁwm wmh S"E m‘ le (387143, m Part: m W’&). K(Q! 12, Ack: 155, l.eﬂ‘ 496
£ /secure socket Layer a
4 SSLv3 Record Layer: change cipher Spec Prntocol dunge c*lpher Spec i
@ S5Lv3 Record Layer: Handshake pProtocol: Encrypred Handshake Message
[ S5Lv3 Record Layer: Application pata Protocol: hrtp
content Type: application pata (23)
version: SsL 3.0 (0x0300)
Length: 416
oy AP LICay T Dar




(

http 7w ikiw ireshark org/ASSL snakeoil2 070531.9z
)
i, snakeo il 0705311z key C :Hm plrsasnakeoil
2.key
—HTTP
2. W ireshark rsasnakeoil cap
131
3. W ireshark  E dit—=Preferences—Protoco b-—>SSL —R SA keys list
IPA ddressPortProbcolPrivat K ey 10

:5ecure Socket Layar-

I Reassemble SSL ecords spanning multiple TCP segments

Reassemble5SL Application Data spanningmultiple SSL records;

RSA keys list :127.0.0,1,443,http,CAtmp\rsasnakeoiI2.keyl

10

4. 0K, 11 4
GET

No. 5ource _Destination Time
Q

Seculer SUCKEE Tayer  ENSE T ey S R S »M:L R |

il

LIRUNEES P
1S

htp v ww packetech com Ahow thread php?15854 se-
Wireshark-to-Decrypt-HTTPS

G oog ke ?



BT R

pot =1 i

Kerberos

gL

Eii#nlERY Kerberos

EHABREMIES, KRR TH—LFIREF. HRKE=AL, by
WSFPESCIIL, WBH RAREAECREE I RS . X SLFIRME Kerberos, %
AR DIRAE. w7 A TN BROF &G, BN Tt E. BUARHRE i
BT, W (BT BB MR EIR .

A SCEA ) G AE XY Kerberos, BB EHIER ) ZHIMNA,
Windows I 55 B AIEE & B)'e . B FHEIK S Bk, sEA A
M52 T — YK Kerberos it 2 o

Kerberos fJIAIESE 2 A 11— K5 A Vil %5 B i, MH B 2R A
HAEE R, MH A EAH B AMEE. WA mERTE, i sciE2m
CIFS JIR %5 24 B E AL Session Setup H ATV & 10 1IE & o J5 & MR DM &, R
MI— A REE B 25 ) BRI R R . HEFEHERIRA LER, 4
BilF: WMRAREMRIE T — & MEITEHL, ERRBIEMINE MR, #alfeie
KIREATEM P A F B 2%, REMEEH KR T o PEufF i o se b H o 7 22
MEANER 5, i Sk fhtE ZE A B B B0 188 S BARAR, (04 U4t B2
SR “BEIR” ADEE.

X[ ATIE B 77 AN Il B A S A s 2 LR G o XA PR AR S o
Sk A B “VLRNOEEF”, B Bt “MIZIAETF”. WRIUTHBA TRk,
ST LS AR T “ [, BATHREIOR T 17 R h —J7 g 5, sk 2RI
KR 77 K BIRAR 2, BRI R BRA T . e —NEE & A T3 )L
HAHLEIMIREET, B —& R TR, SEE/LE Sl EEFIKSER.
HAGE BB B A R RS I AT

HEA IMNEMAGHELFWE? Kerberos SFH BR8N — M RUBI 8 = 77 K ft



TG MAIE. XAMB=F7F% KDC, EAEEE A IS MBEIRI &M, Eanlk
5 A B UE B, HEH KDC BRI X7 B HAT T o EXFHLEIT, A
1 B #RB L EAE N T7 I ERS, S8R KDC AL,

JEUER iR SR i B, GBI FE P SATR R P T o ZFSE BT Kerberos i T&
B MREAR M HARER G B R R IR K. B2 Kerberos 128 24 )8
P49 FE T2 Bt g i — HHAE B, & — T “Kerberos VYRS ” g ke, (HIL
SEFARIX G BB AR S . FEUFA T Wireshark 22 J&, 0] LAf# Kerberos [iAiE
AFERHEWIRE . £ FHEKMER S, kT A REKBIKS linpl, %IHEB &
— & 1Y CAVA 1] Windows [l 45 8% . k5 A V5 Ie] 55 ¥ B H S8l linp1 %5 5% CAVA

XA A B BRI . Bt St B R A FIKDC &1iE A 1%
%, G e] ) FH A2 RS E AR B & S5 2 ARt vr AR B FL R A B 7 T 0o
BEREX T A . (BEMGIREEP AR, Foymn R —J7 2k
1, AR AN T2 BEEMEBIA U 26, XELRX 7 AE A CHE#
3, NAiZEFESHL? Kerberos HA —&™H ik,

1. &5 A FIH hash BB HEFALR—IEEH, RATFKEA Klt.

2. A Kelt {47 RIS, ER—DFrrEH. RATH “ (8} Kelt”
KEIRE

3. B E—BAERMTFRE (AR} Kelt”s K5 A 58, D& —BbfL
FRFHRRY KDC. XFEZL T Kerberos [543 AEIHK AS REQ. &
T P HEEA A KRR REXANEK.

AS_REQ= “{If[a#k} Kelt”, “MK5 A MfER”, “BEHLFARFH”

WE 1 i, WEREFHKS L TR linpl, KA K BEHL T # 2
136224786.

BT R4

Toltkal taY
Kerberos

(G5
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15:14:04.481503  KRBS AS-REQ
52143 87207

32.106.103
32,1086, 116 KRBS AS-RER

19 10.32.106.116 10.
o0 i

Pvno: 5
MSG Type: AS-REQ (10)
2 padata: PA-ENC-TIMESTAMP PA-PAC-REQUEST
[ Type: PA-ENC-TIMESTAMP (2)
= Value: 303da003020117a23604345cb2aa3f173c837b151acc5b19. .. reda-hmac
Encryption type: rcd-hmac (23)
£ enc PA_ENC_TIMESTAMP: 5cb2aa3f173c837b151acc5b198fdc8bea79bcB8beea3z26f

[Decrypted using: keytrab principal none@none]
patinescanp: ORI
pausec: 533347
& Type: PA-PAC-REQUEST (128)
& KDC_REQ_BODY
Padding: ©
# KpCoptions: 40810010 (Forwardable, Renewable, Canonicalize, Renewable oK)

@ client Name (Principal): HeEs
Realm: NAS

i server Name (Service and Instance): krbtgt/NAS
till: 2037-09-13 02:48:05 (UTC)
rtime: 2037-09-13 02:48:05 (uTC)

Norice: 136224786 BBl =58
1

4. KDC Y#| AS_REQ ZJ&, SEiEFIKS A {5 E “linpl”, FRAAMEH A
HIEY, 5 FRIFER hash R BUE LR Kelt. T Kelt BiaT AR T “ (7]
B Kelt” 7, G S ReAR TF B 208 RO ik 5 A 2B R, DR oAt ik
SARATHEA Kelt 7T LN .

Kerberos 4+ B R BRAR N, AN HoAhmg 2 [ DRk A BB 2 W7 il
W4 ERER TR (AR Kelt”, REOARRIKS A SRIRIAIE. 3XFh 5 =K
M ERAGE . FBOL T K RO R T Z — BT, FTEL KDC 88 % 75 51 i i)
BN 24 I T AT B, G SRAH 225 K mT LI R BB T o BRAISR FH 5 e i)
FRMIFAFRINE, WITCTEE T BB, XA LA P[5 B HLas
s 1] 6D i AT

5. BT REE KDC mIkS AEH A CKSM T, L3RBT & 5t
M7EXHE, i E KDC HE A Kelt INEREHL 7778, HEELKS A it
AL H S84 T - BRI KDC %A Kelt 19, T A £3)[E8
ZIGRAHIBABENLFRF 8, #i%niE KDC H K.

B4 B, &S A F KDC #&H x5 RIEEH, BrelBIE—7 M
Mt AN St AR R T RXOT AR I, WSS T HARAAE, ATRAEREET .
AP ) KDC RAEH iR, BRSKAES S ik 5%, hash. fif



B eeeeeo ] LGN 00— R AT BEE USRI, AP AR & KRR KDC 4
FARGHE . AR IR — PR ? Kerberos Attt T — MRS T4

a. KDC M —RER 8] Kelt-Kde, 1ERLUGEIKS A 1 KDC 22 8] B Af
WIEZH, XFEREETHIEKS A FMFEA hash F L. EEELP
Kclt-Kde BERAK A 74, H—itH KDC 3R . BEREFHTRE
KDC kit R — i, FrlEdERELK, A RE, LEKS A BIRHE
KDC [, FHEXIEEHERER. XA IPEN ERAKRSEY, T—aMRE M
I A ZFER—IB\REHEAI? K TE#RIXA A S, KDC I H D% hash
J% Kkde, #8)5 & NE BILRICLH A FI% . Kerberos BHXANBHLHIEHIR N
TGT (Ticket Granting Ticket), ®J LA Fififf) AR RKER.

TGT = {lk/" A #X{5 &, Kelt-kde} Kkde

A TRAMZAERAFHIHLE, KDC RFHLM B O Kkde, BAREMITRICS T
AKSH TGT, NiRE 5%k S Z R#EH. B HUH, KDC #T/EfHE
BRKKRET .

B4 Tk, KDC BEIRAIKS A ) AS_REP MAELLFEE (WE 2).

AS_REP=TGT, {Kclt-kde,i [A1ER, BEHLFFFH JKelt

No. Source Destination Time Protocol Info

i it e A b
TR B i
i -

Pvno: 5
MSG Type: AS-REP (11)
Client Realm: NAS.COM
# client Name (Principal): Tinpi
@ [TCkeY F#HETET
= enc-part rcd4-hmac
Encryption type: rcd4-hmac (23)
Kvno: 7
© enc-part: d77a787ecfadaf45cb7546f4fb0c375a6bfb0e77e3b37ea7. ..
[Decrypted using: keytab principal none@none]

= EncKDCRepPart
5 =Kt -kde

7 LastReqs:
& LastReq
Lr-type: No information available (0)
Lr-time: 2012-03-14 07:14:04 (urc) B|EIEE
[Nonce: 136224786|FEH =58

E2

BTRF

TRl Y
Kerberos

1356
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b. K/ A i3] AS-REP 2 JE I Kelt fi# % “ {Kclt-kde, i a8k, BEALFFF )
Kelt”. 38T i BB -4 H A ) Bk i KDC BIZEsEHE, #8548 Kelt-kde
I TGT fRAFEREH -

FZH, WS AiE KDC FITIAIERIR B.

1. XIMiZEA 44 KDC WE? 8% TGT £ H e B L% KDC 1, Hkid
HIKF A %#ﬁ%ﬁa‘ AT R, DA B R %R B s B (LA
3). XAMFKAE Kerberos F#E A TGS-REQ, I LA FHHIHIA XK R

TGS_REQ=TGT, {lk/" A HXfEE, WEE}Kelt-kde, “HEIH B HHRELE”

Kerbe [ | Bepression. Cresr oy

No, _ Source .. Destination : Time Protocol _Infa
2110.32.106.116 10.32.106.103 15:14:04,488392  KRBS TGS-REQ

210,32 103 10,32,105.116 15:14:08, 489261  KRBS TGS-REP

o

 Authenticator rcd-hmac
Encryption type: rcé-hmac (23)
& Authenticator data: 90108b914287749f662a99bdb176733af64a383a5
[becrypted using: key learnt from frame 20]
& Authenticator
Authenticator vno: §
Client Reaim: NAS.COM
@ Client Name (Principal): [Tinpl HE{EE
@ Checksum
chgsers 20

ctime: 2012-0 0
Seq Number: 136224999
4 KpCoptions: 40810000 (Forwardable, Renewable, Canonicalize)

Raa‘m: I e
i Server Name (Service and Host): [host/cava.nas.com| :#FiFREUSE

3

2. KDC Y% TGS-REQ 2 J&, 5EFH Kkdc fi## TGT 5% Kclt-kde, FH Kclt-kde
R S A BIAE AR BN B (R ECR BAiE H 5y . — BINEIRS A NI,
AR MEHE Y A Fl B EAAE T -

3. KDC A4 RPHERBEBEIE A FI B 2 A, BATRARZAN Y Kelt-srv
B, Kb EE RIS A, BRI A BAARE B. N T
il A REZFMEIY U B Fil, Kerberos 3 B HIHHS hash i Ksrv, %
JE RIS B IAEZAE A #4548 B I Kelt-srv, R4 —IK LA EER B A
i Ticket. MEHEK, KDC LIS A MEETURRMF ULE 4.

Ticket = {5 A HIf5 &, Kclt-srv}Ksrv



TGS _REP = {Kclt-srv}Kclt-kdc, Ticket

XH “IkE A ER” T EREZ T, & A FT7E[) Domain Groups #f
AEERME. ATLLnE A B TIREA groups, TGS REP L& HEH K.

Mo,  Seurce Destination . Tme __ ______ Protocol Info —

M5G Type: TGS-REP (13)

Client Realm: NAS.COM
i Client Name (Principal): Tinpl
[ETTEKeT] XL RS ARNSE | Kclt-srvjKsry

& enc-part rcd-hmac

Encryption type: rcd4-hmac (23)
@ enc-part: [3ef6746e9510f6891fa6e2330b2cdcbdc3difbe2d75540b4. .| die(Kclt-srviKeit-kdc
[pecrypted using: key learnt from frame 20]
£ EncKDCRepPart
i key rcd4-hmac
Key type: rcd4-hmac (23)
Key value: [[3B4B59c905646d253dab2alda391945] (X EKclt-srv

& 4

4. k5 A W®| TGS REP 2 J&, 5B Keltkde T {Kelt-srv}Kelt-kde, M55

Kelt-srve Ticket B AL TR Bo # FRUIRTEL UV HIGE B, #nT LUE
HIR—A™ Ticket, WA ZEAHERR KDC Hif, XKML T KDC [#ifidH.

S, WS AFIEE B EADIAE.

1. BX—PRfRET . kS A S%HE B kK& “k5 A KFELR, W)

Kelt-srv” LA J E—PU R[] Ticket. iX/MERFRA AP_REQ.

AP REQ= “{lk5 A 5 &, I[aEL} Kclt-srv”, Ticket

2. WARBIE B R, ©RMAIF Ticket ). WIRTIE B LEM, EATLA

A SRR Ksrv KAEIT Ticket, MfifFE] Kelt-srve H T Kelt-srv
BUATLARST “ U5 A (0158, I IRER} Kelt-srv” #853. XAFBEUE B i nl
LAifisE S A BB, 4R)5 [BI% AP_REP KiEH] H QR E K.

AP _REP = {i}[A]#K} Kclt-srv

3. W5 A R Kelt-srv SKA#% AP_REP, il ek 75 31 fr) e ] 5 e 4 o ot 77 2

BHE.

BT RS

T E 0
Kerberos
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=L RMARI NG, FRXASER SR ZH 7 linpl 3k Windows fiik
5-2% CAVA, B=S8AREEMNLE . B T kA linpl Vil CAVA Z 4K
HALEYR, Lhinvsm Mg, BATHAETE Session Setup HIkF| AP_REQ A
AP REP 7 .41/ 5 fr7x, FAE Session Setup AndX Request 43,71 55 JF Security Blob,
B AP_REQ BRI R T .

~106.116 10 !M 103 15:14107. 322618 SMB Session Setup AndX Request
O

14007, 37;&:0 SMB  Bession Setup Andx Response

[# session setup AndX Request (0x73)
word Count (WCT): 12
AndxCommand: No further commands (Oxff)
Reserved: 00
Andxoffset: 2676
max Buffer: 16644
Max Mpx Count: 50
VC Number: 1
Session Key: 0x00000000
security 8lob Length: 2472
Reserved: 00000000
4 Capabilities: 0xa00000d4
Byte Count (BCC): 2617
= Security Blob: 608209a406062b0601050502a082099830820994a0243022. .
= GSS-APT Generic Security Service applicarion Program Interface
0ID: 1,3.6.1.5.5.2 (SPNEGO - s1mp1e pProtected uegotiation)
= Simple Protected Negotiation
= negTokenInit
® mechTypes: 3 items
mechToken: 6082096206092a864886f71201020201006e820951308209. ..
& krbS_blob: 6082096206092a864886f71201020201006e820951308209. ..
KRBS OID: 1.2.840.113554.1.2.2 (KRB5 - Kerberos 5)
krbs _tok_id: K.RIS_AP_REQ (Oxooon
& Kerberos AP-REQ] .

5
IR SRS —IKINIH Kerberos, BAMTELF/ZRFTERT . HHEXE
NKHIEH RN, REAIF LA TIEFRE IS Kerberos, JLF#A AREMR R 2
. B 6 REANESERFEE, WFxTEgSA .

1AS_REQ
2AS_REP

3TGS.REQ
4TGS_REP

SAP_REQ
6AP_REP

e
AR Kerberos 2 J&, AIRERRIRS]—AN 8 : AxIW, 4%



(5 B #H: Wireshark BRHK T, BF (Ha%ATS? LERAH linpl HFH
R T — keytab S, FIRIE MMM, EASRAELT.

1. B Wireshark BT 7 BUIAER keytab XfF, SBWEES hpriwiki, BT BT
wireshark.org/Kerberos .
Foiga] gAY
2. XA SRR AR E]— N H R . Kerberos

3. 4T7F Wireshark [] Edit-->Preferences-->Protocols-->KRB5 3 #., 7E/& 7 fif 139
AE D2 ERAEDL RIEHIN keytab U4 T .

Try to decrypt Kerberos blobs: (%
Kebsoshepabfie. [tSketsb

&7
4. TIFMZE, REEIRFEEHAET .
X R E N Wireshark [KIREZ —, BI{#{5 Kerberos X4 & Z4thil, &

WEEE M k. X EREEE R KRS . BRMERZ, #SaeEHR L4
L ) Kerberos #5641 F .

ROI1: RERALIA “\<IP #oht>" e KX 4REE, EBAT “\<H#a>"
A e8] .
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F T Wireshark 41U A 41iti, % /2% IP 5 IBH] T NTLM {E5 GRAE, T
FBR 4 7 B TP Kerberos. 1 T PIRMGHE A ENUEIRIR, BT AL Rt A —HE.
i 254 2 B R 25 B FRO ot 1) S A R, Keerberos A4 % 2 T 8L ek
B4R, {H NTLM A4,

£62: —MEMSHEAHEMBIFEMAR, A R F 775 4R,
BRZKSHEHFERTEXLHX.

il Wireshark fi#% T AP REQ ZJ&, HE&AHIIMAA. BaTfeH 8%
R EHE B ticket) ZJa, A#MBIAAARE . 1M 385 BEx,
$R18 97 Ticket BLLF T -

EH3: REBPRMABEY, ETRAEZIKIIRE.

JH T Wireshark 2 5, fEfL HL & Bl “KRBSKRB_ERR RESPONSE TOO BIG”
MRS B LB 8). FIFZIRE IR PR M SRR ity 0 3t bR 3 T R o 07 %% .

po— 1 . ‘:_ »‘ _7_7’ o ——— - AP :““:7

E 8



TCP/IP RY&=

BTRS

BAVEIEEIXFE— AR N & W, sia] LU A ACH, Joiglh &
s WATLAMIEHE &, REMTFHBLHF T, B EEERENRASEE 47
B2 EfHEE—FHBE Y. HERMX—THRET R, LRI A B4
JEFET P51

™ 2% f AT AR AR _EZE IS )T Vinton Cerf #1 Robert Kahn X% 244 (A,
B 1). flfiI7E 20 42 70 AR BETH TCPAP P 355E TIARM L3 A, A
BRI TSR 0 5 o B B R,

e
B4
e

Vinton 1 Robert — 23k E 45 B i it 5
& 1
DK TCP/IP A XA B 2 XS —IRE1E. fEMHZET, i —kS
5T BT R . BIieRE BRI S, MaEth g, ST
W (1) 3 A2 B BRI PRAVE BE 1H# - Robert Jia R [EIZ U, 24 4thdf T /E F.00 MBAT I % 5] TCP/IP
B, BARABLC BRI AR, 13Ebr_EARA R A ) B E TG
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Robert Jy N, SFRESZRVIH—AIEL. Vinton #fFI I, 5T A
HIRE . AL AR —RA R £ T ERMYNE . 1T J Vinton 7E— K R{E
PATESLRA, BE Bl —RvE: “XERE - HEROFEEN”, BT
PAAES A B K R S I IR . 4R, RADMBRFEL R KA R TR .
JERAEARATIIEAL b, KEHRAR R T . Vinton & T RIET —HFFK, FOFERE
—iRENFEERENT . EERIER T HF, AR AR Vinton A KA.
PR REBEAWT B, WreiSIERZ s, PR R A DR .

BAENATGLE] TCPAP B, &ML TCP M P HAHHYL, MREHET
Application Layer. Transport Layer- Internet Layer 1 Network AccessLayer (104257,
TCP 4b-F Transport Layer, [fi IP Zb-F Internet Layer. #% A&, —FFRXH/
WOFRARZE, MREE—EN. AFETHEHIREERK Jon Postel XAt PP

“We are screwing up in our design of internet protocols by violating the principle
of layering. Specifically we are trying to use TCP to do two things: serve as a host level
end to end protocol, and to serve as an internet packaging and routing protocol. These
two things should be provided in a layered and modular way. I suggest that a new
distinct internetwork protocol is needed, and that TCP be used strictly as a host level
end to end protocol.” (FRATETF T 43 Z RN, MHEARE T P4 sl vt B4k
B, FATEFEZRAER TCP KA. 1E R —A EHG K30 2w Pl [
A4 P48 B S LR BR R D IXPIF A AZ A 2 R A S T RS 3R
VG TN M4 BICEMY,  F B3 TCP ™% BRHIS EHEAE IR B5GPML.)

—Jon Postel, IEN 2, 1977

AW —FERPRN T, BERROPHGSEIE TCP M IP 2MEJPK, I HAEst
4. TI5ARAS, Jon Postel 1442 Vinton (IR R, tHZBTHIRITH KRS, b
£ 1998 SERE A, Vinton 'S T —RBAREIIIMS, FHHIEHN RFC 2468 &
Mo EIRATH, XREME—RXBARN REC. XW—Ari-HHRIESRM, X g
BAHBEXMLETTR. BAVS AR LUER http:/tools.ietf.org/html/rfc2468 [FEE .

TCP/IP (I BETHER Tl . 30 3K, RERWHE. T, BH M RMELE T 8



KB, TERE TADRAH, {H TCPAP M. BB T Hps
FRAEALALZN OSI -LEMRL, 1y H H ATIER A BIBIAL 7 R AT fE. B—AC
MF TCPIP TAEM AR, BT IRAEER M WP k.

A N BRI, BUERICFTFREAEN 21 OSI -LEMAL, EA1 TCP/IP BB
FARWE 2 k. B OSIBENKEERE, REFAMAIFA T, HEETH
WAE. TREZIMMIHA “All People Seem To Need Data Processing” K Bhic1Z.,
X 7 ANHIE R OSI RV — RN B FEER — RN, RFEMINREE hutknr
5. EHRORFENENREE, SRAXNMNFEN-CESEECERA TS,
BRI FEREIE B3R, (BT BEED TCP/IP [UZH4.

OSI vs. TCP/IP

Application

Application

&2

FRELE OSI RAUA LR, e MR N Z R E W Afta RIS
X ? 1R 2 L X EITMA RS, Hod DI A K2 RF I 3% Douglas Comer
HEPPECH I SR EERZXES:

“RILA T —RAFAMN KN KM AseiE XL EHAZ dh—AN A (LA 3)
TR, 1A KE R Aol 692, IANDEH —RIRBAABC L H8 £ B 654R RN,
fefnded i ReHE T NP BRANLFEELE PR E, AMAFREHL T TR
By BERANFHT. Fo_REFEIFALERSHLSN L, WA1448 T ARKED
W, RE—HKFEHR-BRMIHERLIN. FRKXLRN, NXLENEREH
RTFLEERFHLT, TREA®RAT.

BTEE

TCP/IP &Y
[ E=S

143



BT RS

TCP/AP B
SR

144

OSI -LE R TN &5

&3

BAKF LB RIERIFER R 2O TAIF, FREAFFHE
BB CETF G —AERK, HTHRARA LTI+ FEZI R LG ES,”

2

Douglas 2 % %% S = BB AU RTIE, [0 238 K7 201 & Cisco ) Vice
President of Research, [f] I & A S84 MEARIESR, B LAR AW sl ARG AR
177 24 B b S 3k X 4 OST B8 AR A, R — AN IELE. S24F3| T 4K,
OSI B L P A AFET T, EXTFRATH i 5 B e b Bk S R R B
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“—IHRRREE"

FERPe N AR —BOE, KERGAEBIIMENIIR, RIREREDH K
i, EHACEERAT &F. MANERMRIERNITRE, HEPEE, MEMN
—REIME b Z B XBOERMARL, FIAMKBARRELZLLHESBEELA
X, AREERIRMEESR . TIAINOERRARMRER, HEAT .

A BN G B — F B LSl R <, BRI T r %,
HEBRMRE. MR -PALEEFRFENFES, BEWS LIHFENEE.
BBl A B 1) — A RO AR A B T3 X — e

FHE RN B TN T — & 30 iR 2 R340 NFS $L=, W%
P —HEEA L, SREREHKRIF—RE “access denied by server while
mounting...”, WK 1 Frx.

mount.nfs: access denied by server while mounting 10.32.166.77:/paddynmfs

B

W TR E TRSHME P mTARE, HEERAHRE, FRX
AN e T LR . A S ITIREER, EHE S DR R EmL T,
FEHL HLMIEZ, “I am going to throw the box out of the window”. & H&F % i i3,
“HRLE, FERIADMGEME, —DNAAIRER.”

Z T AR EIX A S 1], RECAREL AN EEANLKLI RS, 5 M
Hi Wireshark %3] T NFS (UMYX f5, AT LA & 1R Pt i AT (o] e ) 181,
BELBAKTFL. HE—/DRERETMT, —8& S 28haig T .

B8 T R SR A B RN ALK T

¥EER

‘—/NEIRLE

IRess’
d

7

I

7
\

¥

M~



55 5% 1P
10.32.106.77

*EER NFS 5800V 5531
/paddynmfs  192.168.26.139 (rw)

NP R A 192.168.26.139 W5, HALE P A A
s

148

&P 1P LB 2):

|{roct@locainost ~1# ifconfig
eth0 Link encap:Echernet HWaddr 00:0C:29:CB:74:A9
iner addri192.168,26.139 Bcast:il92,168.26.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fecb:74a%9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MIU:1500 Mecric:1
RX t 10 :0 0 frame:0 b
TX pac $737285 30 :0 10 ier:0
collisions:0 txqueuelen:i0o0
RX bytes:188580400 (172.8 MiB) IX bytes:870784133 (830.4 MiB)
ST L AR T e ey = 2= R . 3

& 2
Pl TREM B HEE S R R B .

1A “Riiz < S, B TRITHEE F ARG S ERD T, (H4 5T
E—FE.



RAFMH AU EER, 4RI TR ——R 585 i i iR
#RR ) . T EL A HEEE R R AT DA -

o M telnet [¥1%y i 45 57T ). portmap (111)+ mount (1234) LA K NFS (2049)
TR BT 6F I ) i 11 40 R AT IR B 5 3T B P 8 Rl Y Y BT KBl KR
HP T HBE K,

o M showmount (45 R AT LA 3, HEEEE I ZERE MR ERT.

FiXERBA ER, AR AR, FEUT AR, B
HETREE—T, EHEHARRTRESE T HEBRW?

EWFRFHEA N, A Wireshark T PRS2 EMBIME, RiEH
192.168.26.139 L3 T —F, WA 3 fis.

3

ERFEARTR! RREARHE? BNHT —MidiEREX, £FA mount
BERHEK, GRLAE 4.

B 4

ME 4 FETLLEH, Z 4 10.32.200.45 KX T mount ik, {HEEIRE 2R
10.32.106.77 {447, X{BIFFE& “Access Denied” HIEIR. 4%, ZFUM IP A
MAZAE 192.168.26.139 15, E4Z Y 10.32.200.45 T ? XEHERIER AHE: BAW

NI
IR’

149



“—/ )\ RLS
RES’

150

& 7 [t t+ f77F NAT (Network Address Translation), 4% 5 i /& HiE R &t
NAT #&#, Source IP #tds T (B 5 B/ T,

Src: 10.32.200.45
Dst: 10,32.200.45

Src: 192.168.26.139
Dst: 192.168.26.139

ES

b TR 25 2% L iy il 4 R A 192.168.26.139 ilal, LA H 10.32.200.45
IR K B R BAEA T .

AL AT IR E RGBS TR . MRVl f5, RIRUESE T RIS
RAACIR S A5 P i E B — A M R T

SCHEFR ) A2 B R R — B PE A RS, X R LERT S — kR 5
Patrick [I# B, B thFeikid FIRE ARG . FSERAVEN ZIRBIH, /& Gerald
Combs. RUIEA ) Wireshark, FFJHEZEAEANTEME NFS HEEHIIHE, FAE
i —/INF P R HH ) BB R R MSN 25 44 B4 8k T “ Life is tough, but Wireshark

makes it easy”.



FREE

TR wee e MTRR R oo ” —BEFHUR AT T IR .

WO h4E T, TERRZRM A, “PI, EAFEE, XAMTT
PRegis.” —H/BELZ G, AT T HAxE.

A “HKE) A X X BNE FEk Isilon, IiHH A — ANk sbeg P #F T
IR T . PTvARE E3RRIR T REL R, FE—ZEMLHGET KRR It

K “BRARLABHHL CCIE A4, i EB%E— T, RARE]RE,
FEIELR.”

Z#: “BARASNEMRKEEZT, #¥%*@$ & (it A% 300 F ) 1k
TARRS, RERIUNSABREKE.”

K (REERRAFRRAYL L) 9Fe, REE—TF.”

FETHIE, SEEWE—T Isilon, 7#5E2EABIEEIEE NAS, LIMkRES
HER. R4 BRELESEHE A R LRE? BEENMESRER 2 AT,
{FLEBRI G AR e 40 N 28 A% b SRk

5 REPERK, AINCESEEET T (RAXNGRTRIERNEE, FHikhi
TR, —BEBBIDAE, WEALDE bsgte. R Wireshark FHIg—
EH, RMBRZAELE T Ef: (Retransmission), 1] HiB#H K& ELF (Out-Of-Order).
I & Wireshark 7308745 3 .

R (WE 1D:

R

i



TREHE

182

B

AL (LA 2):

Wl Wieshorc 1066309 Expertnfos 0

&2

B — RNVERELF ST Efe, WM T . JFhftaxS8E
f&WE? AHMH TCP MRAFHSE OH MR, THERANH T,

FEIEHEOT, MBAEARWT K Seq 5 MNZZFR, tnEF M
KK 1460 IS T, Seq 5 AT RERIXFEMI: 1460, 2920, 4380----- KL
ReS R — MU Seq BN iZREH4 . Holn 4380 2 J5 N iZ & 4380+1460=5840,
BRUBCE AR 5840, BT M ANEAFEL T « XN ENiZFIE — Mg RIET,
Ui “FREM R 5840 (B Ack 5840)7. WiE: FRUCEIFIBIRAR 5480, HiHE:
WO AR — R “IREEMZ 58407,

Xt FRIETT R, FREWE “REMRZ 58407 AIEERERE 5840 HIF|IAh
HJGETH T, WAlREERE 5840 BEEKR. RFC BiXFEE X: MBREFWE 3
MERULESR “REMEX”, BAHAAEXELEKR, NYEHREERL. B
3R T XN



4380
7300 \
8760 \
10220 \
11680 \

5840

W
5840 %

&3
BT SWEIRAS—FE Seq=5480, BIFELF TR E, EF —AEE
. KPP -AREMEMHETIRET .

AL Wireshark EFRENLBEH LA LA, KITTHESZM Isilon 2] Windows (9, 15
HFRFARIEREZEMIEIR . MTENXE, ROTESI 28, — Mok, EUFATRERZ b
RIKTT R W B B, BIENAZAE STt — . (ARA Tk ERAE
PO, FTUARRERI TOUS R T . EEAENUAIE £, BT — MR,

1. 4t Isilon 1 Windows %/ ¥ E 2 7] — & 2 R HI L, REHERR 4% B %
s .

2. Isilon FEHAD RS 28 —FF, NiZH L, NIC teaming [ITDhRE. RIBRIZL
5, ELFA IR B teaming S, AIRAZEKH . RAAGERER
it Large Segment Offload (LSO) FHMELF, thE2—ANHKEHE.

3. SZEEANT, BRAE Isilon Fl Windows b [FRHVEL, P& —X EEAERER IR 2 a8 ..

FTIHRCELRTFFT . MJUCREFERFE, EH. fHAR TRITAZ
. JFORARATIX LR MO R 2 T 2R, SEREBRIRIT R 125, BN
BAHEMSAE. Windows % it )LE, BEREEARZ. HIrKEMNSEH
H K P A RIS, A BRI AE Isilon BT . WVFEBHRIEH Isilon LM

FRISHE

153



NIC teaming 1 LSO, o] SUgARYE T UL ? XN 3R 2 BE R AL -

BOR—REMEER T X X AP AR, HARNERT 3 M. X2
B — RSB TR — A R SR o it #AF
BERiAE T RAF A o HIAMARGEIH — & N, RAERFERRRILM TR
Uigk R BESERE . BT ARG BRI, [T LI Z RS AR RAME .

FUF—VIEAEE RIEEAT . IRATTZ T7E Isilon E3K%] Large Segment Offload
HNIC teaming BIFFOR, FHIMAA EHIOCH T BEA1. 2438 sl B A i ik,
JUNL Y32 47 BE B35 T AR UM AR R K - AT 45 R A A KRR B —— it gLt
ZREZE ! RN EAIEE MG, XESFRT PR VUORIEN, HEEdEN
MERE. X—MEEREN,, BREAZEFHET ! Al WIERZ AT 5%
4, ALFPJ H NIC teaming 8(# LSO S8, EAMAMKR TELFZ EHERRER
ARER? FEEEMLE, RATLRMRSE.

BX B R T MR T —EAHERLRS R, el S —TF iR E
Tl BARA—PANBEMHEE, EFHAEREINMEE. JREMEL
FritaRt, RAFED T MREABOHS. WE 4 P, BREFRERE, BR
RAHBPINLHIRHE, PIROr R T 14 “RERR X", TASEW 3 AL
EAHRI “BREEMRX” KRR E . X T A 2EEA R BEUF BN

4380
7860

7300 §
11680 §

10220




BAEEBHBIT, MFEN 1. 2. 3. 4. 5. 6 [—RIVGBERMOTH,
HRWFEET 2. 1+ 4. 3. 6+ 5, BASMEBPSEEMEN: FEEHR 2. 3.
4. 5. 6, 1, MESHEE.

MR ELRF RO MBI M MG, R EmA®&T . i s Frx,
U T WA E) T Seq 20440 (Frame No. 3), HEFRREIXT 44 “Ack 20440”
hRIETT, MIMRAE RI% T EAL T Seq 20440 (Frame No. 13).

Frame No. | Source Destination
1 Seq 17520 Seq 17520
2 Seq 18980 Seq 18980
“ Seq 20440 Seq 20440
4 Seq 21900 Seq 21900
5 Seq 23360 Seq 23360
6 Seq 24820 Seq 24820
7 Seq 26280 Seq 26280
3 e
9
10
11
12 Ack 27740 —{ Ack 27740
13 Seq 20440 Seq 20440

5

BB SLAER “AREE” T S BUXAMUREBMUTINY, Wireshark e
ZERT “Seq 204407, HEMAE RO CEWE|. At AESIER 4 A Dup Ack WE?
REEAEIR, AdCLRYREIHE—NEMIX R, # S0 AR
W1 o HLp BERENHA AL IRA L, TREIMABERGER L, WKFFHMT.

KIAMZAE RFC A 56Tt T AL (IR « 48807 31 Lo S K1Y Seq I
E 0] RIXTT Ack B Seq B+ "IRIX N ER L, MEE BT EWF] 20440
ZHr, S8R T 21900, 23360, 24820 1 26280 iX 4 MU ? M Wireshark &
20440 B R HECEIX 4 N RTTH R !

SAEHE 20440 A5 1) checksum £ A, MAEWTIMFETE? BEEE 5 P&

(ists



EEER

R

156

JERIANML, FEALH) Seq 20440 (Frame No. 13) FARMOTZ /T, SOy B&mE T
“Ack 27740 (Frame No. 12), XR BRI T 27740 Z i A . [ 20440.
Wl R, 20440 BB 26280 JGTH 1, TMAZERE N checksum TR -

A4 FFE FEEWOTHE 20440 2 26280 J51HWE? HuTHAMR M, H
TCP/IP 24y E M ERT, HiF M4 EEEAZL TCP ERFTELT -

SATEIXE, W] LU E AL AR A SR Rk R BT B S ELT, T PR R
i Isilon #BEIET . XERE KBNS, NMEGE T RIERKSHL
S, H AR TRIAE . A1CSMR T 7 A% i, (Ba RArR
—HEM), AR T GEBH T FIER RS ? XHEREE S AELLERS . BTk
—Yimane, BEER TN LR, &BUREE— PR Isilon. B
5 ) At AR A AT T 2% B A TR B ), A AN BE B Wireshark | 2 7R 1K)
UEYE . —EHMAEBIRE 12 AEEBEE LR, —MRFEES I T ROFEER. &
REER—AEEFEL, BRI 7 G/ undlEH R —ik ghost fHa3%m, %
FETARE, BENREE 7 §F At ERNSA —-NER, HER
WASRAE—ANE T B4 AR, UEBA RO P i S B0 )

HHIZGEHRN, CERER 1 fl. WEERL, IERAESH THW I,
GrfEEE, ELEIE THT, AMERSERHEAIERZ. FERESHRE, O&
BITHRE3 Y. WHERNEL A, morning call LR T =e--e TR RIS 37y TR I
w, X HRRE =AM LW EEL, TibAE e s AT . REEREA S T
HAEITH, @aE R ECITA FKueEE, & 2RGREE e %,
B TS A RIS “Post Office”, THEIG AR coffeer -+

BL3% TREVTFBRRA, AR LB ROFASE . 2R b 10 slBhEAT — R Bh
WA, X—Wk G KB RERRIAS] 100MB/s B E, KA 7%/ 80MB/s
HIFU. B TR X, SURRG R, &, EE2n 7T B,
AT RN EARAT TG i RAR

TR REDA, MR RORS . XA RIS, A%
BB, REEHRINOZE, B -



WS &

RN SE

HUREE /AN Wireshark EFIR, REMGEBRED . XLES
FraPTRAC A YE, ERBINE, Wik Wireshark X ARIAIR? FARTRLEE 157/
ff]—> Data Domain Y5 H , 1@ RZHEFHIHIF .

K Z A% Data Domain i) T ##HAZ, HENTE R MUK % — 01 9 N\ Bd%
IR, ERERFAWET . Frelmm H ST kG, wans —kFEK.
KM T 3 R 2 £ & AIX [FII4E Data Domain 5 ¥dE (WK 1 fim). 5
ot PEREAR R LF, REEIE 9OMB/s; {HILMIAEM:REENIIR 2, 7€ 20MB/s LLF.
B\ L LI LR T, H—HEAE, RARNNENEERET,

R4 &

1

BTHAEMREYE, RETRIGELANHR. BEFXNEFOESE P OE L
B, RS LLER L7404 .

| 1Gbit/s

10Gbivs TS

~ [1Gbivs

1. — AR &R L L SR, Data Domain NiZtABISh. HETHILSZ
R L, BT LURA R N % A 1E Data Domain 45 .

2. WABRIERIFRE. —BAFRENRAH SR, /i 8/, BEsCrhm S
MR BEREN/NHTE, BRINFIRFAR RN /N, Hrl st CGRIEM
& LRiRIIEE) MSBMERER . XM T AR, BT A MR,



PeREt R, BT A XA RO .

3. REAEMImAI—MA, HEEIELRAIFFN .
¥EEE
P12 m, AT EIEEGE PO BEFPETTOE 2, ArH R RE Sk
RES T A SRR MRS . SR IBIZ N, AFKUFREREE T, —
i e R, BSE MM E TR TR T 8RR . B RERTRAT AN A dfr—— -
o, RECRUERCEINE 7 /MEEANEE T, WREBEEEFIE? RiFnEHERIK, T4

ARG RN E RN, Bl Wireshark 17 —&F, RRERIT 5%
HAk (Wl 2 Brasd. BARXPERERIEM R, BIE R 0.5%F) Hufl th &t

RE KR L T B
Wireshark: 51375 Expert Infos

1

1

1
Packet: 5196 1
Packet: 5198 1
Packet: 5200 1
Packst: 5202 1
Packet: 5204 1
Packet: 5206 1
Packet: 5208 1
Packet: 5210 1
Packet: 5212 1
Packet: 5215 1
Packst: 5217 1
Packet: 5220 1
Packet: 5228 1
Packet: 5225 1
Packet: 5226 1
Packet: 5228 18 &
Packet: 5229 1P 8
Packet; 5230 ‘ 1 %3

=T C=1|
: e

& 2

WRENLE T ILAEE, RILJ7 A # M Data Domain 2 ALX ). 13 B
M Data Domain K2 J5, 7 EERT, HARAFL AIX. Data Domain
Bl —HEFSE AIX AR, BFLL R ReikfEElL.



XL T2 ATE b MR IERR A0, P4 _EAF LRI 25 P B AfiA AIX
Ui 45 98 A ARSI G 1710, REPTREA AT, it TR % 0 H B4 K Hise e,
FoikZ8 7)), Fril LB Data Domain il AIX _EAR 7.

B B S e L A AE R 2% L, VBRI P LR RINE, RARS
FERRE M AR ? BXMHEATTH, REDEEBI =T R

7% 1. {8 Data Domain H)AX S RS BE/NE, XFFREUCR H R E%
R L, FHEMBR LA T . A R R RAKRRD, BIERAN N
WAZBHK—FE. RERUAREREAEW, HibT#%eT Z8, Frilartae
A BRIt %07 R AUZ R T Data Domain 45 74 9 45 ¥ & RX B 1)
HAE, AMUZEX AIX.

HE 2. 8 AIX FECE D siH e/ I(E . XA Data Domain 25 AIX 153
PR REE DR BRI T, i B8 HARE P i R BERE N AZ . (HiZTRB
B RS T AIX TR P4 3 & B R R, A R 244 Data Domain.

PAEPAN 7 AR ke — MU DE, XMEZEE AR HRE? B 3
RAZEKET, BET 0K 6 M, HEPERE-NMERT, BET
BTN EA .

\
==

RTO

E3

s AN ST

(2512



M 3 Hoar BLAG S A I3 2E RURZI0TT S MEPT T 1. RE
XA ERENLER A L MURMEREE E A IER & DME T

*EER HE 3. B 2 ) Wireshark #E B/REAARIEA 5190, 5192, 5194++++--5230
(204, T HXEFEAAERAIESER (B4 B8R T7THPH—FHD).

RENSE
No. Tme ~ Sowce  Destinton  Protocol WF0
5190 0.313843 10.3.130.135 10.3.128.170 RPC  [TCP Retransmission] continuation
5191 0.313853 10.3.128.170 10.3.130.135 TCP 1023 > nfs [ACK] Seq=14137 Ack=6108097
5192 0.314132 10,3,130,185 10.3.128.170 RPC [TCP Retransmission] Continuation
5103 0.314154 10.3.128.170 10.3.130,135 TCP 1023 > nfs [ACK] Seq=14137 Ack=6109545
/] 60 5194 0.314176 10.3.130.135 10.3.128.170 RPC [TcPp Retransmission] continuation
5195 0.314181 10.3.128.170 10,3.130.135 TCP 1023 > nfs [ACk] Seq=14137 Ack=6110993
5196 0.314426 10.3.130.135 10.3.128.170 RPC [TcP Retransmission] Continuation
5197 0.314432 10.3.128.170 10.3.130.135 TCP 1023 > nfs [ACK] Seq=14137 Ack=6112441
5108 0.314445 10.3.130.135 10.3.128.170 RPC [TcP Retransmission] continuation
5199 0.314450 10.3.128,170 10.3.130.135 TCP 1023 > nfs [ACK] Seq=14137 Ack=6113889
5200 0,314462 10.3.130,135 10.3.128.170 RPC [TcP Retransmission] continuation
B4

BERELERRERKTIMKER, RIMHERAE 5190 HRGEEZRLEER
T, HAEEREE T EEOr, TR B EREE. BAHARETEEEXAL
We? XA AKX K 5190 MRBAERE, TEMERENHbaRERE
T, RiFisHeifEfe. Moy BRREE T4, HEAEMPLERT LA
FIRIETT « XA BHSEAE 1996 41 RFC 2018 i 24 H TR R, Bt
/& Selective Acknowledgment, fij#K SACK. 7E#M5 F1 %1% 75 #j3 Fl SACK 1%
BUF, HZ AT AE R ARETT “REWEI R 5190 MR E, EERWETH
ity ” BRI T R T EAE 5190 BiRT. ZE/8H T SACK MM+, RAIIGELE
Dup Ack 8 EFIXLEFR. B 5 BE—1/BH SACK M HIMIE, B
2 SACK 5 8.

© options: (24 bytes)

& Timestasps: TSval 24415168, Tsecr 41365538
no-Operation (NOP)
No-Operation (NOP)
= SACK: 992461-396175
Teft edge = 992461 (relative)
right edge = 996175 (relative)

B 5

2 5 P “Ack=991851" Fil “SACK=992461-996175" B Mz B Lx ik,
RIETTRAIIE 991851~992460 [ EAWE], TSI 992461~996175 (LK



i 2L WE T .

B A A e KR AV EREAL, 11 H Dup Ack % SACK f5 &,
C2 R LRI SACK WA . RIGELARGIREE D, 2 SACK THFR. £
/8 H SACK Z1E TCP =X EBFhERER, W 6 hITENMSEiIR. RE
MAPE—HEEK “SACK_PERM=1", HZERERZ aMiAsH% SACK.

RS2

161

E6

BAVHIKE T DataDomain il AIX, FRKI AIX EERAKH T SACK.
TREFE AIX EIEFTT “no -p -o sack=1" 4, 1 AELBIFLAT ] 90MB/s
PLE, B E®R. A TRENER, REAFBETRIMTR2T, ¥R
#AT A .

FEMITRR RS T, RELX EFETT, RBET-MERER, R
5#. LI RER —MEE: A-AMAI5mT LA HE?



HEEXTF

162

BHigENF

RZ 1T BATERAGE SRS KA, RILRAEBYER . THBRLA,
A N &SRR RPLEES TAEHZANVN, FLEEREER LR, RAK
BRI, FURELHEA AROsimaIn 2. wREREE ) F
— A EIZRRRZIMEG], RELBIZ—DAFRER, ARHHK AR R,
EHBERKELARE.

AR — R T B SCAER S5 4%, ERIN B2 & Linux MRS58 0L NFS
Vile. REELHHBARFA, TREFH ELT . RERZRT Er-H5+,
IO AR 25 2 U5 1) SCAF I B ZR R — T, T ESRAEIR A IR AN 2 I B R B3
. WERAMIEE TR AR, KEAWENARSS L. 2RFEFNRSE
G DR AR 38 SRS SRS B A B, AEBA R
BAMMERIE B

ZM A TREIMERRE, XK SRR “L ANTIR” K, BOWBECHR B,
WAFE R SEI, MALMAAT . KT B Z 50 8 E LR 23,
WAEELEFIXRAE. TR E B RAN P b A, REFHEE
NEBIER TN L. —S0EE TR T —MUERAERR, RiFtH
B, —RTEMET —MLUEREAERER, RBRA TR KFXTUERY
WAL R EE R O L AHE.

R T RIX B BEF AR T, RAEREAE L pE TR BRXFEHTZAE
RE

L. ViRISCAFRERE R, ATRERSCAFMRS 4 e E, SR T W, Ak
RMBME, RETELEZIRES.

2. BORTCEETIM )8R A R, (EASRAE L 5 BAC I Mg, %%



D REE B — e i

S PAXAMEE S VR R R, 78 BB E R US RS “ T L
R ELIL T , 587 F R — BB . "—FERMER AL 1% /o,
FERMIMEAT, BEIEMOERS . EAMFTRG? FRERTFO, |
AL E T RAGOE, “M%&E ES FTP T, ARM—TE.” HEX

L

(€

Fl Wireshark TN 5, HABMEMR T “PERERE=HFF". 163

1. B Statistics-->Summary. M AvgMBit/sec HF|, BB [AIFKHE AR,
BT LOZAFAE I AR AT (LA 1.

Display
Display filter: none
Ignored packets: 0
Traffie 4 Ceptured ¢ Displayed ¢ Marked ¢ |
Packets 13866 13866 o
Between Ffirst and last packet 3.051 sec
Avg, packets/sec 4545.064
Avg, packet size 854.255 bytes
Bytes 11845100
Avg. bytes/sec 3882643.601
Avg. MBit/sec 31.061
(e ] (e ]
.

1

2. Hiili Statistics—>Service Response Time-->ONC-RPC-->Program:NFS Version:3-->
Create Stat, 7] UL 2% I0HEAE ) Service Response Time #5ANES (WLE 2),
Xt — 2 A R T .

ONC-RPC Service Response Time statistics for NFS ve...

ONG-RPC Service Response Time statistics For NES version 3: kepdump.cap.server.cap
Filter:

index 4 Procedure 4 Cals * MSRT 4 MaxSRT 4 AvgSRT 4
| 1 GETATTR 622 0,000000 0,003907 0.000019
7 WRITE 552 0.000000 0.023438 0.000410
4 ACCESS 315 0.000000 0.003906 0,000012
2 SETATTR 1 D0,000000 0.000000 0.000000
3 LOOKUP 1 0,000000 0,000000 0.,000000

I

2




¥EER

TEIERSF
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3. H#ili Analyze-->Expert Info Composite, M Error il Warning B #8%H & #
e, XEHMSRERE (LE 3. BRnAEE. SLUFZRKNI%,
M iZREAEX AN & 1 R F F

Wireshark: 4ﬂf l xpe ert In fu J U"WX;

Errors: U(U) Wal’nings 3(486) ﬁNotcs 0!02 gchd:sx ognlE Detais

B3 .

AHTEE R BRALRE—X PN RAREER ML EE, TEMRES R
Ty BEPRIZEALE? FHR—EEEN RN ZAEIE, Szt AL
BT . BAAOGEREMGER T T WPt 0004 RS VRib, I Hig
P AL K

FREENREES, FEAA AR oA, BAESIERMTER M
H——FomiBE| (I Wireshark HI&EZIEFMWR, HHAESRS - MEFR
IMEIRFGF LN ZNEFAEIT M, SRR, 13 m 8] 2
FHEZME LR, BRI E R X E BRI &, B AR

G BT R, JLRGEMSEEMINE T, &l T H i) 8 a) .
B A B OR T =R/ FF, PURX R —ERE RS, s KK
Service Response Time Z ). BB —FICIE LG, FERMZATKMHTEE R —
B—H— A BREHEREE.

ASRRFANT W2 HEEIX A R MR IR, NZAE TR
MR, BTG R B CERASFH. MR, VKR —HisrE. ok
it 4758 T, —HEBA R ARE. FIRSREE CRARIN, AL E—
SE LR R AE L B

RAHBEO—R: FRROEIR! SREZBENFT, XEKRLIEXA
ZERE —RREF BT ER A E. BRERFRER, RERHEMNET. &



SRR 1) 0 % AR I O I AT S 2 BB |, ABRBRIMRE. X TRR
FEH—NEEAR KA. WE 4 FES 440354 fix, NFS fikR954% 172.16.2.80
5% P 172.16.2.102 & T —7 Portmap 53K, &3 NLM #F2 K 5. B
WHREMEREREAERIRE.

No, s i e il IS S S SRR, e SR SR I S S I
440352 2013-01-07 13:43:55.930812 Clarifon_41:73:ba Broadcast ARP who has 172.16.2.1022 Tell 172.16.2.80
440353 2013-01-07 13:43:55,930812 vmware_a3:00:4b Clariion_41:73:ba ArP 172.16.2.102 1s at 00:50:56:a3:00:4b
440354 2013-01-07 13:43:55.930812 172,16.2.80 172.16.2 Portmap V2 GETPORT Call NLM(100021) v:4 UDP

NLM RV iitid i), /& Network Lock Manager fIE#R. 2/ i F ' R 8 2 ik
525 ERSCHE, TR e AL Ab 2 P om R A VT R v R . — AR A2 B O A AR
%% NLM 30, X% & 77 ) PRI RIE R B — K WE]. X4~ Portmap &K i
PRAEIX B BARTE RTC, A BUFrr LZeE, B b 3AR A e BR Vs el SXHER A A
LR

WHTHRABZE, BR—THR. RIVFEBGE T, HENRIEREZE
IR B —EAE. HERERFXAHL, FRBEATXAZHET,
M HENARX AR SO REE A TR S XX R e S E A,
HARE R 2 A AR SR — YRR ) X AR

UG T —RZJa, RIERPENLER, ZREFERZ M. B
R E ATME— RIS H BRI X T NLM (%) Portmap 2], ARHLME FFEAIE.
MR T —LeHRl, EE T NLM R T/ERE (BRRUGTHED, B4
AR — B [ 8 A efi, RIREZEICH), RFIENLM TELRESWT .

1. %P3 —NLM_LOCK_MSG request—~NFS R%8% (HZAR8E— 430

% F3i 1< NLM_LOCK_RES granted —NFS lR%#% (fR%-2%FE TXA
BisE)

2. B Z—~NLM _LOCK_MSG request—NFS fIR%4% (Z238lE R —
X

% ¥t Z,~NLM_LOCK_RES blocked«-NFS fR%58% (PH K% LB 2%

EENF
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e, BrLURS A5k 2585)
3. % i B —=NLM_UNLOCK MSGrequest—NFS I 558% B 2238 i)
% /'3 <~ NLM_UNLOCK_RES granted < NFS IR 45-#% (IR 4585 A BB 150
4. % PiZ~NLM_GRANTED MSG<NFS #5588 (iR4a%Eaitaied 72)
% J1i Z,—~NLM_GRANTED_RES accept—NFS [R458% (2% 7T)

Wireshark H.75 Z|ffJ 7> Portmap i%3K, KAEFE BT KA ERIE? NAZTES
MBI Z 6], SRR BIE L — AR, OERKHE, — F %08 ) B 7E
T .

I =025, MEHEIEL Portmap A L) NLM ¥i H5 (k&4
WA, [ERIREAREBEANSEIL .

2. R OS5 R, WIEEDDD TEVERET, Rl RnRE ka5 4% Bt A
iz Lo

3. HTOBRAZB, BTl R4k sF 2N k. X0 TN ARG, B
RFET .

4. R RAEAEZ A PSRN Ui W R — SR ST, PRI K

5. ZEAWIN Portmap B, R AERAEN KEREE T

BRAL G, BB KA IS, EMTER &SRR R RS B
1o At ARE AT, RSB T B ks E, MRS PR R EE.

FFRBRIBLE R TR ? X MRS R T AP R T 55—V
AR, X— K% Wireshark #TGHED 1, B/GESE Patrick %15 T BMIA A R 5R1.
TR AN A B 2 DR S, FTAAR B AR VR, (82 S A BT F 21
tshark THAEWAH, TAVEAE (FHIEEE —ChEmAH.



SELLE

YRA Wireshark ¥R T —N X —HEER, FHERA RS BfE 0K,
O RE AT A BRI T . ATEX RS, Bh Wireshark 845 € 1)

IO P AR PR o

B ARHRERBX — S RWE 2 JCHERS G AT FRAE B X — > 1) 8. Bl
TR EIHE “TCP Window=0" 5 K% T, SBURIEIT R B FRER. BMEH
1t 78 i) Sequence Number HIZESLI T 1 fiaw, HoA K22 BB 24 1

fER “TCP Window=0".

ATHREF H— BB RE, REELIHH “TCP Window=0" fif $3
fEf St a 2 o2f. MidE 1 BRI ERREER, FTURAEAR
ERA KR Ea gk, BREHERRE. SR 1 X R A PR ANa

[ 1 7cP Graph 1 201 pcmp 1011147449165 -> 10112 941845 =)
BR g i MLy
Sequence
g Time/Sequence Graph (Stevari)
1500000000 —|
1000090000 —|
00000000 —
[ | I | [ I [ I [ T [ | | T
o1 N B BB B S N B 8 w8
Timels}
A 1



MG BLIELF, REEIA LB RBR A T .

A4 BT M 2 A B T 5B X S A R 5
*mER R, E Wireshark B A HRELX AL . JLK 5 T8 ) Patrick #6473,
BRI B EAR—BNA. RAFEETUTF AL, RARTLIE S

PRI W L B R T

<script> i IHLZE Patrick 7> F KA. T REHR, FAAILIA A 20
HET, ZUAREKLMWER. RAIEZEXENR AN tshark @4, &
HIZ T Wireshark @y @1ThRA . MERRMAMHLL, ST H —ERBRA.

o W EGIFIR, AT AT LUEY awk 2 K77 N ERALEE, XREE
FHHTCIESEH o A — L8 F Z BT LA tshark fIZhRELL Wireshark 58K, 2
RZHTREARE.

o MmO RARNN, HESBHFZFURIMEH, ER2TUER K
. HINRE W FHERATHER AN, AT LS —BREF R emA R E K
$2 3k M =# 7% (Summary, Service Response Time A1 Expert Info
Composite). EF|—MERMKXNAZE, HEEITZEFRAT LGS =
WEER, XHEH Wireshark fRE T .

o tshark FitH I HTSCA K Z Al AEEEB ARk P, 1] Wireshark 45 i
ATXFERRE. Ky, RELHEG PR CIFS #/EM Service
Response Time, AR ZHATUF@r@sal LA T, W FEIFR.

4
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EAEER TN Excel, AT LA B FIRER .

o FUEAbIAE—FE, MAITHAELERAEIEZ . inIER — MR
AL TP 192.168.1.134 iy, Fi Wireshark #E H0iE S5 /834T FF6L,
ip.addr==192.168.1.134 i3, BJSIRFEER. X=/PRAE AN, HZ
tshark Fi F i — & A BT ASER T «

B A FRx s, —AL TR A EF tsharkk Z FRMM S &5
Wireshark. 2, BURA B IHHET Wireshark. 1, HRERET
S Z AW, B5E 4T UL Z M Wireshark [ AL S0, #5118 5K 5 &5 %0
5 5 ) tshark.

tshark I 1FEAAME. 76 2350F tshark [OER/E R | (223 Wireshark (1) {5



L ERIN 222 tshark), AT “tshark -h” AT LADEEEAE FHULAH T - 5 Wireshark 2246
(i NZAS T8 R RARAT X S B . A SCES ), RS MEH 3 A

*.EE ?IJ Hg ﬁ]jj o

1. A7 Windows f£1TH 2% tshark A%t ?
FTIEE

RN EH qgrep ) Windows Resource Kit, #RJ5 i 7] LA qgrep KR
T. WA 2 fiR, RFEHE mount.pcap PEHEH “code” FAFHRHI—EL, HAT
170 PLHI qgrep #% Hi5K .

il Administrator: C\Windows\system32\cmd exe

:\book\book_material \NF$>tshark -r mount.pcap |agrep —e cod
134 10.32.106.159 -> 10.32.106.62  9.609375 MOUNT V3 MNT Call /code

E
C:\book\book_material \NFS> -
‘ Sl ;

& 2
2. ABNESRIMEREEE=IRF N MEE HSRIM?

a. Summary 7] UL capinfos fiv4#xif], 1P 3 Fias.

[ @8 Administrator: C:Windows\system32icmd exe ; [P=REEY )
C:\book\book_material \NF$>capinfos mount.pcap
File name; mount . pcap

File type: Wireshark/tcpdump/... - libpcap
File encapsulation: Ethernet

Packet size limit: file hdr: 1516 bytes

Number of packets: 239

File size: 22464 bytes

Data size: 18616 bytes

Capture duration: 17 seconds

Start time: Mon Jul 15 14:21:09 2013

End time: Mon Jul 15 14:21:26 2013

Data byte rate: 1080.17 bytes/sec

Data bit rate: 8641.33 bits/sec .
Average packet size: 77.89 bytes (3
Average packet rate: 13.87 packets/sec -
€ »

&3

AR 4K Wireshark #9A71&, BKIAL M4 capinfos A= Editcap F T £, ik
hF s Hare.



b. #KH Service Response Time U ZEMA [FIVMLITISE, En NFS Ppis( AT LA

4 P2

A CAWindows)

ONC RPC Program Statistics:

gram Version Calls Min SRT Max SRT Avg SRT
Portnap(lﬂﬂaﬂﬁ) 2 2 0.000000 0.000000 0.000000
INFS(100003) 3 4L 0.000000 0.003907 0.000977
MOUNT (100005) 3 2 0.000000 0.000000 0.000000

C:\book\book_material \NFS>

C:\book\book_material\NF$>tshark -n -a -r mount.pcap -z “rpc,programs”

%

& 4
CIFS il R EAE 4 PG SH RN EBCY “smb,rtt,” BIFT (JLE 5).
0 Administrator: C:\Wind 3ncmd exe B>
C:\book\book_material\CIFS>tshark -n -q -r cifs.cap -z "smb,rtt,”
MB SRT Statistics:
Filter:
ommands Calls Min SRT Max SRT Avg SRT
Close 9 0.000682 0.000787 0.000736
ead AndX 1 0.000754 0.000754& 0.000754
egotiate Protocol .1 0.000904 0.000904 0.000904 E
Session Setup And¥ 2 0.000876 0.006989 0.003933 -
T ld
& 5

c. AR F % tep.analysis.retransmission 74>, 73 7 & 6 11X 384 /) frames

AIE T @ B PE AL PR

8 A i S e 6 ] |

10 Statistics . L
Column HO: tcp.analysis.retransmission

Column #0 |
Time Frames | Bytes |
000, 000 386 324238
C:\book\book _material\tcp5>,,

C:\book\book_material\tcp5>tshark -n -q -r retran.cap -z "io.slat.o.tcp.t;v;alysis.reerSIission"

73

6
d. FLPRGLN A EHE “retransmission” BU” out of order” (

HE T



c: \book\book material\tcpS>ishark —n —a -+ retran.cap —z "io.stat,@,tcp.analysis.out_of order’

IO Statistics
tolunn #0: tcp.analysis.out_of_order
olumn #0

|
pEER Tatse | rremes T e

:\book\book_material \tcpS>

|7
3. WmgEit—1ERRAAXE?

“conv, xxx” BLAJLMEE], HH xxx AJLAE teps udp. eth B33 ip (LK 8).

TCP Conversations
ilter:<No Filter>
| | Total
Frames Bytes | | Fra Bytes | | Franes Bytes |

r mes
114 100.100:2049 <> 10 114.100.11:818 9672234 66&16 92316932 1331 101989166
116.190.100: 69454 <> 114, 1&8 100:8888 49 1050394 20170 27909542 36019 28959936
10 114.100,100:2049 <-> 18 114.100.10:649 0226 12396 15979612 18831 19639838
110.114.100.100:2049 <-> 10. 116 108 11:816 98 b 4743 1766106 12141 11989218
.114.100.100:2069 <-> 10. 2560 34452 1608 238444 4168 9683676

8
4. WR—ANEKRIGIE tshark BLIEITIF, BHEAINEVIHEREA?

AINE, ATLUEH editcap fiv - KAlEl. HH “editcap <input file> <output file>
-i <seconds per file>" {7 “editcap <input file> <output file> -c <packets per file>"
PRI B9 Fras il DA 8 b (R RR ) 4 T IX AN
[P mp— e e

C \book\book_material\tcpS>editcap retran.cap output.cap -i 8 -
ﬁ \book\book_material\tcp5>dir output=

Volu-e in drive C has no label.

Voluue Serial Number is 4434-39C9

lblrectorv of C:\book\book_material\tcp5

%A/63/2014 04:22 PM 8,287,620 output_00000_20130115095628 . cap
04/03/2014 04:22 PM 8,622,630 output_00001_20130115095636 .cap
04/03/2014 04:22 PM 17,910,223 output_00002_20130115095644 .cap
06/03/2014 04:22 PM 71,061,431 output_00003_20130115095652. cap
04/03/2014  84:22 PH 36,343,464 output_00004_20130115095700. cap

4/03/2014  04L:22 PM 27,948,739 output_00005_20130115095708. cap

4/03/281& 04:22 PM 399 488 output_00006_20130115095716 . cap

7 File(s) _ 170,573,595 bytes
0 Dir(s) 17,741,430,784 bytes free

\book\book material\tcpS> -

= ﬁ' S




B T X A A IX LY, tshark T 28 93 AT T8 A 1R 2 - F1) FH B i (Pipeline)
EA] LA & awk, sed FFdn & SEILE NSRRI ThAE, MBS TRMKHYS. W
SR )k FE e B BT AAT ) 8, R AT ) Wireshark (95 /7368, Huht A http:/www. REER
wireshark.org/docs/man-pages/tshark.html. 55 IXFEHIEH P RS % Ge M b £ 2
AR o s s
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— M EABNEH

LBREGH TERX RN, AEAEEJLHAE, 55— A6 TREEIE
BZX—T0, BN TR T . RERGRIEEAS I RFFERXE.
EANREFRIEE, BRESUKZEENABANENER, thhBIRAEREF
AR, BE—R, MRS ICBLEZ IR AR, R R — 015 S .

KFHA, 2 FHI#S S Full Stack Engineer, #iFid Rt 244 THIT.
R BE AR R R AT S B O, ANERAF BB AR A . OSEAE AR I tH L2
B, RTBR] EREE IR MR B A & 1E . A RAEL T, 705K
RMAZY SR, BRBRE LW, ERIEIARE N EHBBAE—TTHAR LR?
TANE T /5%, FALETREARZR TRIRMEEE, RARAS—FT,
B HAN B AR B EGE BRI . UABRIEHSCHHE], R R ELRE
CIFS, FRIRATRER N Atk RE s AR NFS; [RIFEQURIRELR T M4 149 2 At
8, HEAFENERMEAEBLRES . B0 —NNERHEKRE R ®Z
Mk, AREE ) HAhF R ST AR L. RAMEARH AR HL—NMES
[y ELm SR L IX AN ) B BOARVRBERIT BERIORR, RS L TR BEAIRLEF . B
WARIE R LB AT T oRBEE, A REE 2R R0EF: (B SR Sk e R L TH,
— 46 LR I AR .

KTFHK, RIRZ TN AR E W OKES. AHEMTEIFLS, KFEM
PR A O R T o B ERASF ARIBLT, i “ A RIRGmFER FK
I, R I BUE R i TR K 7 RS LT BR U B SR 4 “Low
Payman”; FALLFEH 40 LHIIFESE, MSN L E “DHARL S, FATFIT”
A —FRATHOWE, AP ERNE S EBAR KL, BT AEESIAEE
REGHRZTEMN? HBERZRUBRTZE, BREBXFFELECEY SFFHE
To BREMFAERK, THRINEHA EBAERKBE. MLES, E TR



Hifr BLER T, HWmEE TRMMEBAREL LA ERImREAEFRY, EE
hE GRS RIXEE . PEBAREAETRMAR RSN, mRERSE TR
IR RA AR . BT I 09 St i L B —— A AT B 37 7K e 4 8 A4 AT
IR, LLanABhr “ DA N HIFY, —HAE LXK H KRR
MIE T TEIEAEGRIBL, BARRABA O B BB B 82—
FfEAF RO RER, B 2 — R B AR K B, W BRI SR

KTDAZEIG, BEARRETRNOES. HTH “STO0EBN, FhE
BTN X ep B W AR, A — LA A WA B 2R G & LR 22 (K i 46k
LU AEE A . TIERER, HMASEEIT AR AZR “55 0”7
ZJE, “HH0T MRZRGI AT . NRHBEBRERS, EREHENE L. FATM
I3 A FBURIXFE ST OIS LB 20 B B A R S, HEEAR B AR IR,
RBARBEIFFAN, BRSO AL RN .

KT, BAABAW ML IT AERETHT . SFREAX—THE
KEBHBNGE, FOTRIEERS, RSO ABER, E— L
ARG BN SRR RS, WHEA ERRET HEFRRSIAS
W? FRASEIFENBALAR, ERTRWFATNZHEEE, FRE CHEE
RRH, MATRE 4, FTCHH “E, fhkE!” RERMARFEFRRFX
FEREEONER, EREL RS KRBT, IR AT H 4 A -
AR B AR — LKz G, RIRERIXRFEFERARE TR, &
TFHEEFAREZ)E, HRET “ARAX” K&k. BRT EXBH#RE, H
Job BIE R BMER), &5 AN EIRIERAF, ERBFEROMT L. 2R
FHRAH, ARG WM, FRXEBRHEXKEEEN.

KTBEE, BRTENEZSh, RikBA Wb E TRINE ZHE R4,
TREPRAE — LA REINHT 30%, HIRHLEAAE LR E HIRAE— N RIAL b A rER
AR, SUEBAE AT AR B T IX s, BRI & R EAL AT T .
i HEKEIEIER R, ZRBTAERET EMBEARBAEREE, FRELIRD
ZEHRT o WREANFIAIR G MRIFE R R 2 InE, REW=EmAT.

RTHEPERGH, ETRITBES, AMSTERAZSEREEEAH

— AR
NER
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REBPE E SR LB - ARBORL DR, EREACRHERTREME: W
RFRMAFARE TR S, BRI K IFERAR RSB A R HikRa i
MI—K, R—0L DBA FEEAMEBARMBEA G A AMAIB AR XFPHRA
IALR SRR T2 b b T Bk, XHIEBAR AN REIBEBRZ TR JLSLARTE AR
s, A FEREEHEROCSE: RAERE ERE IR, MMNNELELER, ik
i REREINE: REXMARE KL, MAIERKEER ¥ “ERm” K
W, AKIEWARE R RENTBN ERSHMBAE, AT R anIRm
G R RELOLIT iR - B TEGE M, JEBARTAEM “BRER” —mEAMK. FE4F
Bt D g, K2 BB R ER RSN B .

KTER, IT BNEEHIT LT RSHRE: £, Al EERR. XH5RE
— P, EOBRSAKMARAREH . At MG TRIMBEA, RA1M
WAREFECT R T, hinEREEZENEIRFE D, FHRAE. HK
BREARN . UM, DIY TEREE-- - F LA RFA D, o RIEEEA
TR Z AR AR, MERAMA R . b F% S R BHIAR R RERE—,
FERBIETHEK L FRSEF, EOFEAAEDPHEEIWREF+HR. BRFEHHX—
BB PAMOKE T, EEFMARE, R, P ML T - BT L AR
K, &P EHARER, REASHERT . TRITAKH B K DIY B,
RETHER, TETUINREFEMEE, BN EmFBHA.
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{REEBBIFE—HNTERRANIE. FBEFRESCSENER, FERNRIBE
Wireshark IThEERIERIBISRRE R, ERNXLEMAEBT DNS, HTTP. NFS Sl
HWT/ERR, ABFETF R BIERE: BRI TS ENLRTE, S8
EESIENE, BEEEIREEN0.

— BRiflgH, BEAFEELTESI
“NIABRIEBITEE— NEMAEDE, RN T+ HREGER Wireshark #E T
BARABR., BATFRR EREMEABIRBE, RBREEMOIASTRARS|, BT =XE
—OSiEs, BERAXE, NERENMETRESEFERR, OPFRT . (FERERY
L EIT T BRGNS THEIF] Wireshark SEFIS, TiSRRRETINERE, £=2
FE, PlmERgayEEE, SHEX. "

— FREYS, EMC @RI

‘R E—| )ELRERSNEAR, (B Wireshark HIEAL L MEZIFABZ0K. ERZHEIXT
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